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Blackout KM for PATROL - User Guide 
This  document explains the procedure to  fo l low in  order  to  use and run the Blackout KM for  PATROL. 

Blackout  Knowledge Module® for  PATROL® is  a  Knowledge Module for  BMC Software® PATROL® 
that  a l lows the administra tors  to  temporar i ly  and under  cer tain  condit ions suspend the monitor ing of  
some par t  of  their  IT infrastructure .  A blackout  can be useful  when a  monitored system (a  database or  
an  applicat ion)  encounters  abnormal  but  p lanned act iv i t ies  l ike back-ups.  Such unusual  act ivi t ies  wil l  
cause PATROL® to  tr igger  fa lse  posi t ives.  Thanks to  the  Blackout  KM, adminis trators  can dramat ical ly  
reduce fa lse a ler ts  that  operators  have to process .  
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1 - Requirements 

1.1 -  Software requirements 

Blackout  KM for  PATROL requires  the fol lowing sof tware component  to  be instal led  on the monitored 
systems:  

•  BMC Software PATROL Agent  3.4.00 or  h igher  
•  For real- t ime monitor ing of  processes  and NT Services on Windows servers ,  the WBEM layer  

(WMI,  Windows Management  Instrumentation)  

Blackout  KM for  PATROL requires  the fo l lowing sof tware component to  be instal led on the Console 
system: 

•  BMC Software PATROL Console  v3.4 .00 or  h igher  or  PATROL Centra l  or  PATROL Console 
Web-edi t ion 

1.2 -  Hardware requirements 

Blackout  KM for  PATROL does not  have any specif ic  requirements .  The s tandard  PATROL Agent  
requirements  are  suff ic ient  for  the  KM to  run proper ly.  

The footpr in t  of  Blackout KM on the monitored system is  very l imited:  

•  less  than 1 percent  of  processor  t ime 
•  less  than 1 megabyte  of  memory 
•  less  than 2 megabytes of  d isk usage 
•  no network bandwidth usage 
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2 - Loading Blackout KM for PATROL 
Before loading Blackout  KM for  PATROL, please make sure  that  a l l  requirements  have been met  and 
that  the product  has  been proper ly instal led  on al l  PATROL Agents  and Consoles  us ing the procedure 
descr ibed in the Insta l lat ion Guide .  

Pr ior  to  using Blackout KM for  PATROL you must  load the Knowledge Modules  (KMs)  on the PATROL 
Console.  Fol low the s teps below to load Blackout  KM for  PATROL: 

Loading Blackout for PATROL from the PATROL Console for Windows or the PATROL 
Console for UNIX 

Step 1 Select  “File →  Load KM” in  the PATROL Console for  Windows menu 

Step 2 In the d ialog box,  select  “SEN_BO_BLACKOUT.kml” and cl ick [Open] 

Loading Blackout for PATROL from PATROL Central Operator 

Step 1 Select  “Action →  Load Knowledge Modules…”  

Step 2 In the d ialog box,  check the box next  to  the managed systems for  which you wish to  
load Blackout KM for  PATROL and cl ick [Next]  

Step 3 Click the “Knowledge Module  l is ts”  tab,  check the box near  
“SEN_BO_BLACKOUT.kml” and cl ick  [Next]  

Step 4 Click on the [Finish]  but ton.  

Loading Blackout for PATROL from PATROL Central Web Edit ion 

Step 1 In the "General  Tasks" panel ,  c l ick “Load Knowledge Modules” 

Step 2 In  the  dia log box,  c l ick  on the  managed systems for  which you wish to  load 
Blackout KM for  PATROL and cl ick [Next]  

Step 3 Select  “SEN_BO_BLACKOUT.kml” from the l is t  and cl ick [Next]  

Step 4 Click on the [Finish]  but ton.  
 

The fol lowing classes  should be loaded on the Monitored System and Console:  

Class  name Descr ip t ion  

SEN_BO_BLACKOUT_MANAGER Ma in  B lackout  i ns tance  used  to  manage B lackout  KM fo r  PATROL 

SEN_BO_BLACKOUT B lackou t  i ns tances  

If  a  c lass  of  Blackout  KM for  PATROL has not  been loaded,  an  aler t  is  t r iggered and the fo l lowing 
message is  d isplayed in  the System Output Window (SOW) of  the PATROL Console:  

"The <class name> class for Blackout KM is not loaded! 
All the classes of Blackout KM have to be preloaded to work properly. 
PLEASE LOAD THE <class name> CLASS." 
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Preloading Blackout KM for PATROL 

To make sure  Blackout  KM for  PATROL is  loaded as  soon as  the PATROL Agent  s tar ts  up and is  
executed as  long as  the PATROL Agent is  running,  Blackout KM for  PATROL needs to  be preloaded.   

In  order  to  preload Blackout KM for  PATROL, add the KM f i le  l is t  above to  the 
“/AgentSetup/preloadedKMs”  conf igurat ion var iable .  Please,  check the “PATROL Agent  
Reference Manual” for  more information on how to  modify conf iguration var iables .  

I f  Blackout KM for  PATROL is  not  pre loaded,  an  a ler t  is  t r iggered and the  fo l lowing message is 
d isplayed in the System Output Window (SOW) of  the PATROL Console:  

"The <class name> class for Blackout KM is not preloaded! 
All the classes of Blackout KM have to be preloaded to work properly.” 
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I f  Blackout  KM for  PATROL is  proper ly 
instal led  and running,  the fo l lowing 
instance is  created  in  the PATROL 
Console:  “Blackout  Manager  <version 
number>.” 

This  is  the main  Blackout instance from which you can plan blackouts  and edi t  the product  set t ings.  
New blackouts  are  created under  th is  icon.  

I f  you are  using Blackout  KM for  PATROL during the tr ia l  per iod,  the main  instance label  d isplays the 
remaining days of  the tr ia l  per iod.  At  the end of  the t r ia l  per iod,  the main  instance is  d isabled and al l  
b lackouts  are  canceled.  

If  you purchased the KM, read the next  sect ion for  information about  how to  enter  the l icense key.  
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4 - Trial period and license keys 
When Blackout  KM for  PATROL is  f irs t  loaded the automatic  30-day tr ia l  is  act ivated.  At  the end of  the 
t r ia l  per iod Blackout  KM for  PATROL is  d isabled.  A l icense key must  be entered to  cont inue using the 
product .  

With your  l icense key,  fo l low the s teps below: 

 

 

[Right-cl ick]  the Blackout Manager  icon and 
select  “KM Commands →  License…” f rom the 
menu.  

 

A dialog box appears  and shows the l icense 
Blackout  KM for  PATROL is  current ly working 
with (automatic  30-day t r ia l ,  term l icense or  
perpetual  l icense) .  

 

To enter  a  new l icense key,  c l ick on the [Register  
a  new l icense]  but ton.  
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Choose the key type depending on the l icense you 
purchased (Perpetual  License or  Term License) .  

 

I f  you purchased a  Term License,  you must  enter  
your  Term License expirat ion date .  

 

I f  you purchased a  Perpetual  License,  you should 
leave the expirat ion date  f ie ld b lank.  

 

Then,  enter  your  l icense key in  the las t  f ie ld  and 
press  the [Regis ter ]  but ton.  

 

Once the l icense key has  been accepted,  the 
l icense d ialog box is  refreshed and shows the new 
l icense as regis tered.  

I t  possib le  to  have mult ip le  regis tered l icenses.  

 

Deploying l icense keys on monitored systems 
Enter ing the l icense key on a  monitored system creates  the fo l lowing l icensing information:  

•  a var iable  in  the PATROL Agent  conf igurat ion cal led:  “/SENTRY/BLACKOUT1/license” 

•  a f i le  on the PATROL Agent  cal led:  “%PATROL_HOME/lib/SEN_BO_license4” 

To deploy the l icense key on al l  monitored servers ,  you do one of  the fo l lowing:  

•  deploy the l icense key extracted  on the PATROL Agent conf igurat ion with  PATROL 
Configurat ion Manager  (PCM) 

•  deploy the l icense  f i le  with PATROL Dis tr ibut ion Server  (DS)  

Only one of  these p ieces of  l icensing information is  required for  the  l icense key to be val idated.  
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Section II - Using Blackout 
KM for PATROL 
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1 - Blackout KM for PATROL’s purpose 
The blackout  of  a  PATROL KM is  used to temporar i ly  d isable  the monitor ing of  cer tain  sof tware dur ing 
special  operat ions such as  backups,  updates ,  e tc .  I ts  purpose is  to  make sure  no fa lse  aler ts  are  t r iggered 
wile  performing such operat ions.  For  example,  i f  an  appl icat ion is  s topped to upgrade to  the la test  
vers ion,  i t  i s  not  necessary to  receive an a ler t  in  the  PATROL Console  because the  appl icat ion’s  
processes  are  down.  

Blackout  KM for  PATROL can disable  a  whole Knowledge Module (KM) down to  a  s ingle  PATROL 
instance.  Several  modes can be used to  automatical ly tr igger  the b lackout:  

•  at  a  g iven date  and t ime 

•  upon the presence or  absence of  a  f i le  

•  upon the presence or  absence of  a  process  

•  upon the presence or  absence of  a  NT Service 

The same modes can be used to  s top the Blackout or  a  t imeout can be set .  
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2 - Blackout representation in the PATROL Console 
Blackout  KM for  PATROL is  d isplayed in  the PATROL Console as  any Knowledge Module for  
PATROL. An instance is  created  under  your  monitored system icon,  cal led “Blackout  Manager  <version 
number>,  as  shown in the p icture  below: 

 
 

The main blackout  opt ions,  such as creat ing a  new blackout  or  turning on the debug mode,  are  accessed 
by r ight-cl icking the Blackout  Manager  instance and selecting “KM Commands” from the pop-up menu.  

Each new blackout  schedule  creates  an  ins tance under  the “Blackout  Manager”  icon,  providing an easy 
way to  check the b lackouts  planned for  the current  monitored system. Options for  each blackout  are  
accessed by r ight-cl icking a blackout.  

There are  no l imitat ions on the number of  b lackout for  a  monitored system. 
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3 - Real-time reactivity in Blackout KM for PATROL 
Blackout  KM for  PATROL has been bui l t  so  that  i t  reacts  instantaneously to  events .  False  a ler ts  are 
completely avoided s ince the b lackout  s tar ts  exact ly when i t  was supposed to  and not  af ter  a  cer ta in 
delay.   

3.1 -  On Windows monitored systems 

On Windows monitored systems,  Blackout  KM for  PATROL reacts  to  the fo l lowing events  in  real- t ime:  

•  date  and t ime:  the b lackout wil l  s tar t /s top at  the exact  second i t  was planned to  s tar t  

•  f i le  creat ing/delet ion:  the b lackout  wil l  s tar t /s top with  no more than a  f ive  second delay at  the 
creat ion or  delet ion of  a  f i le  

•  process  s tar ted/s topped: the b lackout  wil l  s tar t /s top with  no more than a  f ive second delay when 
a  process  is  s tar ted  or  s topped ( the WBEM layer  must  be instal led)  

•  NT service s tar ted/s topped:  the blackout  wil l  s tar t /s top with  no more than a  f ive second delay 
most  when anr  NT service is  s tar ted or  s topped ( the WBEM layer  must  be insta l led)  

If  the WBEM layer  is  not  instal led  and the blackout  should  s tar t /s top when a  process  or  NT service 
s ta tus changes,  the b lackout wil l  react  with no more than a  two minute delay.  

Real- t ime monitor ing uses  less  than 1% of  processor  t ime.  

3.2 -  On UNIX monitored systems 

On UNIX monitored systems,  Blackout  KM for PATROL reacts  to  the fo l lowing events  in  real- t ime:  

•  date  and t ime:  the b lackout wil l  s tar t /s top at  the exact  second i t  was planned to  s tar t  

•  f i le  creat ing/delet ion:  the b lackout  wil l  s tar t /s top with  no more than a  f ive  second delay at  the 
creat ion or  delet ion of  a  f i le  

Because of  the h igh processor  t ime required to  monitor  processes  on UNIX systems,  i t  is  not  possib le  
for  Blackout  KM for  PATROL to  react  in  real- t ime to process  events .  However ,  by defaul t ,  Blackout 
KM for  PATROL will  check the processes’  s ta tus  every minute (60 seconds) .  I t  is  possib le  to  change 
th is  pol l ing in terval  by modifying a  configurat ion var iable .  See the “Addit ional  information” sect ion for  
more information about  th is  subject .  
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4 - Planning a Blackout 
Planning a  Blackout  is  done f rom a PATROL Console through an in terface.  A blackout  wizard  guides 
you through the seven s teps needed to  provide the p lanning information.  

The Blackout  wizard  al lows you to set  up a  Blackout  by helping you to  select  the per iod of  t ime dur ing  
which the blackout  wil l  run,  the PATROL objects  whose monitor ing wil l  be paused as  wel l  as  the type 
of  b lackout that  wil l  be used.  

The Blackout  wizard  is  launched by r ight-cl icking the Blackout  Manager  in  the PATROL Console  and 
select ing “New blackout…” The panel  below welcomes you to  the Blackout  wizard.  

Cl ick  [Next]  to  cont inue.  

Note:  Cancel ing the wizard is  only possible  in  
th is  window. If  you want  to  cancel  the wizard  at  
any s tep ,  you need go [Back] to  th is  window 
and cl ick [Cancel] .  

4.1 -  Selecting the PATROL objects to blackout 

There are three d ifferent  ways to  select  the  
PATROL objects  to  b lackout:  

•  by select ing a whole KM 

•  by picking the PATROL objects  from a  
l is t  of  current ly exis t ing instances 

•  by enter ing the KM or  instance name.  

Each method is  descr ibed in  the fo l lowing 
sect ions .  

Note:  When the b lackout  s tar ts ,  i f  the selected  PATROL objects ,  KM or  KMLs do not  exis t  anymore,  no 
error  message wil l  be displayed and no aler t  t r iggered.  This  way,  you can easi ly deploy a  set  of  i tems to  
b lackout  to  al l  your  PATROL Agents  without worrying about get t ing fa lse  aler ts .  
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Selecting a whole KM 

This  is  the recommended method to  b lackout  a  
whole KM. 

Blackout  KM for  PATROL automatical ly  bui lds  a  
l is t  of  instal led  KM and KML (Knowledge 
Module  List)  f i les  ins ta l led  on the server.  The 
l is ts  are  then displayed in  the panel ,  as  shown in 
the screenshot.   

I t  i s  possib le  to  e i ther  select  a  l is t  of  KML f i les,  
a  l is t  of  KM fi les  or  a  l is t  of  both  f i le  types.  

When performing the blackout ,  Blackout  KM for  
PATROL wil l  b lackout  a l l  instances of  the 
selected  class .  So,  i f  you s imply want  to  b lackout 
one par t icular  ins tance of  a  KM, you should  use  
the second method cal led “exis t ing objects”  to  
p ick the specif ic  PATROL object .  

I f  a  KML f i le  is  selected,  Blackout  KM for  
PATROL wil l  b lackout a l l  PATROL instances of  
a l l  KMs forming the KML. 

Pick the KMs and KMLs you want to  b lackout  
from the l is t  and cl ick the [Next]  but ton to 
cont inue with the wizard.   

Examples:  

1.  To blackout  the whole PATROL for  DELL 
OpenManage KM, you could ei ther  select 
“DELL_BASE” from the KML l is t ,  or  a l l  
“DELL_” i tems in  the KM l is t .  

2 .  To blackout  a l l  process  monitor ing of  
Applicat ion Sentry KM for  PATROL, select  the 
“SW_PROCESSES” KM. 

Important:  

The above examples  are  re levant  to  al l  b lackout  methods except  the “no col lect”  method.  Since th is  
method is  a  b i t  d ifferent  than the o thers ,  the way the i tems to b lackout  are  selected is  a  l i t t le  different .   
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Selecting a l ist  of  currently exist ing objects 

This  is  the easiest  way to  select  PATROL 
objects  to  blackout  f rom a l is t  of  exis t ing 
objects  in  the PATROL Console .  

Blackout  KM for  PATROL reads  the 
PATROL Agent’s  conf igurat ion and bui lds 
a  l is t  of  current ly exis t ing PATROL 
instances.  The l is t  is  d isplayed in a  t ree-
l ike l is t ,  out l in ing the way the objects  are  
d isplayed in the PATROL Console.  

To select  the  ins tances  to  blackout,  s imply 
f ind the i tem in  the l is t  and cl ick  on i t .  I t  
i s  possib le  to  select  several  i tems at  the 
same t ime.  

I f  you wish to  select  an  i tem as  wel l  as  
the i tem’s subi tems ( the i tems placed 
underneath  i t ) ,  select  the object  f rom the 
l is t  and cl ick on “Blackout the selected 
objects  and those placed underneath.” 

Select  the PATROL instances  to b lackout  
and cl ick  on [Next]  to  cont inue.  

 

Examples:  

1.  To blackout the  whole  PATROL for  DELL OpenManage KM, select  the  “DELL” i tem from the l is t  and 
cl ick  on “Blackout the selected objects  and those placed underneath.” 

2.  To blackout one or  several  process  monitor ing of  Application Sentry KM for  PATROL, s imply select  
each process  f rom the tree .  

Important:  

The l is t  of  objects  to  blackout  is  dynamical ly  bui l t  a t  the s tar t  of  each blackout .  This  has  no impact  on 
the b lackout  i f  the option “Only blackout the selected objects” was chosen.  However ,  i f  the opt ion 
“Blackout  the selected objects  and those placed underneath” was chosen,  the l is t  of  subi tems may 
change at  the  s tar t  of  each blackout  to ref lect  the  current  l is t  of  subi tems at  the t ime of  the b lackout.  
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Manually entering the l ist  of instances or KMs to blackout 
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This  method of  select ing the objects  to 
b lackout  is  most  commonly used when a mix 
of  KMLs,  KMs and PATROL instances  is  
required.  This  is  a lso the only way to select  
objects  or  KMs that  do not  yet  exis t  on  the 
PATROL Agent.  However ,  i t  requires  a  good 
knowledge of  the PATROL archi tecture.  

I t  is  possible  to  enter  up to  f ive objects  to  
blackout ,  whether  they are  KMLs,  KMs,  
PATROL instances  or  a  combination of  a l l  
these types .  

For  each of  them you need to enter :  

•  The type of  object  (KML, KM or 
PATROL instance)  

•  If  an  ins tance is  entered,  whether  the 
objects  p laced underneath  should be 
blacked-out as  well  (“Recurs ive”)  or  
not  (“Not recurs ive”)  

•  Either  the name of  the  KML or KM, or  the  path  to  the  ins tance (usual ly “ /<class 
name>/<PATROL ID>”)  

Enter  the objects  to  b lackout and cl ick on [Next]  to  cont inue.  

Note:  

When enter ing a  KML or  KM name,  the path  does not  need to  be entered and the extension should  be 
lef t  out .  By defaul t ,  Blackout  KM for  PATROL will  read the f i le  f rom the %PATROL_HOME%  d irectory.  
Also,  make sure you selected the appropr iate  type of  object  (KML or  KM).  

4.2 -  Planning the start  of the Blackout 

 

Blackout  KM for  PATROL al lows several  ways 
to  p lan  the s tar t  of  a  b lackout .  You can ei ther 
schedule  the s tar t  of  a  b lackout  by t ime per iods,  
by moni tor ing the  s ta tus  of  an external 
component  (process ,  f i le  or  NT service)  or  by a  
manual command.  In  addit ion,  recurr ing 
blackouts  are  possible .  

The information to  provide depends on the 
schedule  type.  I t  i s  detai led  in  the fo l lowing 
sect ions .  
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Start:  now 

The blackout  wil l  s tar t  as  soon as  the Blackout wizard  is  f in ished.  No fur ther  information about  the s tar t  
of  the b lackout is  required.  

The blackout  wil l  not  be  scheduled to  s tar t  again .  As soon as  i t  is  f in ished,  the PATROL instance 
representing the b lackout is  paused and the label  “(already executed”)  is  added to  i ts  name.  

 
To restar t  a  b lackout  which schedule was scheduled for  “now”,  edi t  the  b lackout  and change i ts  s tar t ing 
schedule .  

Note:  

A star t ing schedule of  type “now” is  actual ly considered by Blackout  KM for  PATROL as a  “one shot” 
schedule  which s tar t ing date  is  the current  date and t ime.  

Start:  on a given date 

The blackout  wil l  s tar t  a t  the date and t ime provided 
in the panel  d isplayed on the lef t .   

S imply select  the month,  day of  the month,  year  and 
t ime at  which the Blackout  wil l  s tar t  and cl ick  the 
[Next]  but ton.  

This  is  a  “one shot”  blackout .  This  means that  the 
b lackout  wil l  not  be scheduled to  s tar t  again.  As soon 
as  i t  is  f inished,  the  PATROL instance representing 
the b lackout  is  paused and the label  “(already 
executed”)  is  added to  i ts  name.  

To res tar t  a  b lackout  which was scheduled to  be “on a given date,”  edi t  the  blackout and change i ts  
s tar t ing schedule .  

Using th is  method,  i t  is  possib le  to  p lan a  b lackout up to  a  year  ahead.  

Start:  dai ly at  a given t ime 

 

This  type of  b lackout  scheduling is  a  recurr ing 
event  that  wil l  occur  every day at  the specif ied 
t ime.   

Enter  the t ime of  the day at  which the b lackout 
wil l  s tar t  and cl ick [Next] .  

Note:  

Time is  in  a  24 hour  format .  
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Start:  weekly at  a given t ime 

 

This  method al lows a  b lackout  to  run every 
week at  one or  more specif ied days and t ime.  

Select  the  l is t  of  days as  wel l  as  the  t ime at  
which the blackout  wil l  s tar t  and cl ick  [Next]  to  
cont inue.  

Note:  

Time is  in  a  24 hour  format .  

Start:  monthly on a given day and t ime 

 

This  is  the way to schedule  a  b lackout  on a  
given day at  a  specif ied t ime.  

Select  the  day of  the  month as  well  as  the  t ime 
at  which you want  the b lackout to  s tar t  and 
c l ick  [Next]  to  cont inue.  

Note:  

Time is  in  a  24 hour  format .  

 

 

Important:  

You can schedule  the  blackout  to  s tar t  on  the las t  day,  or  the  day before  the  last  day,  of  the  month by 
select ing this  opt ion from the dropdown menu.  
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Start:  upon manual start  ( from the Console)  

 

In  th is  case,  no  schedule is  actual ly p lanned.  
The blackout  s tar ts  f rom a manual  command 
only.  To star t  the  blackout ,  r ight-c l ick the  
blackout  PATROL instance from the PATROL 
Console and select  “KM Commands  →  Act ion 
→  Start  now” .  

This  method of  s tar t ing a  b lackout  is  wel l-
sui ted  for  b lackouts  that  need only be s tar ted 
occasional ly.  

 

 

Start:  upon presence/absence of a f i le 

 

Select ing this  opt ion al lows you to  set  Blackout  
KM for  PATROL to s tar t  the  blackout  when a  
f i le  is  present  or  missing.  

Enter  the  f i le  name,  preceded by the path  to  the 
f i le ,  and select  whether  the  blackout  should 
s tar t  when the f i le  actual ly  exis ts  (“present”)  or  
does not  exis t  (“absent”) .  

Then,  c l ick on [Next]  to  cont inue.  

 

Note:  

The presence or  absence of  a  f i le  does not  always mean the b lackout  wil l  s tar t .  I f  the b lackout  is  
manual ly s topped through KM Commands or  is  s topped because a  t imeout  is  reached,  Blackout  KM for  
PATROL wil l  wai t  for  the f i le  to  change s ta tus  twice before s tar t ing again .  This  is  done to  make sure 
the b lackout does not  restar t  r ight  away when i t  is  s topped abnormally.  

Example:  

The blackout  should s tar t  when the f i le  “C:\MyApplicat ion\backup. log” is  present .  

At  one point ,  Blackout  KM for  PATROL detects  that  the f i le  has  been created and s tar ts  the blackout  of  
the appl ication monitor ing.  Then,  the PATROL administra tor  manual ly s tops the blackout  through the 
command menu,  or  a  specif ied t imeout is  reached and the blackout  automatical ly  s tops.  

Even though the f i le  is  s t i l l  present ,  the b lackout  wil l  not  re-s tar t  r ight  away.  Blackout  KM for  PATROL 
wil l  t rack the f i le’s  s ta tus  and the b lackout  wil l  automatical ly  s tar t  again only af ter  the f i le  is  removed 
and created again.  
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Start:  upon start /stop of a process 

Often t imes,  a  b lackout  of  an  appl icat ion 
monitor ing should  s tar t  as  soon as  an other  
appl icat ion (such a  backup appl icat ion)  is  
launched.  Such appl icat ions have processes 
so  i t  would  be a  good idea to  set  the 
Blackout  KM to  run a  blackout when a 
process  is  found.  On the o ther  hand,  i t  i s  
a lso  possible  to  s tar t  the  b lackout when the 
appl icat ion is  s topped and i ts  processes  are  
not  running anymore.  

This  is  the purpose of  th is  panel .  Simply 
enter  a  regular  expression matching the 
process’  name you want  to  monitor  and  

select  whether  the b lackout should s tar t  when the process  is  “running” or  “not  running.”  

Note:  

The presence or  absence of  a  process  does not  a lways mean the b lackout  wil l  s tar t .  I f  the blackout  is  
manual ly s topped through KM Commands or  is  s topped because a  t imeout  is  reached,  Blackout  KM for  
PATROL wil l  wai t  for  the process  to  change s tatus  twice before s tar t ing again.  This  is  done to  make 
sure the b lackout does not  restar t  r ight  away when i t  is  s topped abnormally.  

Example:  

The blackout  should s tar t  when the process  “myApplicat ionProcess .exe” is  present .  

At  one point ,  Blackout  KM for  PATROL detects  that  the process  has  been created and s tar ts  the 
b lackout  of  the appl icat ion monitor ing.  Then,  the PATROL administrator  manually s tops the b lackout 
through the command menu,  or  a  specif ied t imeout is  reached and the blackout  automatical ly  s tops.  

Even though the process  is  s t i l l  present ,  the b lackout  wil l  not  re-s tar t  r ight  away.  Blackout KM for 
PATROL wil l  t rack the process’s  s ta tus  and the b lackout  wil l  automatical ly  s tar t  again  only af ter  the 
process  is  s topped and launched again.  
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Start:  upon start /stop of a NT service 

 

Select ing th is  opt ion means that  you want 
the b lackout  to  s tar t  when a  specif ied  NT 
service enters  a  specif ied s ta te .  

Blackout  KM for  PATROL reads the server’s  
conf iguration and retr ieves the l is t  of  
instal led services .  

Select  a  service name from the dropdown 
l is t  of  services  and pick which service s tate  
wil l  t r igger the b lackout:  

•  is  s tar ted and running 

•  is  not  s topped (s tar ted,  pending,  
paused,  e tc)  

•  is  not  s tar ted  (s topped,  pending,  
paused,  e tc .)  

•  is  s topped 

Blackout  KM for  PATROL wil l  monitor  the specif ied  service and s tar t  the blackout  as  soon as  the 
service enters  the specif ied s ta te .  

Note:  

This  opt ion is  only available  on PATROL Agents  running on Microsof t  Windows.  

Note:  

The fact  that  the  monitored service  s ta tus  and the  s ta tus  entered match does not  a lways mean the 
b lackout  wil l  s tar t .  I f  the b lackout  is  manual ly s topped thanks to  a  KM Commands or  is  s topped because 
a  t imeout  is  reached,  Blackout  KM for  PATROL wil l  wai t  for  the service to  change s ta tus  twice before 
s tar t ing again.  This  is  done to  make sure  the b lackout  does not  restar t  r ight  away when i t  is  s topped 
abnormally.  

Example:  

The blackout  should s tar t  when the process  “myApplicat ionService” is  running.  

At  one point ,  Blackout  KM for  PATROL detects  that  the  service  has  been s tar ted and s tar ts  the  blackout  
of  the appl icat ion monitor ing.  Then,  the PATROL administrator  manual ly s tops the b lackout through the 
command menu,  or  a  specif ied t imeout is  reached and the blackout  automatical ly  s tops.  

Even though the service is  s t i l l  running,  the b lackout  wil l  not  re-s tar t  r ight  away.  Blackout  KM for  
PATROL wil l  t rack the service’s  s ta tus  and the b lackout  wil l  automatical ly  s tar t  again  only af ter  the 
service is  s topped and launched again.  

4.3 -  Planning the end of a blackout 

The next  s tep  of  the  wizard  consis ts  in  conf igur ing Blackout  KM for  PATROL to  automatical ly  s top the 
b lackout .  Although i t  is  possib le  to  manual ly s top a  b lackout  through the KM Commands,  a  b lackout  
should  at  the very least  have a  t imeout  that  wil l  automatical ly  s top the b lackout  and pick up the 
monitor ing where i t  s topped.  
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What wil l  s top a  b lackout  depends on what  s tar ted  i t .  I f  a  b lackout s tar t  is  t ime dependant,  you are  
required to  specify a  t ime at  which the b lackout  wil l  s top.  I f  a  b lackout  s tar t  depends on a  f i le ,  process  
or  NT service s ta tus,  the b lackout  wil l  s top when the monitored i tem’s s ta te  changes to  the opposi te  of  
what  s tar ted the  blackout.  Therefore,  i f  for  example,  a  b lackout  should  s tar t  when a  specif ied  f i le  is  
present ,  the b lackout  wil l  automatical ly  s top when the f i le  does not  exis t  anymore.  In  th is  scenario,  i t  is  
a lso possible  to  specify a date and t ime that ,  when reached,  wi l l  automatical ly s top the blackout.  

Since the information that  wil l  cause changes depends on the opt ion selected  to  s tar t  the b lackout,  there  
are  two different  panels .  

End of a blackout at  a given t ime 

If  the  b lackout s tar ts  a t  a  g iven date  and t ime,  whether  th is  is  an  recurring event  or  not ,  the panel  below 
is  d isplayed.  

 

In  th is  panel ,  you are  asked to  specify ei ther  
a  t imeout  or  a  t ime at  which the blackout 
wil l  end.  

By defaul t ,  the blackout  wil l  las t  four  hours  
but  i t  is  possible  to  select  f rom the drop 
down menu to s top the b lackout:  

 

•  “after”  a  specif ied  number  of  hours ,  minutes  and seconds.  Blackout  KM for  PATROL will  wai t  
for  the g iven t ime and s top the b lackout.  

•  “the same day at”  a  specif ied  t ime.  In th is  case,  “hours ,”  “minutes” and “seconds” are  used to  
enter  the t ime at  which the b lackout  wil l  s top.  The blackout  wil l  s top the same day i t  was s tar ted 
at  the specif ied t ime.  

•  “the day after at”  a  specif ied  t ime.  In  th is  case,  “hours ,”  “minutes” and “seconds” are used to 
enter  the t ime at  which the b lackout  wil l  s top.  The blackout wil l  s top the day af ter  a t  the 
specif ied t ime.  

•  “two days after at”  a  specif ied  t ime.  In  th is  case,  “hours ,”  “minutes” and “seconds” are  used to  
enter  the t ime at  which the b lackout  wil l  s top.  The blackout  wil l  s top two days la ter  a t  the 
specif ied t ime.  

•  “three days after at”  a  specif ied  t ime.  In  th is  case,  “hours ,”  “minutes” and “seconds” are  used 
to  enter  the t ime at  which the b lackout  wil l  s top.  The blackout  wil l  s top three days la ter  a t  the 
specif ied t ime.  

Note:  

If  a  b lackout  s tar ts  a t  a  g iven day and t ime,  i t  may last  as  long as  3  days,  23  hours ,  59  minutes  and 59 
seconds.  

End of a blackout when an event occurs or at  a specif ied t ime 

If  you selected  that  the Blackout  should  s tar t  upon the presence of  a  f i le ,  process  or  NT Service,  
Blackout  KM for  PATROL wil l  automatical ly  end the b lackout  when the opposi te  of  the s tar t ing 
condit ion is  reached.  
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So,  for  example,  i f  you specif ied that  a  blackout  should  s tar t  when the f i le  
“C:\MyApplicat ion\Backup. log” exis ts ,  the b lackout wil l  automatical ly  s top when the f i le  is  not  found 
anymore.  

Al ternat ively,  i t  is  possible to  specify a t imeout that ,  when reached,  wil l  s top the blackout .  

 

By defaul t ,  a  t imeout is  se lected  and the 
b lackout  wil l  las t  four  hours .  However ,  i t  is  
possib le  to  s top the b lackout  by select ing 
from the drop down:  

 

•  “after”  a  specif ied  number  of  hours ,  minutes  and seconds.  Blackout  KM for  PATROL will  wai t  
for  the g iven t ime and s top the b lackout.  

•  “the same day at”  a  specif ied  t ime.  In th is  case,  “hours ,”  “minutes” and “seconds” are  used to  
enter  the t ime at  which the b lackout  wil l  s top.  The blackout  wil l  s top the same day i t  was s tar ted  
a t  the specif ied t ime.  

•  “the day after at”  a  specif ied  t ime.  In  th is  case,  “hours ,”  “minutes” and “seconds” are used to 
enter  the t ime at  which the b lackout  wil l  s top.  The blackout wil l  s top the day af ter  a t  the 
specif ied t ime.  

•  “two days after at”  a  specif ied  t ime.  In  th is  case,  “hours ,”  “minutes” and “seconds” are  used to  
enter  the t ime at  which the b lackout  wil l  s top.  The blackout  wil l  s top two days la ter  a t  the 
specif ied t ime.  

•  “three days after at”  a  specif ied  t ime.  In  th is  case,  “hours ,”  “minutes” and “seconds” are  used 
to  enter  the t ime at  which the b lackout  wil l  s top.  The blackout  wil l  s top three days la ter  a t  the 
specif ied t ime.  

4.4 -  Selecting the blackout type 

Blackout  KM for  PATROL offers  four  different  types of  b lackout .  Because of  the way Knowledge 
Modules  are bui l t ,  each type of  b lackout  has  advantages  and drawbacks.  There  is  no s ingle  way that  wil l  
work on every Knowledge Module  for  PATROL. 
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Before  se lect ing the  type of  b lackout  to  perform,  i t  is  very important  that  you careful ly read the 
information below  and get  as  much information as  poss ible  on the  way the  KM you want to  blackout 
works.  

1 .  Total blackout (recommended method):  disable blacked-out  c lasses  

This  method disables the selected c lass  (KM) or  the  class  associated with  the  instance to  blackout.  Each 
blacked-out ins tance disappears  from the  PATROL Console  and no monitor ing is  performed.  This  is  the  
most  re l iable  way of  b lacking-out and the recommended method.  

The drawback is ,  s ince the  ent ire  c lass  (KM) is  disabled,  a l l  c lass  ins tances  are  removed from the 
PATROL Console  and their  monitor ing is  s topped.  In  o ther  words,  i t  is  not  possible  to  b lackout  a  s ingle  
instance of  a  c lass  using th is  method.  

2.  No collect:  disable a l l  col lectors  in  the blacked-out c lasses and instances  

This type of  blackout disables  a l l  col lectors  in  the  selected  classes  and instances .  This  way,  col lect ing 
is  no longer  performed.  Therefore,  there can be no aler t  t r iggered by the blacked-out  Knowledge 
Module .  Using th is  method,  a  s ingle  instance of  a  c lass  can be b lacked-out  while  o thers  are  s t i l l  being  
monitored.  

However ,  i f  a  Knowledge Module for  PATROL dynamical ly  act ivates/deact ivates col lectors ,  th is  method 
of  blacking-out  th is  par t icular  KM wil l  not  work.  The col lectors  that  are  deact ivated at  the  s tar t  of  the  
b lackout  wil l  indeed be react ivated by the KM dur ing the discovery period for  instance.  

For  example,  b lacking-out  a  f i le  system monitor ing performed by PATROL for  Windows KM for 
PATROL or PATROL for  UNIX KM for  PATROL is  not  possib le  using the “No col lect”  method.  

Very important:  

While the other  b lackout  methods imply that  you direct ly  select  the objects  to  blackout  in  the Blackout 
wizard ,  the way the objects  to  b lackout are p icked using the “No col lect”  method is  a  l i t t le  d ifferent .  
Since the instances and classes  for  which you wish to  pause the monitor ing wil l  not  actual ly  be the ones 
that  are  b lacked-out ,  but  ra ther  the  col lectors ,  you need to  select  the ins tances or  c lasses  that  contains 
the collector .  There is  indeed no way for  the Blackout  KM to  determine which col lector  is  associated 
with an ins tance.  

This  can be t r icky s ince sometimes,  the col lector  get t ing the data  for  a  parameter  is  not  found in  the 
parameter’s  c lass  but  in  a  d ifferent  c lass  instead.  In  this  case ,  you would need to  select  the  c lass 
containing the col lector  f rom the objects  to  b lackout and not  the parameter’s  c lass .  

So,  for  each parameter  to  b lackout you need to:  

•  f ind the parameter’s  col lector  by checking the Knowledge Module  documentat ion (“Reference 
Guide”)  

•  select  the col lector  i tself  and not  the instance to  b lackout  f rom the l is t  of  objects  to  b lackout  in  
the Blackout  wizard.  

The Blackout  KM wil l  t ry  to  f ind the col lector  of  the instances to  b lackout  when you cl ick on the [Next]  
but ton.  I f  i t  cannot f ind the col lector  of  one or  more objects  to  b lackout,  a  warning message is  d isplayed 
let t ing you know that  the objects  may not  be b lacked-out.  

When the b lackout  s tar ts  and Blackout  KM for  PATROL cannot  f ind a  col lector  for  a  specif ied instance 
or  c lass  to  b lackout ,  the  warning message below is  d isplayed in the  PATROL Console’s system output 
window: 

“Could not find collector for the instances listed below.These instances will not 
be blacked-out.  
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Please, check the blackout settings and make sure you selected the appropriate 
instance to blackout (the one containing the collector). See the Help file for 
more information. 

Instances that are not blacked-out: 

<Instance list>” 

In addit ion,  an event  is  generated and the Blackout  “Status”  parameter  t r iggers  a  warning.  

3.  No parameter:  disable a l l  parameters in  the blacked-out c lasses and instances  

This  b lackout  method,  which consis ts  of  disabl ing al l  parameters  in  the blacked-out  c lasses  and 
instances,  is  probably the most  “natural”  of  a l l  b lackouts .  By disabling the  parameters ,  Blackout  KM for  
PATROL ensures that  a l l  b lacked-out parameters  cannot  tr igger  an aler t  s ince they have no value.  

Be wary though,  that  some Knowledge Modules  dynamical ly  update  the s ta tus  of  their  parameters ,  
usual ly dur ing recurr ing discover ies ,  and may enable  a  parameter  that  has  been disabled by Blackout 
KM for  PATROL. This ,  in  essence,  wil l  cancel  the b lackout  and aler ts  may be t r iggered even though the 
b lackout  is  running.  So,  before select ing th is  b lackout  method,  make sure that  the b lacked-out  KM set 
the parameter  s ta tus dur ing the in i t ia l  d iscovery only and never  again af terwards.  

Applicat ion Sentry KM for  PATROL runs a  fu l l  d iscovery every hour  that  checks the parameter  s tatus 
and enable/disable  these parameters  depending on the information found in  the conf igurat ion.  This  
means that  the “No parameter”  method wil l  not  work with Applicat ion Sentry as  a  d iscovery wil l  enable  
parameters  d isabled by Blackout KM for  PATROL. 

4.  No thresholds:  remove al l  thresholds in blacked-out c lasses and instances  

This  type of  blackout  removes thresholds  from the se lected c lasses  and ins tances  dur ing the  blackout 
per iod.  So,  while  col lects  are  s t i l l  being performed and parameter  values are  updated normally,  no aler t  
is  t r iggered because  the  thresholds have been removed from the  parameters .  This  can be  useful  if  you 
want to  check the monitor ing data  af ter  the b lackout per iod.  

The drawback of  th is  method is  that  some Knowledge Modules  dynamical ly  set  the parameter  thresholds 
regular ly which cancels  the  blackout  effect .  So,  whi le  the blackout  is  s tar ted  and thresholds  have been 
removed,  a  b lacked-out KM may set  the parameters  thresholds  back.  

This  method may not  work with  Hardware Sentry KM for  PATROL since thresholds are  dynamical ly  set  
a t  each discovery depending on the manufacturer’s  agent  information.  

Important  

A backup of  thresholds is  performed before  the removal.  The backup ensures  that  thresholds  are  not  los t  
i f  the PATROL Agent  is  s topped or  the server  restar ted,  for  example.  I f  th is  should happen,  and as  soon 
as  the PATROL Agent is  up and running again,  thresholds are  set  back so that  your  monitor ing is  not  
a l tered.  

In addi t ion,  a  backup f i le  containing al l  the thresholds before their  removal is  created under  the name:  
%PATROL_HOME/SEN_BO_LOG/SEN_BO_<blackout ID>_backup_<starting time>_<starting 
date>.cfg 

This  “ .cfg” f i le  can be read by PATROL wpconf ig  and xpconf ig  and direct ly appl ied to  the  PATROL 
agent  to  restore thresholds ,  i f  any threshold  loss  should occur.  Please,  see  the PATROL Agent  Reference 
Manual  for  more information about  wpconf ig and xpconf ig.  

Conclusion 

The only b lackout  method that  is  guaranteed is  the one that  deact ivates  the classes  to  b lackout ,  which is  
“ to tal  b lackout.”  All  the o ther  methods may have their  b lackout  effect  canceled depending on the way 
the KM to blackout  is  bui l t .  So,  select ing any other  method than “to tal  b lackout”  implies  that  you have 
a  good understanding of  the KM to  blackout  to  make sure the blackout is  not  canceled dur ing operat ion.  
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The methods that  are  we recommended:  

•  to  b lackout  a  whole KM or  al l  instances of  a  c lass:  “ to tal  blackout” 

•  to  b lackout  s ingle  instances of  a  c lass:  “no thresholds” 

Final ly,  Sentry Software guarantees  that  no aler t  wil l  be tr iggered during the b lackout  per iod.  However ,  
a ler ts  tr iggered before or  af ter  a  b lackout wil l  not  be b lacked-out.  

Select  the blackout  method and cl ick [Next]  to proceed to  the end of  the Blackout wizard .  

4.5 -  Naming the blackout 

This  is  the las t  s tep  of  the wizard  in  which you name the b lackout  scheduling you are  about to  create .  
The ins tance created in the PATROL Console wil l  be named af ter  what  you enter  in  th is  panel .  

 

Enter  the b lackout  name in  the box and cl ick  
[Finish] to  f in ish  the Blackout  wizard.  

The label  “Blackout:  “  wil l  be added at  the 
front  of  the b lackout  name so  that  you can 
quickly ident ify the purpose of  the instance 
in  the PATROL Console .  

The instance represent ing th is  new blackout  
schedule  is  created under  the main Blackout 
ins tance in the PATROL Console .  

I f  the b lackout  method you selected  is  “Total  b lackout” a  check box appears  a t  the bot tom of  the panel  
which a l lows you to  perform a  fu l l  d iscovery a t  the  end of  the blackout  per iod.  This  is  h ighly 
recommended s ince the b lacked-out  ins tances  are  removed from the PATROL Console  a t  the t ime of  the 
b lackout  and wil l  not  be re-created unt i l  the next  d iscovery of  the b lacked-out KM. 

Checking this  box ensures  that  a l l  b lacked-out ins tances  are  re-created in  the  PATROL Console a t  the 
end of  the blackout  and that  the monitor ing can resume normally.  

I f  another  blackout  method was selected,  this  check box is  not  avai lable .  
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5 - Modifying a Blackout configuration 
I t  is  possib le  to  modify a  b lackout conf igurat ion 
at  any t ime.  Any of  the opt ions,  including the 
schedule  or  the PATROL objects  to  b lackout ,  
can be modif ied.  

To change a  b lackout,  r ight-cl ick the b lackout  
instance in  the PATROL Console  and select  
“KM Commands →  Edit…” as  shown on the 
picture .  

The Blackout  wizard  comes up and al lows you 
to  go through al l  the s teps and modify the 
conf iguration as  you please.  

For  more information on each s tep  of  the 
Blackout  wizard,  please  see “4 -  Planning a 
Blackout” .  

Changes  are  applied r ight-away unless  the 
modif ied  blackout  is  current ly s tar ted.  In  th is  
case,  the changes wil l  be  appl ied  at  the end of  
the b lackout .  

 

29  



Blackout Knowledge Module® for  PATROL® version 1.1

 
User  Guide

 

6 - Removing a blackout 
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Blackout  KM for  PATROL provides a  s imple 
way of  removing a  b lackout.  By select ing th is  
opt ion,  you delete  the b lackout  f rom the 
PATROL Console  and the  PATROL Agent 
conf iguration.  In  o ther  words,  the b lackout  wil l  
not  s tar t  again  and there  is  no way to  re tr ieve a  
deleted blackout.  So please,  use th is  opt ion 
careful ly .  

To delete  a  b lackout ,  r ight-cl ick the blackout 
ins tance in the  PATROL Console  and select  
“KM Commands →  Delete” as  shown on the 
picture .  

A message pops-up,  asking you to conf irm the  
delet ion of  the b lackout.  You can s t i l l  cancel  the  
act ion at  this  point  by cl icking the [No] but ton.  
Conf irm the removal  of  the b lackout  by cl icking 
on [Yes].  

I f  a  b lackout  is  taking place when you choose to  
delete  i t ,  the  confirmation message wil l  inform 
you that  the b lackout wil l  be s topped before 
being removed.  This  is  done to  make sure  no 
monitor ing is  los t  and everything is  back to  
normal  before delet ing the b lackout.  
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Section III - Day-to-day tasks 



Blackout Knowledge Module® for  PATROL® version 1.1

 
User  Guide

 

1 - Checking a blackout state 
A blackout can have four  s ta tes:  

•  Started:  the  b lackout  is  current ly  in  act ion and objects  are  b lacked-out.  I ts  s ta te  is  shown in  the 
b lackout  name with  the “(s tar ted !)”  label .  

  
•  Stopped:  the b lackout is  s topped,  no objects  are  b lacked-out.  The blackout  is  wai t ing for  the 

next  b lackout per iod.  

  
•  Paused:  the b lackout  can be e i ther  s tar ted  or  s topped depending on the s ta te  that  i t  was  in  when 

i t  was suspended.  I t  s ta te  wil l  not  change unt i l  the PATROL Administrator  resumes i ts  
monitor ing.  

  
•  Already executed:  th is  only appl ies  to  b lackouts  of  type “one shot”  or  “now”.  In  th is  s ta tus ,  the 

b lackout  has been executed and is  now stopped.  The blackout  wil l  not  run again  unless  i t  is  
edi ted  and i ts  scheduled set t ings are  changed.  

 
All  b lackouts  have a  parameter  cal led “Active.”   

 
You can check whether  the b lackout  is  s tar ted or  s topped r ight  now by lef t  c l icking on the cross  icon 
next to  the b lackout  name in  the PATROL Console to  expand the object .  The parameter  is  then displayed 
and lef t-cl ick the parameter  to  see the b lackout s tate  graph.  

 
When the b lackout  is  s tar ted ,  the “Active” parameter  value is  “1”.  When i t  is  s topped,  i ts  value is  “0”.  

In  addi t ion to  showing the current  s tate  of  the b lackout,  the “Active” graph provides an  easy way to  
check the blackout  s ta te  in  the past .  I t  is  possib le  to  see when the b lackout  was s tar ted and s topped in 
the past  hours ,  days or  even months.  
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Final ly,  the infobox contains  information about  the las t  b lackout  and i ts  current  s ta tus .  How to  v iew the 
b lackout  infobox depends on the version of  the PATROL Console so  you check the PATROL Console 
User  Guide for  more informat ion.  

 

 

The infobox shows the current  s ta tus  of  the 
b lackout .  I t  is  e i ther  “ON” (s tar ted) ,  or  
“OFF” (not  s tar ted) .  

The panel  a lso  d isplays the date  and t ime at  
which the b lackout  was last  s tar ted  and 
s topped.  
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2 - Alerts triggered by a blackout 
When a  blackout  s tar ts ,  a  few checks  are  made to  make sure  the  blackout  can be  proper ly performed.  If  
one of  the checks fa i ls  the Blackout  “Status” parameter  t r iggers  an  a ler t .  

Three problems can be detected  depending on the b lackout type:  

Alert severity Blackout type Blackout label Description of the problem 

Warning No collect collector not found The Blackout KM could not find the collector of an instance 
that is scheduled to be blacked-out 

Warning No threshold overlap of no 
threshold blackout 

When two “no threshold” blackout types overlap each other, 
time and instance wise (i.e. the second blackout tries to 
blackout instances that are already blacked-out by the first 
one). In this case, the second blackout will NOT blackout the 
instances that are already blacked-out by the first one. This 
means that the blackout of the overlapping instances may 
stop sooner than expected in order to avoid threshold loss. 
 

Alert No threshold backup failure The blackout KM could not write the file containing the 
thresholds backup of the PATROL instances to blackout. The 
blackout is canceled. 
 

When an error  occurs ,  the Blackout  KM takes  the fo l lowing act ions:  

•  send event  with the same sever i ty as  the a ler t  

•  print  an error  message to  the PATROL console’s  system output window  

•  annotate  the graph with  the complete  descr ip t ion of  the error  

•  the b lackout  label  is  changed to  contain  a  descr ip t ion of  the error  for  as  long as  the b lackout  is  
act ive or  unt i l  the aler t  is  acknowledged (see above)  

 

 

34  



Blackout Knowledge Module® for  PATROL® version 1.1

 
User  Guide

 

3 - Acknowledging a blackout alert 

 

35  

An error  can occur,  usual ly a t  the s tar t  of  a  
b lackout ,  and t r igger  an  aler t  on the “Status” 
parameter  of  a  b lackout .  The aler t  wil l  carry on 
unt i l  the b lackout  s tar ts  again  and the aler t  wil l  
be  automatical ly  acknowledged i f  the problem is  
solved.  However ,  i f  the problem st i l l  exis ts  when 
the b lackout  s tar ts  again,  the “Status” parameter  
wil l  s tay s t i l l  be in  a ler t  mode.  

I t  is  possible  to  manual ly acknowledge an aler t  
by r ight-cl icking the b lackout object  in  the 
PATROL console  and select ing “KM Commands 
→  Acknowledge alert  and reset .”  Doing so 
resets  the  “Status”  parameter  and cancels  the  
aler t .  A confirmation panel  is  d isplayed:  c l ick  on 
[Yes]  to  acknowledge the aler t ,  on  [No] to  
cancel .   

Please note  that  the problem that  t r iggered the aler t  may s t i l l  exist  and the blackout  is  l ikely to  
encounter  the same problem the next  t ime i t  is  scheduled to  s tar t .  which wil l  t r igger an another a ler t .  

Cl icking on the “Acknowledge aler t  and reset”  menu when the “Status” parameter  is  not  in  a ler t  mode 
displays a  message le t t ing you know that  there is  no aler t  to  acknowledge:  
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Blackout  KM for  PATROL provides an  easy way 
to  temporari ly  suspend a  b lackout schedule .  I f ,  
for  example,  a  scheduled server  backup is  
except ional ly  canceled,  i t  i s  possible  to  pause a  
b lackout  so that  the monitor ing is  not  suspended 
dur ing the usual  backup hours .  You can then 
resume the blackout schedule  when the usual  
backup per iod is  over .  

To pause a  b lackout  schedule ,  r ight-cl ick  the 
b lackout  ins tance in  the PATROL Console  and 
select  “KM Commands →  Pause”  f rom the pop-
up menu.  

The blackout  icon wil l  be  grayed out  as  in  the 
picture  below: 

 
The blackout  s ta te  wil l  not  change unt i l  the 
PATROL Adminis trator  resumes the  moni tor ing 
by r ight-cl icking the ins tance again and select ing 
“KM Commands →  Resume” .  

Important  

You should never  pause a  b lackout  schedule  i f  
the b lackout  is  currently in  act ion (“star ted!”) .  
Doing so  may resul t  in  the b lackout carrying out 
af ter  the  scheduled s top t ime.  In  other  words ,  the 
monitor ing performed by PATROL may not  work 
proper ly.  

I f  you chose to  pause a  b lackout  schedule  when 
the b lackout  is  current ly in  act ion,  the fo l lowing 
message pops-up,  asking you to conf irm: 

 
Click  on [Yes]  to  pause the b lackout  schedule or  [No] to  cancel .  

We strongly recommend that  you cancel  and manual ly s top the b lackout  before  suspending the b lackout 
schedule .  
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5 - Manually start or stop a blackout 

Blackouts  can be scheduled to  s tar t  on  a  
specif ied date  and t ime or  upon another  
condi t ion,  but  they can also  be manual ly 
s tar ted or  s topped through a KM command.  

Manual start  

Star t ing a  b lackout  is  performed 
independently of  the b lackout  schedule and 
has  no impact  on the rest  of  the b lackout 
schedule .  So,  you can manual ly s tar t  a 
b lackout  a t  9 :00am, s top i t  a  couple of 
hours  la ter  and i t  wi l l  s tar t  again  at  11:00 
pm as i t  was  scheduled to  do.  

I f  a  b lackout  is  manual ly  s tar ted ,  i ts  usual 
s topping condit ion s t i l l  appl ies .  I f  a  
b lackout  normally s tops at  a  g iven t ime,  the 
manual ly  s tar ted  blackout  wil l  a lso  s top at  
the usual  t ime.  

Manual ly s tar t ing a  blackout  is  done by 
r ight-cl icking the b lackout  ins tance in  the 
PATROL Console  and select ing “KM 
Commands →  Act ion →  Start  now.” 

Execut ing th is  command while  the b lackout 
is  a lready s tar ted  displays a  pop-up to 
warns  you that  the  blackout is  a lready in 
act ion:  

 

In  addi t ion,  the fo l lowing message is  d isplayed in  the PATROL System Output Window: 

Blackout [INFORMATION]: Blackout "Blackout: <blackout name> (started!)" 
already in action. 

Manual stop 

I f  a  b lackout  is  s tar ted,  i t  i s  possib le  not  to  have to wai t  for  i ts  normal s top condi t ion and manual ly s top 
the b lackout .  By select ing th is  opt ion,  the b lackout  wil l  s top r ight  away whether  i ts  s top condi t ions are  
met  or  not .  

The usual  blackout  s tar t ing condit ion wil l  s t i l l  apply unless  the b lackout  is  scheduled to  s tar t  upon the 
presence,  or  absence,  of  a  f i le ,  process  or  NT service.  In  th is  case,  Blackout  KM for  PATROL wil l  wai t  
for  the  moni tored i tem to  change s ta tus  twice before s tar t ing again.  This  is  done to  make sure the 
b lackout  does not  restar t  r ight  away when i t  is  manual ly s topped.  
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Manual ly s topping a  b lackout  is  performed by r ight-cl icking the blackout  ins tance in  the PATROL 
Console and select ing “KM Commands →  Action →  Stop now.”  

I f  you t ry to  manual ly s top a  b lackout that  is  not  s tar ted,  the fo l lowing message is  d isplayed in  the  
PATROL System Output Window: 

Blackout [INFORMATION]: Blackout <blackout name> already stopped. 

A message also pops-up:  
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6 - Displaying information relating to a blackout 
You can display information relat ing to  a  blackout  by r ight-cl icking the ins tance in  the PATROL 
Console and browsing to the “KM Commands →  Show” menu.  

From there you can select  to  show ei ther  the b lackout  set t ings or  the current ly b lacked-out  objects .  

Cl icking on “Set t ings” opens up a  new window in  the PATROL Console .  Lef t-c l ick  the new task  to  get  
the fo l lowing blackout information:  

•  PATROL ID 

•  Name 

•  List  of  objects  to  b lackout  

•  Star t  condi t ion 

•  Stop condit ion(s)  

•  Blackout type 

 

 

Cl icking on “Show current ly b lacked-out objects” when the b lackout  is  act ive d isplays  the l is t  of  
b lacked-out objects :  
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7 - Exporting a blackout configuration to a file 
This  opt ion provides an  easy way to  save a  PATROL Agent’s  conf igurat ion in  expor t ing i t  to  another  
PATROL Agent.  The conf igurat ion is  saved to  a  f i le  that  can then be loaded onto  a  d if ferent  PATROL 
Agent through the PATROL interface.  This  method offers  a  s imple way to :  

•  copy a  PATROL Agent’s  conf iguration without  going through the hassle  of  manually set t ing  i t  up  

•  make sure that  both conf igurat ions are  ident ical  
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To expor t  a  conf igurat ion to  a  f i le ,  r ight-cl ick  the “Blackout  
Manager” icon in  the PATROL Console  and se lect  “KM Commands 
→  Export configurat ion to f i le…”  

 

 

 

 

 

 

 

 

 

 

The panel  below pops-up,  asking you for  information:  

 

Enter  the path and f i le  name of  the  f i le  that  
wil l  contain  the PATROL Agent’s  
conf iguration and cl ick  the [OK] but ton.  
After  a  few seconds,  a  message wil l  pop-up 
to  conf irm that  the  f i le  has  been created and 
to d isplay the conf igurat ion f i le  name.  
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Note:  By defaul t ,  the conf igurat ion f i le  is  
created in  the “%PATROL_HOME%\config” 
directory and the f i le  named 
“SEN_Blackout_configuration.cfg”.  

 

I f  the  configurat ion is  pret ty  large,  i t  i s  possib le  to  spl i t  the configurat ion in to  several  f i les .  To do so,  
check the “Spl i t  configurat ion in  mult ip le  f i les  if  the number of  l ines  is  above” and enter  a  maximum 
number of  l ines  per  conf igurat ion f i le  (“1000” is  the default  number  of  l ines) .  

Every t ime the maximum number of  l ines  is  reached,  Blackout KM for  PATROL creates  a  conf igurat ion 
f i le  named “<entered f i le  name>~n .cfg”,  with n being the current  f i le  number.  
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8 - Enabling the Debug Mode 
By defaul t ,  Blackout  KM for  PATROL sends only the most  cr i t ical  information,  warning and error  
messages to  the System Output  Window of  the PATROL Consoles .  Most  of ten,  th is  information is  
accurate  enough to  ensure that  Blackout KM for  PATROL is  proper ly working.  

I f  you encounter  a  bug and want  to  repor t  that  bug to  Sentry Sof tware,  you wil l  be  asked to  enable  the  
Debug Mode and provide the debug output  to  the Sentry Sof tware suppor t  team. 

 

To enable the debug mode,  [ r ight-cl ick]  the  
Blackout Manager  icon and select  “KM 
Commands →  Options →  Debug…”  f rom the 
menu.  

Check the "Enable debug" box.  

 

By defaul t ,  Blackout  KM for  PATROL wil l  send i ts  debug output  to  the System Output Window of  the 
PATROL Consoles.  

When debugging the d iscovery process  of  the Blackout  KM at  the s tar t ing t ime of  the PATROL Agent,  
some debug information may be lost  by the PATROL Console because i t  is  not  yet  connected to  the 
PATROL Agent .  In  o ther  cases,  or  when you want  to  t race the act ivi ty  of  Blackout  KM for  PATROL 
dur ing a  few minutes ,  some debug information may be lost  by the PATROL Console  because i ts  buffer  is  
fu l l .  

In  these cases ,  i t  can be useful  to  send the debug output of  Blackout KM for  PATROL to  a  specif ied 
f i le .  

Note 

That debug f i le  is  s tored on the computer  where the PATROL Agent  is  running 

Warning!  

Pay at tent ion to  the f i le  s ize!  The debug output  of  Blackout  KM for  PATROL may be very large af ter  
running for  several  days.  
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Section IV - Additional 
information 
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1 - Backup, log and temporary folders 
The blackout  KM automatical ly  creates  and wri tes  the necessary information to  the folder  cal led:  
“%PATROL_HOME/SEN_BO_LOG”.  This  fo lder  is  used to  save thresholds before  a  “no threshold” blackout  
as  wel l  as  to  wri te  log information and temporary f i les .  

The “SEN_BO_LOG” directory contains three sub-folders :  

•  /BACKUP:  th is  is  the d irectory threshold  backups are  wri t ten.  Before s tar t ing a  “no threshold” 
b lackout ,  the Blackout  KM wri tes  a  backup f i le  (“ .cfg”) ,  readable by PATROL wpconf ig  or 
xpconf ig,  that  contains  the removed thresholds.  In  case a  problem occurs  and thresholds are  not  
put  back at  the end of  the b lackout,  i t  is  possib le  to  s imply apply th is  threshold  conf igurat ion 
f i le  to  the PATROL agent to  set  them back.  The backup f i les  are  cal led:   

SEN_BO_<blackout  ID>_backup_<star t ing t ime>_<star t ing date>.cfg 

•  /LOG: contains  log information wri t ten by the b lackout  KM. You may be asked to  sent  the f i les 
contained in  th is  folder  to  the Sentry Sof tware suppor t  i f  you open a  case against  the b lackout 
KM. 

•  /TMP:  fo lder  containing var ious temporary f i les  used by the Blackout KM. 

The Blackout  KM automatical ly  c lears  any f i le  in  the  “ /BACKUP” and “/LOG” folders ,  which f i lename 
s tar t  by “SEN_BO” and las t  modif icat ion date  is  over  3 week old.  This  is  performed to  avoid  over  
f looding the disk  with obsolete  information.  I f  you wish to  keep any of  these f i les ,  you should  ei ther  
move them to another  folder  or  rename them.  
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2 - Regular expressions 
A regular  expression is  a  s tr ing formatted  with a  specif ic  syntax.  I t  is  in tended to select  some l ines  in  a  
text ,  which wil l  match the regular  expression.  

Regular  expressions are commonly used in  pat tern  matching,  and especial ly  on UNIX systems with  the 
grep,  awk and sed commands.  

The fol lowing table  descr ibes the regular  expression syntax that  is  suppor ted in  Blackout KM for  
PATROL. 

 

Charac te r  Mean ing  

. (dot) Match  any s ing le  charac ter  

Examp le :  

Er r . .  w i l l  ma tch  Er r01 ,  Er r02  o r  Er rAB ,  e t c .  

[xyz] Match  any charac te r  i n  the  b racke ts  

Examp le :  

Er r [123 ]  w i l l  ma tch  Er r1 ,  Er r2  o r  Er r3  

[Ee ] r ro r  w i l l  ma tch  e i the r  er ro r  o r  Er ro r  

[^xyz] Match  any charac te r  no t  i n  the  b racke ts  

Examp le :  

Er r [ ^12345]  w i l l  ma tch  Err0 ,  Er r6 ,  Er r7 ,  e tc .  bu t  no t  Er r1  

[a-z] Match  any charac te r  i n  the  range  in  the  b racke ts  

Examp le :  

Er r [0 -9 ]  w i l l  ma tch  Er r0 ,  Er r1 ,  e t c .  and  Er r9  

Er r [A -Z ] [0 -9 ]  w i l l  ma tch  ErrA0 ,  Er rA1 ,  Er rS9 ,  Er rZ0 ,  e t c .  bu t  no t  Er r1A  

Er r [A -Z0-9 ]  w i l l  ma tch  Er rA0 ,  Er rA1 ,  e tc .  and  Er r1A  

[^a-z] Match  any charac te r  no t  i n  the  range  in  the  b racke ts  

Examp le :  

App l i ca t ion [^0 -9 ]  w i l l  ma tch  Appl i ca t i onA ,  App l i ca t ionB ,  App l i ca t ion !  bu t  no t  
App l i ca t ion1  

* Match  ze ro  o r  more  repe t i t i ons  o f  the  preced ing  

Examp le :  

Er r [0 -9A-F ] *  w i l l  ma tch  Err ,  Er r0 ,  Er rA ,  Er r11 ,  Er rBF0001 ,  e t c .  

Er ro r . *App l i ca t i onABC  w i l l  ma tch  a l l  l i nes  tha t  con ta ins  Er ro r  and  
App l i ca t ionABC  f u r the r  (Cr i t i ca l  E r ro r  0x000295F0  on  App l i ca t ionABC )  

+ Match  one o r  more  repe t i t i ons  o f  the  p reced ing  

Examp le :  

Er r [0 -9A-F ]+  w i l l  ma tch  Err0 ,  Er rA ,  Er r11 ,  Er rBF0001 ,  e tc .  bu t  no t  Er r  
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^ Match  the  beg inn ing  o f  the  l i ne  

Examp le :  

^Er r  w i l l  match  a l l  l i nes  tha t  beg in  w i th  Er r  

$ Match  the  end  o f  the  l i ne  

Examp le :  

[ 0 -9 ]+  connec t ions$  w i l l  ma tch  a l l  l i nes  tha t  end  w i th  xxx  connec t ions  where  
xxx  i s  an  in teger  

\< Match  the  beg inn ing  o f  a  word  

Examp le :  

\<se t  w i l l  ma tch  any  l i ne  tha t  con ta ins  a  word  tha t  beg ins  w i th  set .  I t  w i l l  no t  
ma tch  a  l i ne  tha t  on ly  con ta ins  the  word  unse t  

\> Match  the  end  o f  a  word  

Examp le :  

[Aa ]pp l i ca t ion \>  w i l l  ma tch  a l l  l i nes  tha t  con ta in  the  word  Appl i ca t i on  o r  
app l i ca t ion  bu t  no t  App l i ca t ionAA  

\(expression\) Def ines  an  exp ress ion  wh ich  has  to  be  p rocessed  as  a  un i t  regard ing  the  
mod i f i e r  * ,  +  and  \ |  

Examp le :  

\ (_ [a - zA-Z0-9 ] \ )+  w i l l  match  on ly  sequences  l i ke  _pat ro l ,  _pat ro l_agen t ,  
_pa t ro l_conso le ,  e tc .  

exprA\|exprB Match  e i the r  exp rA  o r  exp rB  

Examp le :  

\ ( f i rewa l l \ ) \ | \ (an t i v i rus \ )  w i l l  match  a l l  l i nes  tha t  con ta ins  e i the r  the  word  
f i rewa l l  o r  the  word  an t i v i rus  

\ Avo id  the  mean ing  o f  the  fo l l ow ing  charac te r  

Examp le :  

\ .  w i l l  ma tch  the  s ing le  charac te r  do t  ( . )  

C: \ \P rogram F i les  w i l l  match  C: \Program F i les  
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3 - Configuration variables 
The fol lowing table  recapi tu la tes  the general  conf igurat ion var iables  used by Blackout  KM for  
PATROL. These var iables  are  s tored in  the PATROL Agent  conf iguration and can be managed through 
PATROL Configurat ion Manager  (PCM),  WPCONFIG.EXE (Windows) or  xpconf ig (UNIX/Linux).  

All  conf igurat ion var iables  are  s tored under  the “/SENTRY/BLACKOUT1” folder  in  the conf igurat ion 
t ree .  By defaul t ,  none of  them are  set .  

Variable Description 

debugMode When set to ‘1’, enables the debug mode of Blackout KM for PATROL. 
Default: OFF 

debugFile Optional file name and path of the debug output when the debug mode is enabled. 
Default: No file output 

lsCommand Command used to get a directory file list on UNIX systems 
Default: ls -atp1 %{FOLDERPATH} 

dirCommand Command used to get a directory file list on Windows systems 
Default: dir /A:-D /B /O:-D /T:W %{FOLDERPATH} 2>nul 

vmsDirCommand Command used to get a directory file list on Windows systems 
Default: directory /columns=1 /notrailing /SELECT=(FILE=(NAME,NOVERSION)) /noheading 
%{FOLDERPATH} 

psCommand Command used to get the list of processes running 
Default: ps -A -o args 

processPollingInterval Polling interval, in seconds, at which the list of running processes is updated. This is most useful on UNIX 
systems for which there is no real-time process monitoring. 
Default: 60 

noRealTimeMonitoring Set it to ‘1’ to turn off all real-time monitoring in Blackout KM for PATROL and ‘1’ to enable it. 
Default: ON 

noRealTimeProcessMonitoring Set it to ‘1’ to turn off processes real-time monitoring in Blackout KM for PATROL and ‘1’ to enable it. 
Default: ON 

noRealTimeServiceMonitoring Set it to ‘1’ to turn off NT services real-time monitoring in Blackout KM for PATROL and ‘1’ to enable it. 
Default: ON 

noRealTimeFileMonitoring Set it to ‘1’ to turn off files real-time monitoring in Blackout KM for PATROL and ‘1’ to enable it. 
Default: ON 

timeToDeletion Number of seconds since the last modification of any file found under %PATROL_HOME/SEN_BO_LOG will 
be deleted. 
Default: 1814400 (21 days)  
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