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Blackout KM for PATROL - User Guide

This document explains the procedure to follow in order to use and run the Blackout KM for PATROL.

Blackout Knowledge Module® for PATROL® is a Knowledge Module for BMC Software® PATROL®
that allows the administrators to temporarily and unaertain conditions suspend the monitoring of
some part of their IT infrastructure. A blackoatn beuseful whena monitored system (a database or
an application) encounters abnormal but planned activities like ©agrk Such unusual activities will
causePATROL® to trigger false positives. Thanks to the Blackout KM, administrators can dramatically
reduce false alestthat operators have to process.
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1 - Requirements

1.1 - Software requirements

Blackout KM for PATROL requires the following software component to be installed on the monitored
systems

e BMC Software PATROL Agent 3.4.00 or higher
e For reakltime monitoring of processes and NT Services on Windows servers, the WBEM layer
(WMI, Windows Management Instrumentation)

Blackout KM for PATROL requires the following software component to be installed on the Console
system:

e BMC Software PATROL Console v3.4.00r higher or PATROL Central or PATROL Console
Web-edition

1.2 - Hardware requirements

Blackout KM for PATROL does not have any specific requirements. The standard PATROL Agent
requirements are sufficient for the KM to run properly.

The footprint of Blackout KMon the monitored system is very limited:

less thanl percent of processor time
less than 1 megabyte of memory
less than 2 megabytes of disk usage
no network bandwidth usage
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2 - Loading Blackout KM for PATROL

Before loading Blackout KM for PATROL, please makare that all requirementbave been metnd
that the producthas beenproperly installed on all PATROL Agents and Consoles using the procedure
described in thdnstallation Guide

Prior to using Blackout KM for PATROL you must load the Knowledge Module#éK on the PATROL
Console.Follow the steps below to load Blackout KM for PATROL:

Loading Blackout for PATROL from the PATROL Console for Windows or the PATROL
Console for UNIX

Step 1 Select AiFile Y Load KMo in the PATROL Console for Windows menu
Step 2 In the dialogbox, select ASEN_BO_BLACKOUT.kmb and click [Open]

Loading Blackout for PATROL from PATROL C entral Operator

Step 1 Select Action Y Load Knowledge Modulesé o

Step 2 In the dialog box, check the box next to thmanagedsystemsfor which you wish to
load Blackout KM for ATROL and click [Next]

Step 3 Click the AKnowledge Module listso tab, check the box near
ASEN_BO_BACKOUTkmI 0 and click [Next]

Step 4 Click on the [Finish] button.
Loading Blackout for PATROL from PATROL Central Web Edition

Step 1 In the "General Tasks" panel, click fiLoad Knowledge Modules

Step 2 In the dialog box, click on themanagedsystems for which you wish to load
Blackout KM for PATROL and click [Next]

Step 3 Select ASEN_BO_BLACKOUT.kmb from the list and click [Next]
Step 4 Click on the [Finish] button.

The following classes should Headed on the Monitored System and Console:

Class name Description
SEN_BO_BLACKOUT_MANAGER Main Blackout instance used to manage Blackout KM for PATROL
SEN_BO_BLACKOUT Blackout instances

If a class of Blackout KM for PATROL has not been loadexh alert is triggered andhe following
message is displayed in the Syst@utput Window (SOW) of the PATROL Console:

"The <class name> class for Blackout KM is not loaded!
All the classes of Blackout KM have to be preloaded to work properly.
PLEASE LOAD THE <class name> CLASS."
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Preloading Blackout KM for PATROL

To make sure Blackout KM for PATROL is loaded as soon as the PATROL Agent starts upsand
executedas long as the PATROL Agerns running Blackout KM for PATROL needs to be preloaded.

In order to preload Blackout KM for PATROL, add the KM filelist above to the
fi/ Agent Set up/ pr el oadedKMs0 configuration variable. Please, check the APATROL Agent
Reference Manualfor more information on how to modify configuration variables.

If Blackout KM for PATROL is not preloadedan alert is triggered andhe following message is
displayed in the System Output Window (SOW) of the PATROL Console:

"The <class name> class for Blackout KM is not preloaded!
All the classes of Blackout KM have to be preloade d to work properly.o
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3 - Making sure Blackout KM for PATROL is running

If Blackout KM for PATROL is properly = @ PATROL Main Map (Profile: patrol_profile, Console Server: KANT, User: patral)
installed and running, the following [+ 4% Tasks
instance is created in the PATROL - KANT_3181

Console: fBlackout Manager <version +--ig@) Blackout KM for PATROL Manager 1.1.00
number=0

This is the main Blackout instaecfrom which you can plan blackouts and edit the product settings.
New blackouts are createdhderthis icon.

If you areusingBlackout KM for PATROLduring the trial periodthe main instance label displays the
remaining days of the trial period. At thend of the trial period, the main instance is disabled and all
blackouts are canceled.

If you purchased the KMreadthe nextsection for information about how to enter the license key.
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4 - Trial period and license keys

When Blackout KM for PATROL is first loded the automatic 3@ay trial is activated. At the end of the
trial period Blackout KM for PATROL is disabledA license keymust be enteredto continueusing the
product

With your license keyfollow the steps below:

|- kant
+-[ Application Sentry 8,2.03
Blackout Managerg.o 0o o s
+ Hardware Sentry| ~ EventManager...
Options »
Parameters...

Parameters without Icons. ..

Cpen

Alarm Snooze 3
InfoBox...

o [Right-click] the BlackoutManager iconand
Copy selectiKM Commands Y Licenseé 0 from the
menu.

Create Shortcut

Properties...

Refresh al

Export configuration to file...

Cptions 3
About

% Blackout - License

License Information for

A dialog box appears and shows the license

Blackout . .
aeren Blackout KM for PATROLis currently working
o with (automatic 3@day trial, term license or

Registered Licenses: perpetual Iicense).
Automatic trial, expires on: Apr 1, 28085 24 day(s) remaining
* To enter a new license key, cliakn the [Register
a new license] button.
Register a new license Close
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& Blackout - Add license

Choose the key type depending on the license y:

Please enter the license information which purchased (Perpetual License or Term License).
has been provided to you by your reseller.

Product name: BLACKOUTA If you purchased a Term License, yowstenter
Key type: |perpetual license | your Term License expiration date.
Expiration date: | j | j | j
(leave empty for perpetual license) If you purchased a Perpetullcense, you should

m ; leave the expiration date field blank.
icense key: |

Then, enter your license key in the last field and
press the [Register] button.

Register | Cancel |

%! Blackout - License

License Information for
Blackout

HEXE

Registered Licenses: Once the license key has been accepted, the
Automatic trial, expires on: EXPIRED license dialog box is refreshed and shows the ne
Perpetual license registered license as regist(eﬂd_

Term license, expires on: Mar 26, 28685 3 day(s) remaining
Term license, expires on: Jan 38, 2814 3235 day(s) remaining

Trial extension, expires on: Hov 28, 2812 2799 day{s) remaining It pOSSible to have mUItlple regiSteI’Ed licess.

* *
*

Register a new license Close

Deploying license keys on monitored systems

Entering the license key on a monitored system creates the following licgnsformation:
e avariable in the PATROL Agent configuration called: A/SENTRY/BL ACKOUT1/license 0
e afileonthe PATROL Agent called: i%PATROL_HOME/Iib/SEN_BO_license4 0

To deploy the license key on all monitored servers, gauone of the following

e deploy the license key extracted on the PATROL Agent configuration with PATROL
Configuration Manager (PCM)

e deploy the license file with PATROL Distribution Server (DS)

Only one ofthese pieces officensing information is required for the license key to be validated.

10
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1 - Blackout KM for PATROL & purpose

The Hackout of a PATROL KM is used to temporarily disable the monitoringceftain software during
special operations such as backups, updates, lescpurpose $ to make sure no false alerts are triggered
wile performing such operations. For example, if application is stopped to upgrade to the latest
version, it is notnecessaryto receive an alert in the PATROL Console because the applicationés
processes are down.

Blackout KM for PATROL can disable a whole Knowledge Module (KMdwn to a single PATROL
instance. Several modes can be used to automatically trigger the blackout:

e at a given date and time

e uponthepresence or absence of a file

e uponthepresence or absence of a process

e uponthepresence or absence of a NT Service

The same modes can be used topsthe Blackout or a timeout can be set.

12
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2 - Blackout representation in the PATROL Console

Blackout KM for PATROL is displayed in the PATROL Console as any Knowledge Module for
PATROL. An instance is created under your monitored system icon, called fiBlackout Manager <version
number>, as shown in the picture below:

- @ PATROL Main Map (Profile: patrol_profile, Console Server: KANT, User: patrol)
452 Tasks
- KANT 3181
+- i@ Blackout KM for PATROL Manager 1.1,00

The main blackout options, such as creating a new blackout or turning on the debug mode, are accessed
by right-clicking the Blackout Manager instance and selecting iKM Commandso from the pop-up menu.

Each new blackout schedule creates an instance under the fiBlackout Managero icon, providing an easy
way to check the blackouts planned for the current monitored system. Options for each blackout are
accessed by rightlicking a blackout.

There are noilmitationson the number of blackouftor a monitored system.

- @ PATR.OL Main Map (Profile; patrol_profile, Console Server: KANT, User: patrol)
452 Tasks
- KANT 3181
—|- (@ Blackout KM for PATROL Manager 1.1.00
+ a- Blackout: Application Backup
+- (@ Blackout: Server maintenance

13
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3 - Real-time reactivity in Blackout KM for PATROL

Blackout KM for PATROL has been built so that it reacts instantaneously to events. False alerts are
completely avoided since the blackout startsaetly when it was supposed to and not after a certain
delay.

3.1 - On Windows monitored systems
On Windows monitored systems, Blackout KM for PATROL reacts to the following events intrma!
e date and time: the blackout will stdstop at the exact second it was planned to start

o file creating/deletion: the blackout will stastop with no more thana five second delawat the
creation or deletion of a file

e process started/stopped: the blackout will ststrdp with no more thana five seond delaywhen
a process is started or stoppetthd WBEM layer musbe installed)

e NT service started/stoppedhe blackout will startstop with no more than a five secondelay
most when ar NT service is started or stoppethe WBEM layermustbe installed)

If the WBEM layer is not installed and the blackout should ststdp when a process or NT service
status changes, the blackout will react with more than dawo minute delay.

Realtime monitoring usesdss than 1%of processor time.

3.2 - On UNIX monitored systems
On UNIX monitored systems, Blackout KM for PATROL reacts to the following events in-tiead:

e date and time: the blackout will start/stop at the exact second it was planned to start

o file creating/deletion: the blackout will start/stopith no more than &ive second delay at the
creation or deletion of a file

Because of the high processor time required to monitor processes on UNIX systems, it is not possible
for Blackout KM for PATROL to react in realime to process events. However, hiyfault, Blackout

KM for PATROL will check the processésstatus every minute (60 seconds). It is possible to change
this polling interval by modifying a configuration variable. See the AiAdditional informationo section for

more information about this subgct.

14
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4 - Planning a Blackout

User Guide

Planning a Blackout is donerdm a PATROL Console through aimterface. A blackout wizard guides
you through the seven steps needed to provide the planning information.

The Blackout wizard allowyou to set up a Blackout by helpgnyou toselect the periodf time during
which theblackout will run, the PATROL objects whose monitoring will be paused as well as the type

of blackout that will be used.

The Blackout wizardis launched by righdclicking the Blackout Manager in thBATROL Console and
selecting fiNew blackouté 0 The panel below welcomes you to the Blackout wizard.

2 Blackout - New blackout g@@l

{ Welcome to the Blackout wizard.
i
ili‘" The blackout of a PATROL KH is used to
= " temporarily disable the monitoring of a given

software during special operations such as
backups, updates, etc.

This wizard helps you define a blackout period
on a specified KM through different ways from
completely disabling a KM to just disabling the

L 1 thresholds.
h... A
hing 7 . . .
4 W,{pu Please click next to specify which KH you would
;,,M 1ike to blackout.
cancel | Next >

4.1 - Selecting the PATROL objects to blackout

% Blackout - New blackout - What has to be blacked out?

Select what you want to blackout

« I want to blackout a whole KH and select it from my installed KHs list
I want to blackout currently existing objects
" I want to manually specify what objects should be blacked out

Hote: Blackouting a whole KM is the proper way of temporarily disabling
the monitoring of a given software.

< Previous |

Hext > |

Click [Next] to continue.

Note: Canceling the wizard is only possible i
this window. If you want to cancel the wizard .
any step, you need go [Back] to ith window
and click [Cancel].

There are three different ways to select t
PATROL objects to blackout:

e by selecting a whole KM

e by picking the PATROL objects from
list of currently existing instances

e by enteringthe KM or instance name.

Each method
sections.

is described in the followin

Note: When the blackout starts, if theelected PATROL objects, KM or KMLs do not exist anymore, no
error message will be displayed and no alert triggeredisTay, you can edby deploy a set of items to
blackout to all your PATROL Agentwithout worrying about getting false alerts.

15
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Selecting a whole KM

E. Blackout - New blackout - Which KM has to be blacked out? [= |[B][X]

Select which KM you want to blackout

Pick one or more KHL and/for KHMs from these lists:

be blacked out.

Installed Installed
KH Lists (=*.kml): KH classes {=._.km):
COH AS_AUAILABILITY ~
DELL_BRSE A3_EUEHTSPRING
EVENT_HMANAGEMENT COM_APPLICATION
LH_KIT COM_APPLICATIONC
LOG COM_DTC
MM COM_PLUS
M3_HARDUWARE_SEHTRYA1 DELL_COLLECTORS
HTD DELL_COMPUTER
HT_BASE DELL_CONTAIHER
HT_LOAD DELL_CURREHT
HT_PERFHOH_WIZARD DELL_FAH
HT_TYPICAL DELL_HIC
3W_SEHTRYS DELL_POWERSUPPLY
DELL_RAID
DELL_SCSI
DELL_SCSICOHMTAIHER
DELL_TEMPERATURE
DELL_UTIL
DELL_VOLTAGE
IHET HTS b
< >
Note: all objects created by the selected KHs will

< Previous |

Hext >

Important:

User Guide

This is the recommended method to blackout a
whole KM.

Blackout KM for PATROL automaticallybuilds a
list of installed KM and KML (Knowledge
Module List) files installed on the server. The
lists are then displayed in the panels shownin
the screenshot.

It is possible to either select a list of KML files,
a list of KM files or a list of bothfile types.

When performing the blackout, Blackout KM for
PATROL will blackout all instances of the
selected class. So, if you simply want to blackout
one particular instance of a KM, you should use
the second method called fiexisting objectso to
pick the pecific PATROL object.

If a KML file is selected, Blackout KM for
PATROL will blackout all PATROL instances of
all KMs forming the KML.

Pick the KMs and KMLs you want to blackout

from the list and click the [Next] button to
continue with the wizard.

Examples:

1. To blackout the wholePATROL for DELL
OpenManage KM, vyou could either select
ADELL BASE from the KML list, or all

ADELL_0O itemsin the KM list.

2. To blackout all process monitoring of
Application Sentry KM for PATROL, select the
ASW_PROCESSEXM.

The above examples are relevant to all blackout methods except the fino collectd method. Since this
method is a bit different than the others, the way the items to blackout are selected is a little different.

16
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Selecting a list of currently exis ting objects

 Blackout - New blackout - Which objects has to be blacked oLt? This is the easiest way to select PATROL
objectsto blackoutfrom a list of existing
Select which objects you want to blackout objectsin the PATROL Console
Select one or more objects from this list: BIaCkOUt KM for PATROL reads_ the
“Domain Seruices - ( KANT j):ntd sru 2600 A PATROL Agent(AB Conflguratlon and builds
}:} SHaRES 7 :2";:3 nho_share a list of currently existing PATROL
Application Sentry 8.2.03 instances. Thdist is displayed in a tree
I cn?‘???éﬁﬂégﬁmcess bootea npp1ications like list, outlining the way the objects are
| oTc displayed in the PATROL Console.
DELL
L NTERRAGE T To select the instances to blackout, simply
COLLECTORS i i i i i i
- S find the item in the list and click on it. It
| | :FAN:DELL_fan is possible to select several items at the
| | | CPU_1_FAN_RPH .
| | | Front_FAN_RPH same time.
| | | Rear_FAN_RPH
|| cPOUERSUPPLY:ZDELL_pouer If you wish to select an item as well as
e e - the itemés subitems (the items placed
underneath it), select the object from the
+ Blackout the selected objects and those placed underneath IIS'!: and CIICk on nBIaCkOUt the Sele?ted
" Only blackout the selected objects objects andthose placed underneatho
Select the PATROL instances to blackout
[<previens | Mext > and click on [Next] b continue.
Examples:

1.To blackout the whole PATROL for DELL OpenManage KM, select the ADELLO item from the list and
click on fiBlackout the selected objects andhose placed underneatho

2.To blackout oneor severalprocess monitoring of Application SentryM for PATROL, simply select
each process from the tree.

Important :

The list of objects to blackout is dynamically built at the start of each blackout. This has no impact on
the blackout if the option fiOnly blackout the selected objecté was chosen. However, if the option
fiBlackout the selected objects and those placed underneathvas chosen the list of subitemsmay
change at the start of each blackout to reflect the current lisubftemsat the time of the blackout.

17
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Manually entering t he list of instances or KMs to blackout

E Blackout - New blackout - Which objects has to be blacked out? This method of selecting the objects to
blackout is most commonly used when a mix
Manually specify what you want to black out Of KMLS, KMS and PATROL inStan ces iS
: : required. This is also the only way to select
You can enter up to five objects to be blacked out. For each one, . .
please select the object type, if the objects underneath ObJeCtS or KMs that do ot yet exist on the
have to be blacked out as well and specify the name of the KM or . .
KML or the path to the instance to be blacked out. PATROL Agent However, it requires a good
1 - Type: [ -] S1ackout [t recursive <] Mame/patn: e gSE knowledge of the PATROL architecture.

2 - Tupe [instance -] B1acKoUE: (ot recursive -] Nane/Path: Sy PROGESSES/myProc. It is possible to enter up to five objects to
blackout, whether they are KMLs, KMs,

3 - Type: -| Blackout: '—L| Name/Path: ,— . . .
e — PATROL instances or a combination of all
4 - Type: [kuL -| Blackout:|gecursive  -| Mame/Path: l— these types.

5 - Type: [k | Blackout:[pecursive -] MamesPath: [ For each of them you need to enter:
: ) e The typeof object (KML, KM or PATROL
Mote: if you want to blackout a KM or a KHL, please type in the

name of the KM or KHL without its extension (.km or .kml). instan Ce)
If you want to blackout an instance of a PATROL class, please type
in the path of this object: /HT_CPU/NT_CPU_8

e |If an instance is entered, whether the
objects placedunderneathshould be blacked

[ < Previous | Mext> | out as well (fRecursived) or not (fiNot
recursiveo)

e Either the name of the KML or KM,or the path to the instance (usually #f/<class
name>/<PATROL ID>0)

Enter the objects to blackout and click on [Next] to continue.
Note:

When entering a KML or KM name, the path does not need to be entered and the extension should be
left out. By default, Blackout KM for PATROL will read the file from tHféPATROL_ _HOMEG@trectory.
Also, make sure you selected the appropriate type of object (KML or KM).

4.2 - Planning the start of the Blackout

Z_ Blackout - New blackout - When does the blackout start? @=E] Blackout KM for PATROL allows several way
to plan the start of a blackout. You can eith
e schedule the start od blackout by time peods,
. by monitoring the status of an extern
© On a given date (one shot) component (process, file or NT service) or by
ey o e e and tine manual command. In addition, recurrin
" Monthly on a given day and time b|ackouts are possib|e.
" 0nly upon manual start (from the Console)
Cu fah + Fil . . .
& Ul S o 6 oses, The information to provide depends on t
e e schedule type It is detailed in the following
X : ,, X sections.
The information to provide in the next step depends on the selected option.
< Previous | Hext >

18
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Start: now

The blackout will start as soon as the Blackout wizard is finished. No further informathontthe start
of the blackout is required.

The blackout will not be scheduled to start agaias soon as it is finished, the PATROL instance
represening the blackout is paused and the label fi(already executed0) is added to its name.

+ Blackout: my Application - now (already executed)

To restart a kackout which schedule wascheduledfor finow0, edit the blackout and change its starting
schedule.

Note:

A starting schedule of type finowo is actually considered by Blackout KM for PATROL as a fione shoto
schedule which starting date is the current date and time.

Start: on a given date

£ Blackout - New blackout - When does the blackout start? =3 The blackout will start at the date and time provided
in the panel displayed on the left.

Select when the blackout will start i
Simply select the month, day ahe month, year and
Please, select the date and time at which the blackout will start: t|me at Wh|Ch the BlaCkout W||| Start and C|iCk the
[Next] button.

on  [March ~| [stn =] [2m85 -] at |15:52:2?ﬁ
This is a fione shoto blackout. This meansthat the

The blackout will ocour at the specified tine and will not happen blackoutwill not be scheduled to start agais soon
again. as it is finished, the PATROL instance representing
the blackot is paused and the label f(already
executedo) is added to its name.

< Previous Hext > |

To restart a blackout whichvas schedule to be fion a given dat@® edit the blackout and change its
starting schedule.

Using this method, it is possible to plan a blackout up to a yadegad.

Start: daily at a given time

% Blackout - New blackout - When does the blackout start? g@g| This type Of_bIaCkOUt Scheduling is a recur.ri.r
event that will occur every day at the specifit
time.

Select when the blackout will start
Enter the time of the day at which the blacko

Please, specify the time at which the blackout will start: will start and click [Next].
-on:-a8 ~| .
23:00:00 2 Note

Time is in a 24 hour format.

The blackout will occur daily at the specified time.

< Previous | Hext >
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Start: weekly at a given time

% Blackout KM for PATROL - New blackout - When does the blackout start?

Select when the blackout will start

Please, select the day{s) of the week and time at which the blackout will start:

Each week, at [23:p0:00 ﬂ on

[ Sunday |~ Honday [~ Tuesday [ Wednesday | Thursday [ Friday [ Saturday

The blackout will occur on a weekly basis, on the specified day and time.

< Previous

Hext > | Help

Start: monthly on a given day and time

" Blackout - New blackout - When does the blackout start?

Select when the blackout will start

Please, select which day of the month and at what time the blackout will start:

on the [qgt -| of each month, at [23:p0:08 ﬂ

The blackout will occur on a monthly basis, on the specified day and time.

< Previous

Hext >

Important:

User Guide

This method allows a blackouto run every
week at one or morspecified dag and time.

Select the list of days as well as thetime at
which the blackout will start and click [Next] ti
continue.

Note:

Time is in a 24 houformat.

This is the way to schedule a blackout on
given day ata specified time.

Select the day of the month as well as the ti
at which you want the blackout to start ar
click [Next] to continue.

Note:

Time isin a 24 hour format.

You can schedule the blackout to start on the last day, or the day b&ferlast day, of the month by

selecting this option from the dropdown menu.
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* Elackwt: W Event Manager. ..

User Guide

In this case, no schedellis actually planned

s ' The blackout starts from a manual comma
parameters wifoutfeons.. only. To start the blackout, rightlick the
s blackout PATROL instance from the PATRO
Qonsole and selecdiKM Commands Y Action

Alarm Snooze 3 Y Start nOWé
InfoBox...
a This method of starting a blackout is wel
e suited for blackouts thaneed only be startet
Create Shortcut OccaSIOHa”y
Properties...
Edi..
- Delets

- Stop now

Show P

Cancel blackout
Pause

Refresh

Start: upon presence/absence of a file

. Blackout - New blackout - When does the blackout start? A=) Selecting this option allows you to set Blacko

KM for PATROL to start the blackout when

Select when the blackout will start f||e |S presentor mlSS|ng
Please, enter the path to the file which presence or absence has to be checked: Enter the flle name, preced ed by the path tO 1
Start the blackout when the File is [present <] file, and select whether the blackout shou

start when the file actually exists (fipresento) or
does not exist (flabsento).

The blackout will occur as soon as the specified file is detected as present
or absent.

Then, click on [Next] to continue.

< Previous Next >

Note:

The presence or absence of a file does not always mean the blackout will start. If the blackout is
manually stoppedhrough KM Commands or is stopped because a timeout is reached, Blackout KM for
PATROL will wait for the file to change status twice befosearting again. This is done to make sure
the blackout does not restart right away when it is stopped abnormally.

Example:
The blackout should start when the file AC:\MyApplication\backup.logo is present.

At one point, Blackout KM for PATROL detects thaléd file has been created and starts the blackout of
the application monitoring. Then, the PATROddministrator manually stopthe blackout through the
command menu, or a specified timeout is reached and the blackout automatically stops.

Even though the fi¢ is still present, the blackout will not +&art right away. Blackout KM for PATROL
will track the file6s status and the blackout will automatically start again only after the file is removed
and created again.
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Start: upon start/stop of a process

. Blackout - New blackout - When does the blackout start? @=3] Often times, a blackout of an applicatic
monitoring should start as soon as an otf
Select when the blackout will start application (such a backup application)
launched. Such applications have proces:

P1 N t thi 1 i that should tch th hich 1 H
e e o o b ety 10U maten the process nane wnieh | so it would be a good idea to set th
Blackout KM to run a blackout when

Start the blackout when the process is running j process $ found. On the Other h_m |t iS

also possible to start the blackout when t
The blackout will occur as soon as the specified process is detected as app||Cat|0n IS Stopped and its processare
S not running anymore.

This is the purpose of this panel. Simp
< Previous | Mext > | enter a regular expression matching t
processd name you want to monitor and

select whether the blackout should start when the process is firunningo or finot running.o
Note:

The presence or absence of a process does not always mean the blackout will start. If the blackout is
manually stoppedhrough KM Commands or is stopgd because a timeout is reached, Blackout KM for
PATROL will wait for the process to change status twice before starting again. This is done to make
sure the blackout does not restart right away when it is stopped abnormally.

Example:
The blackout shouldtart when the process imyApplicationProcess.exeo is present.

At one point, Blackout KM for PATROL detects that the process has been created and starts the
blackout of the application monitoring. Then, the PATROL administrator manually stops the blackout
through the command menu, or a specified timeout is reached and the blackout automatically stops.

Even though the process is still present, the blackout will nesteat right away. Blackout KM for
PATROL will track the processés status and the blackout will automatically start again only after the
process is stopped and launched again.
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Start: upon start/stop of a NT service

Selecting this option means that you war
the blackout to start when a specified N
service enters a specified state.

Blackout KM for PATROL reads the serverés
configuration and retrieves the Ilist ¢
installed services.

Select a service name from the dropdo\
list of services and pick whiclservice state
will trigger the blackout:

e s started and running

e is not stopped (started, pendj,
paused, etc)

e is not started (stopped, pendin
paused, etc.)

is stopped

Blackout KM for PATROL will monitor the specified service and start the blackout as soon as the
service enters the specified state.

Note:
This option is onlyavailableon PATROL Agents runningon Microsoft Windows.
Note:

The fact that the monitored service status and the status entered ntadebl not always mean the
blackout will start. If the blackout is manually stopped thanks to a KM Commands or is stopped because
a timeout is eached, Blackout KM for PATROL will wait for theerviceto change status twice before
starting again. This is done to make sure the blackout does not restart right away when it is stopped
abnormally.

Example:
The blackout should start when the procdmsyApplicationService isrunning.

At one point, Blackout KM for PATROL detects that tlservicehas beenstartedand starts the blackout
of the application monitoring. Then, the PATROL administrator manually stops the blackout through the
command menu, or a specified timeout is reached and the blackout automatically stops.

Even though theservice is still running the blackout will not restart right away. Blackout KM for
PATROL will track theserviceds status and the blackout will automatically start again only after the
serviceis stopped and launched again.

4.3 - Planning the end of a blackout

The next step of the wizadrconsists in configuring Blackout KM for PATROL to automatically stop the
blackout. Although it is possible to manually stop a blackout through the KM Commands, a blackout
should at the very leasthave a timeoutthat will automatically stop the blackoutnd pick up the
monitoring where it stopped
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