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Product description
Product description
EMC® SMI-S Provider V4.1.1 supports the SNIA Storage 
Management Initiative (SMI), an ANSI standard for storage 
management. This initiative has developed a standard management 
interface that has culminated in a comprehensive specification 
(SMI-Specification or SMI-S). The SMI-S defines the open storage 
management interface that enables the interoperability of multiple 
vendor’s storage management technologies. These technologies are 
used to monitor and control storage resources in multivendor or SAN 
topologies. 

The SNIA SMI strives to ensure consistent data and eliminate 
inconsistencies among management tools by providing a unified 
interface to the many storage objects that must be managed in a 
storage environment. This enables application developers to focus on 
a single, standard interface for the development of management 
tools.

EMC SMI-S Provider is paired with the EMC CIM Server to provide 
an SMI-compliant interface for EMC Symmetrix® and CLARiiON® 
arrays. 

These release notes identify new EMC SMI-S Provider V4.1.1 
enhancements and any known functionality restrictions and 
performance issues that may exist with the current version of this 
product and your specific storage environment. Certain functionality 
restrictions in previous versions of EMC SMI-S Provider have also 
been corrected in this release.

More recent versions of EMC SMI-S Provider may be available, refer 
to the EMC Powerlink® website for updates:

http://Powerlink.EMC.com
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New features and changes
New features and changes
This section details critical changes, new features, and software 
enhancements provided in the EMC SMI-S Provider V4.1.1 product. 

For information on previously released features or any updates to 
this document, refer to the corresponding release notes located on the 
EMC Powerlink website at:

http://Powerlink.EMC.com

Support for new DMTF CIM operations
SMI-S Provider 4.1.1 provides support for the Distributed 
Management Task Force Common Information Model (DMTF CIM) 
Pulled Enumeration Operations. This new set of operations allows 
the return of CIM instances or instance paths in portions controlled 
by the CIM client. For more information, see DSP0200 V1.3.1 on the 
DMTF website at:

http://www.dmtf.org/standards/wbem/CIM-XML

New management integration
SMI-S Provider V4.1.1 is available on EMC Symmetrix V-Max™ Series 
with Enginuity™ as a new management integration point. Before 
deploying SMI-S Provider in this manner, be aware of the following:

◆ The Service Processor is shared with EMC Customer Service for 
normal service operations.

◆ There is limited host access to the Service Processor, thereby 
limiting your ability to do backups of your management 
environment and the SMI-S Provider configuration files.

◆ Contact EMC Customer Service to enable SMI-S Provider on the 
Service Processor. 

◆ You must involve EMC Customer Service when starting and 
stopping Solutions Enabler services and the SMI-S Provider.

◆ You must involve EMC Customer Service to review Solutions 
Enabler logs.
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New features and changes
Support for Symmetrix V-Max arrays
This version of the EMC SMI-S Provider supports the Symmetrix 
V-Max arrays.

New WBEM infrastructure
SMI-S Provider 4.1.1 utilizes a new EMC-based WBEM (Web-Based 
Enterprise Management) infrastructure called EMC CIM Object 
Manager (ECOM), which replaces the existing Pegasus WBEM 
infrastructure. This change provides one WBEM infrastructure for 
both proxy and embedded environments across all EMC hardware 
and software platforms to ensure consistent implementation and 
experience across EMC products.

Support announcements
EMC announces the End of Service Life (EOSL) dates for the versions 
of SMI-S Provider listed in Table 1. If you are running these or earlier 
product versions, EMC recommends that you upgrade to the current 
version as soon as possible.

Table 1 SMI-S Provider version EOSL dates  

SMI-S Provider version GA date EOSL date

4.0.1 July 2009 October 2011

4.0 April 2009 October 2011

3.3.2 October 2008 April 2011

3.3.1 June 2008 April 2011

3.3 April 2008 April 2011

3.2.3 November 2007 October 2010

3.2.2 August 2007 October 2010

3.2.1 May 2007 October 2010

3.2 April 2007 October 2010

3.1 November 2006 October 2009
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New features and changes
New Group Masking and Mapping profile
EMC and SNIA have added a new profile called Group Masking and 
Mapping. This new profile supports the Symmetrix V-Max array’s 
Autoprovisioning Groups feature. This new profile discovers and 
manages the information and features exposed by Autoprovisioning 
Groups. In addition, new SMI-S indication queries were created for 
this profile.

SMI-S Provider: Support for Solutions Enabler
Solutions Enabler customers who choose to upgrade their 
environments to EMC SMI-S Provider V4.1.1 must uninstall their 
existing version of Solutions Enabler before the installation. The 
SMI-S Provider V4.1.1 installation is bundled with the required 
Solutions Enabler libraries.

Supported profiles The EMC SMI-S Provider V4.1.1 supports the following profiles:

◆ Array

◆ Server

Table 2 lists the profiles supported by SMI-S.

Table 2 SMI-S Provider supported profiles (page 1 of 2)

SMI-S Provider supported profiles SMI-S V1.2 SMI-S V1.3 SMI-S V1.4

Access Pointsa X X X

Block Server Performance X X X

Block Services X X X

Block Storage Views X X X

Disk Drive Lite X X X

Disk Sparing X X

Extent Composition X X X

Fan X

FC Initiator Ports X X X

FC Target Ports X X X
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New features and changes
a. Only supported for CLARiiON storage arrays.

b. Only supported for Symmetrix storage arrays.

c. This profile is considered experimental and may change in future releases. As a 
result, backward compatibility cannot be guaranteed with the next release. 
Please contact EMC for permission to use this subprofile.

d. Only supported for Symmetrix arrays running Enginuity 5874 and later.

Group Masking and Mappingb,c,d X

Health X X X

Indication X X X

iSCSI Target Ports X X X

Job Control X X X

Location X X X

Masking and Mapping X X X

Multiple Computer System X X X

Physical Package X X X

Pools from Volumesc X

Power Supply X

Replication Servicesc X

Software X X X

SPI Target Ports b X X X

Storage Element Protectionc X X

Storage Server Asymmetry X X

Thin Provisioningc X

Volume Composition X X X

Table 2 SMI-S Provider supported profiles (page 2 of 2)

SMI-S Provider supported profiles SMI-S V1.2 SMI-S V1.3 SMI-S V1.4
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Fixed problems
Fixed problems
A complete list of issues that were fixed in SMI-S V4.1.1 and Solutions 
Enabler (and other EMC product releases) can be viewed, searched, 
and parsed online by using the EMC E-Lab™ Issue Tracker tool 
available from the EMC Powerlink website. 
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Environment and system requirements
Environment and system requirements
Review the following sections before managing Symmetrix and 
CLARiiON storage arrays with SMI-S Provider V4.1.1.

SMI-S supported products and specifications
Table 3 lists the SMI-S schemas and specifications supported by 
SMI-S Provider V4.1.1.

Table 3 EMC SMI-S Provider support for SMI-S

Supported schemas and specifications

Distributed Management Task Force Common Information Model (DMTF CIM) Schema 
V2.24.1

Storage Management Initiative Specification (SMI-S) V1.1.0, V1.2.0, V1.3.0, V1.4.0

 EMC ECOM V2.6.0a

a. This is included as part of the EMC SMI-S Provider installation.

EMC ECOM passwords
EMC ECOM passwords expire after 90 days and need to be reset.

EMC hardware supported by the SMI-S Provider
Table 4 lists the Symmetrix and CLARiiON arrays supported by 
SMI-S Provider V4.1.1.

Table 4 EMC hardware support for SMI-S Provider

Supported Symmetrix arrays Supported CLARiiON arrays 

Symmetrix DMX™Series  
(DMX-4, DMX-3, DMX-2)
Symmetrix V-Max Series

CX4 Series, CX3 Series, CX Series,  
AX Series, and AX4 Series
EMC SMI-S Provider Version 4.1.1 Release Notes



Environment and system requirements
Supported host operating systems
Table 5 lists the host operating systems supported by SMI-S Provider 
V4.1.1.

Table 5 Host operating system support

Supported operating system s

RHEL 4.0.1, RHEL 5.0

SUSE, SLES10, SLES11

Microsoft Windows Server 2003, Microsoft Windows Server 2008 R2

GNU Compiler Collection (GCC) standard C++ library requirements
SMI-S Provider Version 4.1.1 requires the GNU Compiler Collection 
(GCC) standard C++ library /usr/lib/libstdc++.so.6 for its 
dynamically linked C++ binaries. This generally comes with 
libstdc++ rpm, which is found in systems with GCC version 3.4.0 
and later or systems with libstdc++ version 3.4.0 and later.

Before installing SMI-S Provider in RedHat Enterprise Linux and 
SuSE systems, verify that compat-libstdc++ rpm is already 
installed, which provides the compatible C++ libraries.

For example, run the following commands to check for these 
compatible C++ libaries:

# rpm -qa | grep libstdc++

compat-libstdc++-33-3.2.3-47.3

libstdc++-3.4.5-2

libstdc++-devel-3.4.5-2

compat-libstdc++-296-2.96-132.7.2

# rpm -ql libstdc++-3.4.5-2

/usr/lib/libstdc++.so.6
/usr/lib/libstdc++.so.6.0.3

If you do not have the correct version installed, obtain and install it 
before proceeding with the EMC SMI-S Provider installation. 

Run the following command to install the library:

# rpm -ivh compat-libstdc++*.rpm
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Environment and system requirements
CLARiiON-specific requirements 
Table 6 lists additional software that must be installed to manage 
CLARiiON arrays using the SMI-S Provider V4.1.1. 

Table 6 CLARiiON-specific requirements

Requirements

CLARiiON Navisphere Release 19, 22, 24, 26, 28, 29

EMC Solutions Enabler V7.1.1 a

a. Solutions Enabler V7.1.1 provides the interface between the Storage 
Management Interface (SMI) and the Symmetrix and CLARiiON storage arrays. 
As such, the Solutions Enabler components required for SMI-S Provider 
operations are included as part of the EMC SMI-S Provider installation.

Symmetrix-specific requirements
Table 7 lists additional Enginuity requirements that you must install 
to manage Symmetrix arrays using SMI-S Provider V4.1.1.

Table 7 Symmetrix-specific requirements

Requirements

Enginuity version 5668 or later

EMC Solutions Enabler V7.1.1a

a. Solutions Enabler V7.1.1 provides the interface between the Storage 
Management Interface (SMI) and the Symmetrix and CLARiiON storage arrays. 
As such, the Solutions Enabler components required for SMI-S Provider 
operations have been included as part of the EMC SMI-S Provider installation.

Note: When using the SMI-S Provider to manage Symmetrix arrays, it is 
recommended that six gatekeepers be present for use by the provider. 
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Backward and forward compatibility for applications
An SMI-S V1.2 client that was written by using the CIM_* classes 
runs against the EMC SMI-S Provider V4.1.1 without modification.

Note: Backward compatibility of clients that are written by using 
EMC-specific subclasses cannot be guaranteed.

EMC Solutions Enabler ConfigChecker for SMI-S Provider
The EMC Solutions Enabler ConfigChecker for SMI-S Provider 
provides an infrastructure and engine for environmental tests and 
reports. SMI-S Provider uses this Solutions Enabler component to 
validate host configuration settings against those settings 
recommended or supported by SMI. It is included with the SMI-S 
Provider install image.

The Solutions Enabler ConfigChecker for SMI-S Provider retrieves 
information on the following settings, and then generates a report 
that you can save in XML, HTML, or text:

◆ Symmetrix or CLARiiON tests:

• symavoid and claravoid file content

• SPA and SPB IPs in symm authorization list

◆ CIM service status

◆ Status for ports 5988 and 5989

◆ VCM DB restricted flag status

For more information on this Solutions Enabler component, refer to 
“Installing and using Solutions Enabler ConfigChecker for SMI-S 
Provider” on page 22.
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Known problems and limitations
Known problems and limitations
The following are performance or functionality restrictions and 
limitations that may apply to your specific storage environment or 
host platform. 

In addition to these release notes, EMC SMI-S Provider fixes, known 
issues, and limitations (and other EMC product releases) can be 
viewed, searched, and parsed online using the EMC Issue Tracker 
tool available from the EMC Powerlink website.

Note: E-Lab Issue Tracker is the main source for details about all open and 
fixed SMI-S Provider issues. It is regularly updated to contain the most 
current information regarding all versions of the SMI-S Provider. Details 
from E-Lab Issue Tracker can be viewed on screen, exported to Excel, and 
printed for your convenience.

Provider and CIM server restrictions

Shared CIM server restriction
The CIM server installed with the EMC SMI-S Provider does not 
support or allow any third-party SMI-S providers.

Solutions Enabler Access Control limitation
If Solutions Enabler Access Control is enabled on the Symmetrix 
array, then the host on which the SMI-S Provider is running must 
have sufficient privileges to perform the necessary operations.

Network port contentions
By default, the EMC CIM server listens on ports 5988 (for HTTP) and 
5989 (for HTTPS); when running on the Symmetrix service processor, 
the EMC SMI-S Provider listens on port 5989 only. If these ports are in 
use by some other process (such as WMIProvider), the CIM server 
does not start.

When this occurs, you can either move the other process to a different 
network port, or specify different port values for the EMC CIM server 
by changing the Port0 and Port1 parameters of port_settings.xml 
file (located in the Solutions Enabler Windows directory c:\Program 
Files\emc\ECIM\ECOM\conf and UNIX directory 
/opt/emc/ECIM/ECOM/conf) and restarting the EMC SMI-S Provider.

During installation, the scripts attempt to determine if the default 
ports, 5988 and 5989, are in use. If they are in use at install time, the 
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Known problems and limitations
installation attempts to use other ports until free ports are found. 
Once a usable port value is found, the script automatically updates 
the port_settings.xml file with the ports that are used after 
installation.

CLARiiON discover: Error logged
The following message is logged in the EMC SMI-S Provider log file 
during the discovery of a CLARiiON array running a CLARiiON 
Navisphere version lower than version 24. 

This message can be safely ignored:

Sun Apr 06 09:47:17 Eastern Daylight Time 2008 HostName cimserver.exe 3188 3056 
HostPath ERROR EventHandler.cpp 407 : Received exception while registering for 
event for array <Array type="CLARiiON" encoding="String" value="FCNBD060307696" 
/>: F:ERROR_FAMILY_FAILED R:2200007 2200007 : "A processing error occurred within 
the event daemon (storevntd)" : "Error returned from the event infrastructure." 
May not receive events or indications for all modifications to array.

Management integration with the Symmetrix service processor
When running the EMC SMI-S Provider on the Symmetrix service 
processor, the EMC SMI-S Provider listens on port 5989 only.

Manual registration for unknown storage hardware IDs for 
CLARiiON arrays
If multiple StorageHardwareIDs are being created using 
StorageHardwareIDManagementService::CreateStorage 
HardwareID() invoke method for a CLARiiON array and each of 
these unique StorageIDs require association with the same 
EMCIpAddress parameter value, also supply the EMCHostName 
parameter to the invoke method and make sure that the 
EMCHostName parameter value has one to one correspondence with 
the EMCIpAddress parameter value.

Example EMCHostName = "ABC" for both StorageID "XXXX" and StorageID 
"YYYY" if they share the same EMCIpAddress "ip.ip.ip.ip."

This recommendation avoids failures during the 
ControllerConfigurationService::ExposePaths() invoke method for a 
CLARiiON array.
13EMC SMI-S Provider Version 4.1.1 Release Notes
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Known problems and limitations
Replication services requirements and restrictions

Symmetrix array: SMI-S Provider clone requirements
Once synchronization is reached, a clone StorageSynchronized 
relationship can only be detached or restored using the 
ModifyReplicaSynchronization method call. 

In the case of a successful "Restore from Replica" operation, it is 
required to fracture the clone StorageSynchronized relationship 
before any other operation is performed on the relationship. 

Symmetrix array: SMI-S Provider remote clone requirements
For the remote clone copy operations on Symmetrix arrays, the SMI-S 
Provider utilizes RCopy technology, which requires the source and 
target elements to be configured appropriately. For example, for 
online copy operations from or to a remote element (RCopy hot push 
or hot pull), all Symmetrix directors must see the remote device; and 
for offline copy operations to a remote element (RCopy cold push), 
the source element must be in the Not Ready state.

CLARiiON arrays: SMI-S Provider mirror and clone requirements 
Physically connect the local and remote storage processor (SP) ports. 
For combination arrays, you may need one connection for each 
supported protocol (FC and iSCSI). 

Always add any new arrays to the CLARiiON management domain. 

CLARiiON arrays: SMI-S Provider clone requirements
For a storage group on the (non-owning) remote system, including 
the target and source devices, and the storage group must have the 
owning system's storage port initiator connected. 

Enable the storage group on the non-owning array for SanCopy 
operations. 

CLARiiON arrays: SMI-S Provider additional requirements
For point-in-time related copy operations such as SMI-S clone and 
snapshot, it is important to ensure the date and time are set correctly 
on both service processors (SP). 
EMC SMI-S Provider Version 4.1.1 Release Notes
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Restrictions
Avoid using the underscore character, "_", in group and relationship 
names. If the group and relationships names containing the 
underscore characters are created on the array using the vendor 
specific tools, the EMC SMI-S Provider is unable to manipulate such 
groups and relationships. 

The ModifyListSynchronization method call is not supported for the 
GroupSynchronized associations. 

On CLARiiON arrays, the ModifyReplicaSynchronization method 
call cannot operate on SMI-S snapshot StorageSynchronized 
associations if these associations belong to a GroupSynchronized 
relationship. 

The EMC SMI-S Provider supports consistency groups. However, the 
properties ConsistencyState and ConsistencyStatus of the 
GroupSynchronized association are not reflected correctly. Therefore, 
ignore these properties in this release. 

On some arrays, in response to the Restore from Replica operation, 
the array may create an additional StorageSynchronized association 
between the target element (as a new source) back to the source 
element (as a new target). These additional StorageSynchronized 
associations can be ignored. 

Note: For local mirror and clone operations, if the target element is not 
specified, the SMI-S Provider creates or locates a suitable target element. An 
element is considered available if it is not mapped to a port, not in a storage 
group, not already in a copy relationship, or not marked private. If the 
Provider locates a target element for these operations, it may select a target 
slated for future use. 
 
To avoid such a situation, the SMI-S Provider has set a default of True for its 
runtime property called 
OSLSProvider/com.emc.cmp.osls.se.array.Replication 
Service.provider.creates.target, which always creates a new target 
for all mirror and clone operations. If you change this default, the Provider 
can select its own target, and may override any information on it. 
“Controlling the SMI-S Provider runtime behavior” on page 30 explains this 
runtime property.
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Technical notes
Technical notes
This section provides technical notes for the advanced configuration 
of EMC SMI-S Provider V4.1.1.

CIM interop namespace
The CIM interop namespace for the EMC SMI-S Provider is:

interop

Creating or expanding snap pool capacity differs by array
Creating or expanding a snap pool capacity differs for CLARiiON 
and Symmetrix arrays:

◆ CLARiiON arrays — Supply additional LUNs to add to a snap 
pool to increase the pool's capacity. You cannot specify the new 
size.

◆ Symmetrix arrays — Supply the new size for the snap pool. You 
cannot supply additional LUNs to add to a snap pool.

Unexpected termination: Windows dump file
The EMC SMI-S Provider was enhanced in this release to produce a 
dump file on the Microsoft Windows platform should the provider 
terminate unexpectedly. 

If an unexpected termination occurs on the Windows  
platform, a dump file is produced in the  
Program Files\EMC\ECIM\ECOM\Providers directory with the 
name ECOM.exe.dmp. If this occurs, send this file along with the 
remaining contents of the log directory to EMC Customer Support for 
analysis. 
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Certain devices not exposed as StorageVolumes
With the exception of the private devices, all devices on Symmetrix and 
CLARiiON arrays are exposed as StorageVolumes. The following 
devices are considered private devices:

◆ Composite Members — The capacity of Composite Members is 
reflected in the capacity of a Composite StorageVolume (such as a 
Composite Head or a Composite Device). Refer to the Volume 
Composition subprofile for additional details.

◆ Any device actively contributing capacity to a storage pool, such 
as snap/mirror pools — This contribution is reflected in the 
capacity of the device’s storage pool. This storage pool may also 
be known as an upper pool, or a pool from pools. Effectively, the 
devices that contribute to an upper pool are allocated from a 
lower pool, but contribute capacity to an upper pool. In the SMI-S 
Provider model, the devices that contribute capacity to another 
pool are exposed as partially allocated storage extents, which are 
the ConcreteComponents of the StoragePool to which they 
contribute. 
17EMC SMI-S Provider Version 4.1.1 Release Notes
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Documentation
Documentation
All EMC documentation can be found on the EMC Powerlink 
website:

http://Powerlink.EMC.com
EMC SMI-S Provider Version 4.1.1 Release Notes
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Installation
The EMC SMI-S Provider installation and setup process installs the 
following components:

◆ EMC SMI-S Provider

◆ EMC CIM Server

◆ EMC Solutions Enabler V7.1.1 runtime libraries

Note: Although there is an EMC SMI-S Host Provider installation option for 
all platforms, it is not yet supported on 64-bit platforms. In a future release of 
the SMI-S Provider, you will be able to install the Host Provider on 64-bit 
platforms.

For information on installing EMC SMI-S Provider:

• “Windows: Installing the EMC SMI-S Provider” on page 20

• “Linux: Installing the SMI-S Provider” on page 21

Note: If you have a previous version of the SMI-S Provider or Solutions 
Enabler installed, you must uninstall it before attempting this installation. It 
is recommended that you back up your data before uninstalling. The SMI-S 
Provider V4.1.1 installation is bundled with the required Solutions Enabler 
V7.1.1 libraries.

For information on uninstalling EMC SMI-S Provider:

• “Windows: Uninstalling SMI-S Provider” on page 21

• “Linux: Uninstalling SMI-S Provider” on page 22

After installing the SMI-S Provider, complete the tasks in these 
sections:

• “Post-installation tasks” on page 27

• “Controlling the SMI-S Provider runtime behavior” on 
page 30
19EMC SMI-S Provider Version 4.1.1 Release Notes
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Installation
Windows: Installing the EMC SMI-S Provider
The installation software for Windows platforms is on the EMC 
SMI-S Provider V4.1.1 CD or you can download if from the 
Powerlink website.

1. Before you begin installation, save all your files and exit all 
Windows applications. 

2. Launch the self-extracting executable 
se7110-WINDOWS-x86-SMI.exe.

3. The EMC Solutions Enabler with SMI X86 welcome page appears 
prompting you to install Solutions Enabler with SMI version 
4.1.1. 

4. Click Next to begin the installation. The Destination Folder dialog 
box opens and prompts you to select an install directory for 
Solutions Enabler and SMI-S Provider. EMC recommends that 
you choose the default directory.

5. Click Next to continue. The Ready to Install the Program dialog 
box opens. 

6. Click Install to begin installing files to your selected folder. This 
may take several minutes. The Installation Wizard Completed 
dialog box open. 

7. Click Finish to complete the setup. 

8. When complete, update your environment variable path to 
include the Solutions Enabler installation directory, which by 
default is C:\Program Files\EMC\SYMCLI\bin, in order to run 
the command line utilities from any directory. 
EMC SMI-S Provider Version 4.1.1 Release Notes
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Windows: Uninstalling SMI-S Provider
1. Verify all application processes using the SMI-S Provider or 

Solutions Enabler libraries and binaries are stopped.

2. Use the Windows Add/Remove Programs Properties dialog box 
to remove EMC Solutions Enabler With SMI.

If the uninstall process detects that a service or library is in use, a 
message appears. If this occurs:

a. Click OK to abort the uninstall process.

b. Close the application using the service or library.

c. Restart the SMI-S Provider uninstall.

Linux: Installing the SMI-S Provider
1. Download the EMC SMI-S Provider V4.1.1 software from the 

Powerlink website. 

2. Extract the se7110-Linux-i386-SMI.tar image to a temporary 
directory.

3. Change the directory to the location of the EMC SMI-S Provider 
kit and run the install script by using the following command:

cd /<location of extracted files or CD>/UNIX
se7110_install.sh -install

The installation program begins copying the files. When 
complete, the installation program automatically starts the 
storapid daemon and the cimserver. This may take a few 
minutes.

When complete, the installation program returns the following 
confirmation message, which lists EMC Solutions Enabler with 
SMI-S Provider in the HAS BEEN INSTALLED list:

#-----------------------------------------------------------------------------
# The following HAS BEEN INSTALLED in /opt/emc via the rpm utility.
#-----------------------------------------------------------------------------
  ITEM  PRODUCT                                            VERSION
  01    EMC Solutions Enabler                              V7.1.1.0
  SMI  KIT                                                 V4.1.1.0
#-----------------------------------------------------------------------------
21EMC SMI-S Provider Version 4.1.1 Release Notes
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Installation
Linux: Uninstalling SMI-S Provider
1. Verify all application processes using the SMI-S Provider or 

Solutions Enabler libraries and binaries are stopped.

2. Change the directory to the location of the EMC SMI-S Provider 
kit and run the uninstall script by using the following command: 

./se7110_install.sh -uninstall

Note: If you have not properly shut down the SMI-S Provider or 
Solutions Enabler processes, you are prompted to do so during the 
uninstall process.

The installation program begins removing the files. When 
complete, the installation program returns the following 
confirmation message:

Solutions Enabler successfully uninstalled from your 
system.

Installing and using Solutions Enabler ConfigChecker for SMI-S Provider 
This section describes how to install and use the Solutions Enabler 
ConfigChecker for SMI-S Provider, as described on page 11.

Windows installation You can install Solutions Enabler ConfigChecker for SMI-S Provider 
on a Windows host using the command line or a response file.

Solutions Enabler ConfigChecker for SMI-S Provider binary 
location
Windows C:\Program Files\EMC\SYMCLI\ConfigChecker

Using the command line 
To install Solutions Enabler ConfigChecker for SMI-S Provider using 
the command line (in silent mode), follow these steps:

1. Change the directory to the location of the Solutions Enabler kit 
by entering the following command:

cd /Install_disc_mount_point/Windows

2. Run the following command:

start /wait <SMI Kit name> /S /V"ADDLOCAL=CFGCHK_COMPONENT /qn"
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Where <SMI Kit name> is the name of the SMI-S Provider install 
image name. 

Example:

start /wait se7110-WINDOWS-Processor_type-SMI.exe /S /V"ADDLOCAL=CFGCHK_COMPONENT 
/qn"

Using a response file 
To install Solutions Enabler ConfigChecker for SMI-S Provider using 
a response file, follow these steps:

1. Create a response file (such as response.txt) file with the 
following format, and make sure CFGCHK_COMPONENT is set to 
TRUE.

[COMPONENTSELECTION]
STAR_PERL_COMPONENT:TRUE
ORACLE_COMPONENT:TRUE
SQL_COMPONENT:FALSE
UDB_COMPONENT:FALSE
JNI_COMPONENT:FALSE
STORBLK_COMPONENT:TRUE
SYMRECOVER_COMPONENT:FALSE
CFGCHK_COMPONENT:TRUE
SYMCLI_COMPONENT:TRUE
STORFULL_COMPONENT:TRUE
SRMBASE_COMPONENT:TRUE
[PATHSELECTION]
EMC_ROOT_PATH="C:\Program Files\EMC\"
EMC_DATA_ROOT_PATH="C:\Program Files\EMC\SYMAPI\"

2. Run the following command, specifying the name of your 
response file:

start /wait <SMI kit name> /S 
/V"WSC_CONFIG_FILE=<response file path with file name> 
/qn"

File inventory - Windows
========================
Path: \SYMCLI\ConfigChecker

cczip.exe                     
cfgchk.exe                    
cfgchk_sql.bat                
cfgchk_template_tests.dll     
cfgchk_tests.dll              
checklist_SE.txt              
checklist_SMI.txt             
configchecker.dll             
extstl.dll                    
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extThread.dll                 
Interop.COMAdmin.dll          
ListComObjects.exe            
logging.dll                   
snapapi.dll                   
util.dll                      
util_process.dll

UNIX/Linux installation This section describes how to perform a fresh installation or upgrade 
of the Solutions Enabler ConfigChecker for SMI-S Provider in UNIX 
and Linux environments.

Solutions Enabler ConfigChecker for SMI-S Provider binary 
location
UNIX/Linux: /usr/symcli/cfgchk

Fresh installation
To perform a fresh install, follow these steps:

1. Using interactive install, run the following command and indicate 
that you want to install the EMC Solutions Enabler 
ConfigChecker Component:

#./se7110_install.sh -install

and select 'Y' at the following prompt:

Install EMC Solutions Enabler Config Checker Component? [N]:Y

Or

Using silent install, run the following command:

# ./se7110_install.sh -install -silent -cfgchk

2. To complete the installation, run the following command:

#./se7110_install.sh -install

Upgrade Installation
To perform an upgrade, follow these steps:

1. Verify if Solutions Enabler ConfigChecker for SMI-S Provider is 
installed by running the following command:

# rpm -q symcli-cfgchk

If not installed, run the following command:

# ./se7110_install.sh -increment -cfgchk
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2. If Solutions Enabler ConfigChecker for SMI-S Provider is 
installed, run the following command to upgrade existing 
Solutions Enabler and Solutions Enabler ConfigChecker for SMI-S 
Provider installations:

#./se7110_install.sh -install

File inventory - Linux
=====================
Path: /usr/symcli/cfgchk
cfgchk
checklist_SE.txt
checklist_SMI.txt
libcfgchk.so
libcfgchk_template_tests.so
libcfgchk_tests.so
libext_stl_cfgchk.so.1
libext_thread_cfgchk.so.1
liblocale_cfgchk.so.1
liblogging_cfgchk.so.1
libprocess_cfgchk.so.1
libutil_cfgchk.so.1

3. Run the following command, specifying the name of your 
response file:

./se7110_install.sh -file <Response File Name>

Using Solutions Enabler ConfigChecker for SMI-S Provider
This section explains how to use the Solutions Enabler 
ConfigChecker for SMI-S Provider.

Before you begin 
Before using the Solutions Enabler ConfigChecker for SMI-S 
Provider, you must either automatically or manually discover 
Symmetrix arrays and CLARiiON arrays, or manually configure the 
SPa or SPb address of each array on which you want to generate a 
report.

Modifying the checklist file
The checklist file for SMI-S Provider is named checklist_SMI.txt. 
This file is in the installation directory containing all supported tests. 
To modify this file, enter an input value for xxx in the following 
format:

#ifonly platform
SUBSYSTEM="SubsystemName" REQUIRED="yes" DISPLAY=
"message to display about the test"
cfgchk_template_tests:
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Testmethodname Test'sinputValue="xxx"
#endifonly

Note: You cannot add new tests in the checklist file; 
you can only modify the
input value xxx per your requirements.

Enabling and disabling logging
The Solutions Enabler ConfigChecker for SMI-S Provider maintains 
logs in the Solutions Enabler log directory:

C:\Program Files\EMC\SYMAPI\log 

To enable or disable logging, use the following format:

cfgchk -logging enable|disable

Examples The following examples demonstrate some of the more common 
commands.

To view a list of all the command line options, enter:

cfgchk -help

To execute all test cases per the checklist_SMI.txt file, enter:

cfgchk -configfile checklist_SMI.txt

To generate an XML report named cfgchk.xml, enter:

cfgchk -suppress -xml

To execute only the port status test case, enter:

cfgchk -subsystem ECOMPORT
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Post-installation tasks
There are post-installation tasks for the CLARiiON and Symmetrix 
arrays and the EMC CIM Server, which are explained in the following 
sections:

◆ Symmetrix arrays: Post-installation tasks ....................................... 27
◆ CLARiiON arrays: Post-installation tasks....................................... 27
◆ EMC CIM Server: Post-installation tasks ........................................ 29
◆ Controlling the SMI-S Provider runtime behavior ........................ 30

Note: The EMC SMI-S Provider discovers all storage arrays available in your 
environment. However, if you choose to limit discovery of specific arrays 
using SystemRegistrationService, or other means as directed by EMC 
Customer Service, any established relationships, such as an SRDF link, 
between discovered and avoided arrays are not manageable by the SMI-S 
Provider. To prevent this situation, make sure all arrays, including 
remotely-connected storage arrays, are fully discoverable.

Symmetrix arrays: Post-installation tasks
When using the SMI-S Provider to manage Symmetrix arrays, it is 
recommended that you configure six gatekeepers for each Symmetrix 
array accessed by the provider. 

CLARiiON arrays: Post-installation tasks
Managing CLARiiON arrays through the SMI-S Provider requires 
some additional post-installation setup. You must complete the 
following tasks to manage your CLARiiON arrays in any 
environment:

Adding authorization information
For SMI-S Provider to automatically discover locally-attached 
CLARiiON storage arrays, you must add authorization information for 
its storage processors. A locally-attached storage array is one in which 
at least one CLARiiON LUN is visible to the host on which the 
provider is running. 

Based on one of the following, the SMI_S Provider attempts to 
automatically discover locally-attached CLARiiON storage arrays. 
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◆ The following property in OSLSProvider.conf is set to true (refer 
to Table 8 on page 30):

OSLSProvider/com.emc.cmp.osls.se.array.StorApi.database.discover 

◆ The client application is using the EMCDiscoverSystem method 
of the EMC_SystemRegistrationService.

Use the SYMCLI symcfg command, as shown in the following syntax 
example, to add the username and password for each CLARiiON 
storage processor:

symcfg authorization add -host HostName -username UserName -password PassWord

For example, to add authorization for CLARiiON storage processor A 
with IP address 172.23.193.86, username clariion and password 
clarpass, use the following command:

symcfg auth add -host 172.23.193.86 -username clariion -password clarpass

You must list the information for storage processor A first, then 
storage processor B. Any time a locally-attached CLARiiON is added 
to the EMC SMI-S Provider, the EMC CIM Server must first be shut 
down. Once shut down, the authorization information can be added 
as described previously and the EMC CIM Server must be restarted. 

Note: If the client application is using the EMCDiscoverSystem method of the 
EMC_SystemRegistrationService then it is recommend that the 
oslsprovider.conf setting 
OSLSProvider/com.emc.cmp.osls.se.array.StorApi.database.discover 
be set to false.

Note: You must add authorization for each CLARiiON storage processor. If 
you fail to complete this task before running SMI-S Provider, you may receive 
an error message stating that you do not have NaviCLI installed. NaviCLI is 
not required for Navisphere Release 19 or later, however, you must supply 
the authorization connectivity information as described previously.

If all CLARiiON arrays are being discovered out-of-band, then it is 
typical to have the oslsprovider.conf setting 
OSLSProvider/com.emc.cmp.osls.se.array.StorApi.database.discover 
set to false. See the EMC SMI-S Provider Programmers Guide for further 
information on discovering CLARiiON storage arrays out-of-band.
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EMC CIM Server: Post-installation tasks
Authentication is required to query the EMC CIM Server. An initial 
setup is required on the EMC CIM Server to create a CIM user. This 
can be done as follows:

1. Go to the URL https://<ipaddress>:5989/ecomconfig, and 
log in using the username admin and the password #1Password.

2. Click Add User and create a user with the role of Administrator. 
This newly created username can now be used to obtain access to 
the Array Provider.

Note: For security reasons, change the default password of the user 
admin.

Starting and stopping the EMC CIM Server
The EMC CIM Server runs in both Windows and UNIX 
environments. Upon completing the installation, the EMC CIM 
Server starts automatically. You can use the following commands to 
manually stop and restart the service should the need arise.

Windows
On Windows, the CIM Server runs as a service and can be controlled 
through the Windows Services control panel. The service name is 
ECOM.exe and it displays as ECOM in the Services control panel.

As an alternative method for stopping and starting the EMC CIM 
Server, the ECOM.exe file is located in the Solutions Enabler 
C:/Program Files/EMC/ECIM/ECOM/bin directory. Use the 
following command to start the EMC CIM Server:

sm_service start ecom.exe

Use the following command to stop the EMC CIM Server:

sm_service stop ecom.exe

UNIX
On UNIX the EMC CIM Server runs as a daemon in the background. 
To stop the CIM server, obtain the PID of the ECOM process and issue 
the kill -SIGTERM command for that PID. For example:

kill -SIGTERM [PID]
29EMC SMI-S Provider Version 4.1.1 Release Notes



30

Post-installation tasks
The ECOM executable file is located in the Solutions Enabler 
/opt/emc/ECIM/ECOM/bin directory. Use the following command 
from this directory to restart the EMC CIM Server:

./ECOM -d

Controlling the SMI-S Provider runtime behavior
The OSLSProvider.conf file allows you to control the runtime 
behavior of the EMC SMI-S Provider. You can find this file in the 
following directories of the Solutions Enabler:

◆ Windows platforms:  
C:/Program Files/EMC/ECIM/ECOM/Providers

◆ UNIX platforms:  
/opt/emc/ECIM/ECOM/Providers 

Table 8 describes the SMI-S Provider runtime settings.

Table 8 EMC SMI-S Provider runtime settings (page 1 of 3)

EMC SMI-S Provider properties
= <OptVal | 
DefaultVal> Description

OSLSProvider/com.emc.cmp.osls.se.array.StorApi.database.filename [filename] | 
<empty>

Specifies the Solution Enabler 
database filename. If empty, uses 
the default database file.

OSLSProvider/com.emc.cmp.osls.se.array.StorApi.database.discover true | false Specifies whether to perform a 
one-time discover upon starting a 
CIM Server. This is done before 
processing the first request 
received by the CIM Server. 

Note: The EMC SMI-S Provider is 
not loaded until requested from the 
CIM Server.
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*/com.emc.cmp.ofl.log.Control.severity.ida FATAL, 
ERROR, 
WARNING, 
NOTICE, 
INFO

Specifies the severity levels for the 
event logs: 

FATAL — Events leading to 
shutdown of the system
ERROR — Internal or client 
error conditions
WARNING — Potential errors
NOTICE — Very important 
information (default if not 
present)
INFO — Informational, 
non-error messages

Each setting causes messages of 
the set severity and more severe to 
be appended to the log. 

*/com.emc.cmp.ofl.log.Control.directorya [directory] | 
/var/symapi
/log/

Specifies the event log directory. If 
removed or empty, the SMI-S 
Provider log file is placed in the 
default location, which is the log 
directory of the EMC Solutions 
Enabler. The log filename takes the 
format: 
EMCProvider-yyyymmdd.log

OSLSProvider/com.emc.cmp.osls.se.array.LunMask.controls.enable false | true If false, disables the Masking and 
Mapping active controls.

OSLSProvider 
/com.emc.cmp.osls.se.array.Session.StorageConfiguration.controls. 
enable

false | true If false, disables the Session 
Storage Configuration controls.

OSLSProvider 
/com.emc.cmp.osls.se.array.ReplicationService.client.supplies.target

true | false If true,the Replication Service 
requires that the client supply 
target elements.

OSLSProvider 
/com.emc.cmp.osls.se.array.ReplicationService.controls.enable 

false | true If false, disables the Replication 
Service controls.

Table 8 EMC SMI-S Provider runtime settings (page 2 of 3)

EMC SMI-S Provider properties
= <OptVal | 
DefaultVal> Description
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a. The path shown is a UNIX-specific default installation path. Your actual install 
path may differ.

OSLSProvider/com.emc.cmp.osls.se.array.ReplicationService.provider.
creates.target.

true | false If true, the Replication Services 
Profile can create target elements. 
Although the default is false in the 
SMI specification, the SMI-S 
Provider V4.1.1 installation sets 
this value to true in the 
OSLSProvider.conf file  which 
overides the default setting of false.

OSLSProvider 
/com.emc.cmp.osls.se.array.SystemRegistrationService.controls.enable 

false | true If false, disables the System 
Registration Services controls.

OSLSProvider 
/com.emc.cmp.osls.se.array.StorageProtectionService.controls.enable

false | true If false, disables the Storage 
Protection Service controls.

OSLSProvider/com.emc.cmp.osls.se.array.Session.All.controls.enable false | true If false, disables all controls. A false 
setting takes precedence over all 
control settings previously 
explained in this table.

Table 8 EMC SMI-S Provider runtime settings (page 3 of 3)

EMC SMI-S Provider properties
= <OptVal | 
DefaultVal> Description
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Troubleshooting and getting help
When experiencing difficulties with your host and connected storage 
environment, be sure to examine “Technical notes” on page 16 to see 
if your difficulty is a known problem recognized by EMC.

If an EMC feature does not function properly, or does not function as 
described in this documentation, contact EMC Customer Service for 
assistance.

Where to get help EMC support, product, and licensing information can be obtained as 
follows:

Product information — For documentation, release notes, software 
updates, or for information about EMC products, licensing, and 
service, go to the EMC Powerlink website (registration required) at:

http://Powerlink.EMC.com

Technical support — For technical support, go to EMC Customer 
Service on Powerlink. To open a service request through Powerlink, 
you must have a valid support agreement. Please contact your EMC 
sales representative for details about obtaining a valid support 
agreement or to answer any questions about your account.
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