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Contacting BMC Software  

You can  access  th e  BMC Software  Web s i t e  a t  h t tp : / /www.b mc.co m/ .  From this Web s i te ,  you can 

obtain informat ion about the  company,  i t s  products,  corporate o ffices,  specia l  events,  and career  

opportuni t ies.  

 

 

 

United States and Canada  

 

Outside United States and 
Canada  

 

 Address  BMC So ftware ,  Inc .  2101  Ci tyWest  

Blvd .  Houston  TX  77042 -2827 
Telephone  

 

Fax  

(01)  713  918  8800  

 

(01)  713  918  8000  

 Telephone  713  918  8800   o r   

800  841  2031  

 

 Fax  713  918  8000   

 

 

 

Cop yr igh t  2006  BMC So ftware ,  Inc .  o r  l icenso rs ,  as  an  unpubl ished  wo rk .  Al l  r igh t s  r eserved .  

BMC So ftware ,  the  BMC Software  logo s ,  and  a l l  o th e r  BMC So f tware  product  o r  service  n ames  

are  r eg is t ered  t r ademarks  or  t rad emarks  o f BMC So f tware ,  Inc .  

IBM is  a  regi s t ered  t r ademark o f In t ern at iona l  Bus iness  Machin es  Co rporat ion .  

DB2 is  a  regi s t ered  t r ademark o f In t ern at iona l  Bus iness  Machin es  Co rporat ion .  

Oracl e  i s  a  regi s t ered  t r ad emark,  and  the  Orac le  p ro duct  names are  r eg is t ered  t rad emarks  or  

t rad emarks  o f Oracl e  Corp orat ion .  

Al l  o the r  t r ademarks  b elon g to  th ei r  respect ive  co mp anies .  

BMC So ftware  consid er s  i n format ion  inc luded  in  th i s  docu mentat ion  to  be  p ropr ie t ary and  

con fiden t i a l .  Your  use  o f t h is  in format ion  i s  sub ject  to  the  t erms and  condi t ion s  o f the  

appl icab le  End  User  Licen se Agreement  for  th e  prod uct  and  th e  propr i e t ary an d  res t r i c ted  r igh ts  

no t ices  in cluded  in  th i s  docu menta t ion .  

Restricted Rights Legend  

U.S.  Go vern ment  Rest r i c t ed  Right s  to  Co mpute r  So ftware .  UNPUBLISHED - -  RIGHTS 

RESERVED UNDER THE COPYRIGHT LAWS OF THE UNITED STATES.  Use ,  dupl icat ion ,  o r  

d isclo sure  o f an y d ata  and  co mputer  so ftware  b y the  U.S .  Go vern ment  i s  sub jec t  to  res t r i c t ion s ,  

as  appl i cab le ,  se t  fo r th  in  FAR Sect ion  52 .227 -14 ,  DFARS 252 .227 -7013 ,  DFARS 252 .227 -7014 ,  

DFARS 252 .227-7015 ,  and  DFARS 252 .227 -7025 ,  as  amended  f ro m t ime to  t ime.  

Contractor /Manu facturer  i s  BMC So f tware ,  In c . ,   

2101  Ci tyWest  Blvd . ,  Hou ston ,  TX 77042 -2827 ,  USA.  An y cont ract  no t i ces  should  be sen t  to  th is  

address .   

http://www.bmc.com/


 

 

Customer Support  

You can  ob tain  t echnical  suppor t  b y us in g th e  Suppor t  page  on  the  BMC So ftware  Web s i t e  o r  b y 

contact in g Cu sto mer  Supp or t  b y t e l ephone or  e -mai l .  To  expedi t e  your  inqui ry,  p lease  see  “Befo re  

Contac t ing  BMC So f tware . ”  

Support Web Site  

You can  ob tain  t echnical  suppor t  f ro m BMC So ftware  24  hours  a  day,  7  days  a  week at   

h t tp : / /www.b mc.co m/supp or t_ho me .  From this Web si te ,  you can  

 r e a d  o v e r v i e w s  a b o u t  s u p p o r t  s e r v i c e s  a n d  p r o g r a m s  t h a t  B M C  S o f t w a r e  o f f e r s  

 f i n d  t h e  m o s t  c u r r e n t  i n f o r m a t i o n  a b o u t  B M C  S o f t w a r e  p r o d u c t s  

 s e a r c h  a  d a t a b a s e  f o r  p r o b l e m s  s i m i l a r  t o  y o u r s  a n d  p o s s i b l e  s o l u t i o n s  

 o r d e r  o r  d o w n l o a d  p r o d u c t  d o c u m e n t a t i o n  

 r e p o r t  a  p r o b l e m  o r  a s k  a  q u e s t i o n  

 s u b s c r i b e  t o  r e c e i v e  e - m a i l  n o t i c e s  w h e n  n e w  p r o d u c t  v e r s i o n s  a r e  r e l e a s e d  

 f i n d  w o r l d w i d e  B M C  S o f t w a r e  s u p p o r t  c e n t e r  l o c a t i o n s  a n d  c o n t a c t  i n f o r m a t i o n ,  i n c l u d i n g  e - m a i l  a d d r e s s e s ,  f a x  
n u m b e r s ,  a n d  t e l e p h o n e  n u m b e r s   

Support by Telephone or E-mail  

In  the  Uni ted  S tat es  and  Canad a,  i f  you  need  t echnical  suppor t  and  do  no t  have  access  to  the  Web,  cal l  

800  537  1813 .  Outs ide the  Uni ted  S tat es  and  Canad a ,  p lease  contac t  your  local  suppor t  cen te r  fo r  

as s is tan ce .  To  f ind  t e leph one and  e -mai l  con tact  in format ion  for  th e  BMC So f tware  suppor t  cen ter  th at  

servi ces  your  lo ca t ion ,  r e fer  to  th e  Contact  Custo me r  Suppor t  sect ion  o f the  Suppor t  page on  the  BMC 

Software  Web s i t e  a t  h t tp : / /www.b mc.co m/suppor t_ho me .   

Before Contact ing BMC Software  

Before  you  contac t  BMC Software ,  have  the  fo l lo win g in format ion  avai l ab le  so  that  Cu sto mer  Suppor t  

can  b eg in  workin g on  you r  prob lem immed iat e ly:  

 p r o d u c t  i n f o r m a t i o n  

—  product  name  

—  product  ver s ion  ( r e l ease  n u mber )  

—  l icense nu mber  and  password  ( t r i a l  o r  p erman ent )  

 o p e r a t i n g  s y s t e m  a n d  e n v i r o n m e n t  i n f o r m a t i o n  

—  machine typ e  

—  operat ing syst em type,  ver s ion ,  and  servi ce  pack or  o ther  main t enan ce level  such  as  PUT or  PTF  

—  syst em h ard ware con figura t ion  

—  ser ia l  nu mbers  

—  re l a t ed  so ftware  (dat abase ,  app l icat ion ,  and  co mmun ica t ion)  inc lud ing typ e,  ve rs ion ,  and  se rvice  

pack or  main ten ance l evel  

 s e q u e n c e  o f  e v e n t s  l e a d i n g  t o  t h e  p r o b l e m  

 c o m m a n d s  a n d  o p t i o n s  t h a t  y o u  u s e d  

 m e s s a g e s  r e c e i v e d  ( a n d  t h e  t i m e  a n d  d a t e  t h a t  y o u  r e c e i v e d  t h e m )  

—  product  er ror  messages  

—  messages  f ro m th e operat ing sys tem,  such  as  f i le system full  

—  messages  f ro m rel a t ed  so f tware   

http://www.bmc.com/support_home
http://www.bmc.com/support_home
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Overview 

The BMC®  Portal ,  a lso referred to as the Porta l  -  is  composed of  a  database, an appl icat ion 
server, and a web server, and provides the access point for  i ts  ut i l i t ies  and modules .  You 
access BMC®  Portal  f rom a browser on your desktop computer .  

The BMC®  Performance Manager Portal  extends the features in the BMC Porta l,  enabl ing you 

to leverage both agent- less techno logies and the PATROL Agent to moni tor  the ava i lab i l i ty and 
performance o f  your business infrastructure.  

BMC®  Performance Manager Express for Hardware  by  Sentry Software™  is  an agent-less  
Performance Manager  that  enables you to ensure the ava i labi l i ty  of  your heterogeneous 
hardware systems, whi le provid ing a cent ral ized v iew of  your enterpr ise within the BMC ®  
Porta l  environment.  I t  al lows  adminis trators to moni tor  the hardware of  d i f ferent server 
brands: IBM® ,  HP® ,  DELL® ,  Sun Microsystems ® ,  NEC® ,  and Fuj itsu-Siemens®  amongst  many 

others.  
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1 - How does it work? 

BMC®  Performance Manager Express for  Hardware  enab les BMC®  Performance Manager Porta l  to 
moni tor  computer hardware (disk status, temperatures , etc .) . I t gathers hardware information 
f rom dif ferent sources  (vendor -spec if ic  agents, standard management technologies, SNMP, 
WBEM, etc .) and disp lays th is informat ion wi thin the Portal  f ramework.  

In order to funct ion proper ly, BMC®  Performance Manager Express for  Hardware  needs certain 
hardware informat ion sources to be avai lable .  Depending on the p latform, i t  wi l l  re ly on 
vendor-speci f ic  agents  and/or on standard management techno logy such as WBEM or SNMP. On 
startup,  BPM Express for  Hardware  automat ica l ly  detects which hardware informat ion source is  
avai lab le and then uses th is source to moni tor  the hardware of  the computer.  

The pic ture below represents how BMC Performance Manager Express for  Hardware  monitors  
the hardware of  a Fuj i tsu -Siemens®  computer . Th is example shows the basic mechanism of 
BPM Express for  Hardware . 

 

Figure 1: How it  works 

-  The S iemens® Serverview® agent shows the temperatures , the fans, the power suppl ies  
and the voltages of  the Siemens computer through SNMP  

-  The My lex® GAM Server shows the status of  the physical  and logical d isks of  the Mylex® 
RAID Contro l ler  through SNMP  

-  The Windows WMI provider shows the status of  the physical d isks attached to the s tandard 
SCSI contro l ler  through WBEM 

-  BMC Performance Manager Express for Hardware  detects and automatical ly  connects to a l l  
three informat ion sources (Siemens Serverv iew, Mylex GAM Server and Windows WMI  
provider).  

-  BMC Performance Manager Express for Hardware gathers the usefu l hardware information 
f rom these sources and displays i t  w ithin the Portal  f ramework  

Note: This is  just an example of  the bas ic mechanism of  BPM Express for  Hardware  and is  

appl icable to IBM, NEC,  HP and other computers  as wel l .  
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2 - Integrating BMC Performance Manager Express for Hardware  

BMC Performance Manager Express for  Hardware  is  a Performance Manager (PM) for  the Porta l .  
Th is is  an agent- less vers ion,  i .e . – i t  does  not require the PATROL agent to be insta l led on 
each managed e lement as the monitor ing is  done remotely on the Portal  environment.  

Once BPM Express for  Hardware  is  integrated within the Portal  f ramework, the hardware 
information and s tatus of  the monito red servers should be avai lab le v ia the web b rowser used 
to access the Portal .  

Please refer  to the BMC Performance Manager Express for  Hardware  – Instal lat ion Guide  for  
further detai ls  on the insta l lat ion procedure.  

http://www.sentrysoftware.net/library/
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3 - Understanding BPM Express for Hardware within the Portal  

In order to make optimum use of  BMC Performance Manager Express for  Hardware , i t  i s 
important  to  understand its re lat ionship wi th the Por ta l.  Let ‟s  take a quick look at the bas ic  
out l ine of  BPM Express for  Hardware  with in the Porta l.  

The BMC®  Portal  as you know, i s  composed of  a database, an appl icat ion server, and a web 
server, and provides the access point for  i ts  ut i l i t ies  and modules .  
The BMC®  Performance Manager Portal  extends the features in the  Portal ,  enabl ing you to  
leverage both agent- less techno logies and the PATROL agent to moni tor  the avai labi l i ty and 
performance of  your business infrastructure.  

BPM Express for Hardware  is  a Performance Manager based on the agent-less  
technology ,  and, being ful ly  integrated with the Portal ,  i t  uses the same web -based interface 
and Portal  features common to al l  modules .  

BPM Express for  Hardware  is  leveraged by the BMC Performance Manager Portal  module  that 
uses Remote Service Moni tors (RSMs) to co l lec t metr ics about your infrastructure. An RSM is a 
computer on which you have insta l led  the RSM program. Depending on the s ize  of  your 
environment, you can implement one or many RSMs.  

To know what to monitor  on the specif ied infrastructure elements , the RSM uses Performance 

Managers-and therefore for  hardware monitor ing , i t  banks on the BPM Express for  Hardware .  
Al l  Performance Managers, and the appl icat ion c lasses  tha t they conta in, are insta l led on the 
Porta l ,  and saved in the Porta l  database when you select them from an insta l lat ion CD or when 
you import  them via the Portal  user  inter face.  Performance Managers that are insta l led on the 
Porta l  are ava i lable to a l l  use rs on the Porta l  who have the appropr iate user permiss ions.  

F igure 2 below shows the interact ion between BPM Express  for  Hardware and BMC®  Portal .  

 

Figure 2: BMC Portal  

The above given data and d iagram show you how remote monito r ing of  your hardware is  
possib le on the Porta l.  Instal lat ion of  BPM Express for Hardware  on just one computer is  
suf f ic ient for  monitor ing a heterogeneous infrastructure, as long as the vendor -spec if i c  
hardware agents are insta l led on every managed elemen t. We take a deeper look at th is in the 
fo l lowing topic:  The need for  vendor -specif ic  hardware monitor ing software  
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4 - The need for vendor-specific hardware monitoring software 

Quite of ten,  the s tandard operat ing system layer is  not  a  suf f ic ient hardware information 
source and most computers require an addi t iona l vendor -spec if ic  agent for  BPM Express for  
Hardware to work proper ly.  

In most cases, server  vendors provide the required hardware monitor ing agent for  the ir  server 
models. Depend ing on the p latform, a s ingle agent wi l l  monitor  the temperatures, fans, 
voltages, power supp l ies and the RAID systems or a separate agent for  the environment 
monitor ing and for  the d isk monitor ing.  

For example, the IBM Director Agent monitors  and provides informat ion about temperatures,  
fans, vol tages, power suppl ies and ServeRAID disks for  IBM xSer ies and Netf ini ty servers. On 
the other hand, the S iemens Serverv iew Agen t wi l l  on ly monitor  sensors on the motherboard of 
the server (temperatures, voltages, fans and power suppl ies) , whi le the My lex GAM Server 
moni tors the My lex RAID contro l ler  of  the server.  Please refer  to the Instal lat ion Guide  for 
further deta i ls  on the instal lat ion procedure of  the vendor -spec if ic  agents supported by  BPM 
Express for  Hardware . 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3: BPM Express for Hardware & Hardware Agents  

http://www.sentrysoftware.net/library/
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5 - Using BPM Express for Hardware to monitor hardware 

Once BMC Performance Manager Express for  Hardware  is  instal led on the Por ta l  and hav ing 
ensured that  the pre -requis ites  have been met,  the hardware information sources are 
avai lab le, the hardware informat ion of  the monitored computers, ca l led “elements” in Por ta l  
terminology, are d isplayed in your web browser of  the Porta l  env ironment.  

Operators and adminis trators just have to look at v iew under “Infrastructure” on the Porta l  
s ite , to see the hardware heal th of  the ir  moni tored servers in the same way they see the 
operating system or database heal th. Under  each server icon, a tree represents a l l  the 
monitored hardware for  th is server.  

 

 

Figure 4: Infrastructure General View 
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6 - What sort of hardware does BPM Express for Hardware monitor? 

For each supported hardware informat ion source (such as vendor -specif ic  agents or  standard 
technolog ies),  BPM Express for  Hardware  wi l l  moni tor:  

-  status of  the d isks (RAID and non-RAID disks)  

-  speed and/or status of  the fans  

-  temperatures  

-  voltage levels  

-  status of  the power suppl ies  

-  processors 

-  memory modules  

-  network inter faces  

Current ly  BPM Express for  Hardware  supports the fo l lowing hardware information sources:  

Supported Platform 
 
Required Hardware Agent  

Dell PowerEdge computers Dell OpenManage Server Administrator 

Fujitsu-Siemens PRIMERGY Fujitsu-Siemens Serverview Agent 

Fujitsu-Siemens Blade systems Management Blade 

HP (Compaq) ProLiant computers HP Insight Management Agents 

HP Integrity and Itanium-based SuperDome computers 
running Microsoft Windows or Linux 

HP Insight Management Agents 

HP AlphaServer computers The Insight Management Agents 

HP Netserver computers The HP TopTools Agent 

HP Integrity, HP 9000, HP 3000 and PA-RISC-based 
SuperDome computers running HP-UX 

None. Hardware Sentry uses internal HP-UX system commands for 
in-band and out-of-band monitoring (using the MP or GSP) 

IBM xSeries and Netfinity computers IBM Director Agent 

IBM BladeCenter systems Management Module 

IBM RS/6000, pSeries and eServer p5 (AIX) computers No agent needed 

NEC Express5800 computers NEC ESMPRO Agent 

StorageTek LSeries Tape Libraries LSeries SNMP agent 

Sun SPARC-based computers No agent needed  

Sun AMD Opteron-based computers (Linux/Solaris) IPMItool and lsiutil 

Any unbranded PC Motherboard Monitor® 

 

As Sentry Software  is  cont inuous ly working on  the support of  new hardware information,  
sources and new platforms  that can be monitored with  BPM Express for  Hardware  for  the Porta l  
wi l l  continue to grow. 

Please check our web site (www.sentrysoftware.net ) to f ind the latest updates. Add -ons for  
BPM Express for  Hardware  can be obta ined for  f ree and do not need an update of  the 
Performance Manager  i tsel f .  

http://www.sentrysoftware.net/
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1 - Architecture 

As descr ibed ear l ier  BPM Express for  Hardware  is  composed of  a common hardware monitor ing 
engine: BPM-Express-Hardware-2.3.00.par  conta in ing the fo l lowing f i les:  

-  SEN_HW_WBEMUnix_2300-2.3.00_Bui ld_174.jar  

-  SEN_HW_SNMP_2300-2.3.00_Bui ld_174.jar  

-  SEN_HW_Protoco l_2300-2.3.00_Bui ld_174.jar   

-  SEN_HW_hdf_2300.jar  

-  SEN_HW_Hardware_2300-2.3.00_Bui ld_174.jar  

1.1 -  Detection 

Upon star tup,  BPM Express for  Hardware  tests each connector in  order to detect which 
hardware informat ion sources are avai lab le  (vendor -spec i f ic  hardware agents , standards 
instrumentat ion layers , etc.) . Th is is  cal led the "detect ion process".  

1.2 -  Discovery 

Once BPM Express for  Hardware  knows which hardware information sources are avai lab le and 
can be connected to , i t  tr ies to d iscover the hardware environment by querying these se lected 
hardware informat ion sources, as descr ibed in the corresponding *.hdf  f i les . This is  ca l led the 
"discovery process".  

1.3 -  Col lect ion 

Fina l ly , when the detect ion and d iscovery processes are complete,  BPM Express for  Hardware 
starts co l lect ing data about the d iscovered hardware environment (status, temperatures , 
voltages, etc .) by querying the detected hardware information sources as descr ibed in the 
corresponding *.hdf  f i les. Th is is  cal led the "col lect ion process" .  
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2 - The Connectors 

Each connector is  an “ .hdf”  f i le that is  dedicated to one hardware informat ion source. The 
purpose of  each “.hdf”  f i le is  to descr ibe how  BPM Express for  Hardware  can connect to the 
hardware informat ion source ava i lable on a p latform and which informat ion is  ava i lab le  
through th is source. For example, MS_HW_Director41NT.hdf  wi l l  descr ibe how to get  
information f rom the IBM Director 4.1 Agent and then monitor  an IBM xSer ies server.  

An “.hdf”  f i le can te l l  the  BPM Express for  Hardware  engine to do the fo l lowing act ions:  

-  Query a SNMP agent (get, get  next, and tab les)  

-  Execute a WBEM query (us ing WMI for  Windows and the Pegasus implementat ion of  WBEM 
for Linux)  

-  Execute an OS command (us ing TELNET and SSH)  

Each “ .hdf”  f i le uses a mix of  these possib le act ions with some comput ing capabi l i t ies to make  
BPM Express for  Hardware  gather useful data in a g iven hardware informat ion source.  

Note: The “ .hdf”  f i les are packed as “SEN_HW_hdf_2200.jar” . The “ .hdf”  f i les re leased by 

Sentry Software are encrypted and therefore cannot be updated or modif ied by the end-user.   
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3 - The Detection Process 

On star tup,  BPM Express for  Hardware: 

1.  Gets the l ist of  ava i labl e connectors “*.hdf” f i les f rom SEN_HW_hdf_2300.jar  

2.  I t tests for  detect ion cr iter ia (OS type, Windows, processes,  SNMP request , e tc .)  for  each 
“.hdf”  f i le found.  

3.  Then i t  marks the “ .hdf ”  f i les  as "detected" once al l  i ts  detect ion cr iter ia is  succ essfu l ly  
met.  There may be several connectors detected at  one t ime (typical ly : one connector for  
the temperatures , vol tages, etc . ,  one for  the RAID disk contro l ler  and one for  the non -
RAID disk contro l ler).  

4.  After which i t  launches the discovery process.  

Note: Only one “.hdf”  f i le can descr ibe the computer model and manufacturer , as only one 

icon for  the computer wi l l  be created. The  BPM Express for  Hardware  engine wi l l  ensure that 

only one “.hdf”  descr ib ing the computer model wi l l  be marked as "detected".  
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4 - The Discovery Process 

The d iscovery process is  launched just af ter  the end of  the detect ion proce ss. I t takes the 
fo l lowing act ions:  

-  Processes the "Enclosure.Discovery" sect ion of  the detected connectors (“ .hdf”) that  
descr ibe the computer model and create the main  BPM Express for  Hardware  and computer  
icon (c lass: MS_HW_ENCLOSURE). Most of  o ther icon s (fans, temperatures , e tc.) w i l l  be 
created under th is computer icon.  

-  Launches the disk contro l ler  d iscovery that  processes the "D iskContro l ler .D iscovery" 
sect ion of  each detected “.hdf”  f i le .  

-  Launches the other d iscover ies (fans,  temperatures , vol tages, power suppl ies,  log ica l 
d isks, physical  d isks  and other devices) that  wi l l  process the corresponding sect ions  of 
each detected “.hdf”  f i le  and create the corresponding icons.  
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5 - The Collection Process 

Once the discovery process is  complete, the col lect ion process s tarts.  Every f ive minutes ,  BPM 
Express for  Hardware  spawns several paramlets that are responsib le  for  the col lec t ion of  
information about a g iven device type.  

For example, SEN_HW_FAN_CLASS paramlet w i l l  gather fan informat ion f rom the dif ferent  
detected hardware informat ion sources, as descr ibed in the corresponding “.hdf”  Fan.Col lec t 
sect ion.  

These paramlets  are "attached" to the main  BPM Express for  Hardware  icon (SEN_HW_MAIN 
c lass) and not to the corresponding c lasses and instances.  

When a dev ice has been marked as "miss ing" by the discovery process ( i .e.  had been 
discovered and is no longer d iscovered), the col lect ion process no longer quer ies the hardware 
information source and s imply sets the status of  the object to alarm.  
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1 - Monitoring Fans, Temperatures, Power-Supplies and Voltages  

 
F igure 5: Monitoring View 

BPM Express for  Hardware  
automat ical ly  detects the information 
sources avai lab le on the monitored 
computer and displays the hardware 
information provided by those sources.  

I f  a hardware informat ion source 
provides data about temperatures , 
fans, vol tages or power -suppl ies, an 
icon is  automatical ly  created for  each 
sensor found in the system, as wel l  as 
for  one or more parameters.  

-  In the lef t pane, c l ick on an 
element and see a l l  i ts  moni tored 
hardware in deta i l  in  the r ight  
panel  

-  By c l ick ing on any hardware 

component in the lef t  pane , you 
wi l l  see detai ls  about i t  in the r ight  
pane.  

 

Figure 6: Chart  View 

For each monitored element, graphs & 
text reports are bui l t  by pol l ing the 
parameter instances every f ive 
minutes. To v iew these graphs or text 
reports f rom the Status tab:  

-  Click the  parameter > cl ick the 
corresponding History icon  that 
appears in the r ight pane.  

-  For parameters with numeric 
values or Boolean values such as : 
temperature, vol tage, speed, 
speedpercent and usedcapaci ty, 
you can see the results e ither in 
Chart view  (graph) or Table  view 

-  For parameters with text values 
the report d isp layed is  in a tab le 
v iew.  

 

Depending on the type of  p latform and sensors , and whenever  possib le, a lert  thresho lds are 
automat ical ly  set  by  BPM Express for  Hardware . When the parameter value breaches these 
thresholds , i t  is  Status - a text  parameter  that  d isp lays the overal l  s tatus for  every instance,  
that tr iggers a lerts , and a not i f icat ion is  sent out according to the options conf igured in the 
Porta l.  
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Note 1: I f  a device appears to be miss ing, the Status  parameter wi l l  tr igger an a lert .  

 
Note 2:  Status  is  a text parameter that descr ibes the overal l  status of  the corresponding 
device or sensor .  I t is  the Status parameter that  raises  a lerts  when any of  the other 
parameters for  the device breach their  thresholds. A lert cond it ions  for  Status  descr ibe in 
symbol ic  terms what occurs in the Status parameter when thresho lds are breached: one 
exclamat ion mark tr iggers a warning; two exclamat ion marks ra ise an a larm.  
Example: I f  BPM Express for  Hardware  detects that manufacturer -spec i f ied thresholds for  the 

device have been breached, the Status parameter wi l l  report for  example:  “ WARNING! This 

network adapter has degraded” or, “ALARM! This network adapter is not detected 

anymore” or as the case may be. The his tory graph shows the exact deta i ls  of  the problem, its  

consequences and recommended act ions.  

1.1 -  Fans 

To avoid temperatures  that are too h igh, system manufacturers insta l l  fans on 
cr it ica l  dev ices (processors, power suppl ies ,  etc .) .  Monitor ing fans is  important  

because they ensure a proper temperature for  the syste m to work ef f ic ient ly.  

Depending on the ava i lable informat ion, the Speed  and/or  SpeedPercent  and/or Status  
parameters wi l l  be d isplayed for  each detected fan device:  

-  The Speed  parameter represents the speed of  the corresponding fan in ro tat ions/minute. 
An aler t is  tr iggered i f  the fan speed is too low for  proper funct ioning.  

-  The SpeedPercent  parameter represents the speed of  the corresponding fan in percentage 
of  i ts  maximal speed.  

-  The Status  parameter represents the overal l  s tatus of  the fan. An a lert i s  tr iggered i f  any 
of  the parameters breach their  respect ive thresholds. I t is  on ly Status  that wi l l  tr igger and 
display the a lerts . When al l  is  f ine, Status  shows “OK”, and when there is  problem, it  
shows “WARNING!” or  “ALARM!!” w ith a detai led descr ipt io n of  the issue,  i ts  consequences 
and recommended act ions. The a lert cond it ions for  Status are: “!”=WARNING; “!!”=ALARM 

Example: “OK” , or , “ALARM!! This fan is not detected anymore”.  

1.2 -  Temperatures 

As with any electronic device, ch ips and other  components of  a computer s top working 
when the temperature r ises too high (many unrecoverable errors, c rashes and even 
hardware damage).  Temperatures  may r ise  too high when the dev ice is  abnormal ly 
over loaded, when a fan is  not  working proper ly or  when the ambient  temp erature is  too 
hot. Moni tor ing the temperatures of  cr i t ical  dev ices of  your system a l lows you to take 
act ion before a crash occurs.  

Depending on the ava i lable informat ion,  the Temperature and/or Status  parameters w i l l  be  
d isplayed for  each detected tempera ture sensor:  

-  The Temperature  parameter represents the current temperature read ing in Cels ius degrees 
(°C).  

-  The  Status  parameter  represents the overal l  status of  the temperature.  An alert is  
tr iggered i f  the temperature r ises to h igh, or  i .e . i f  any of  the other  parameters breach 
the ir  respect ive thresho lds. I t is  on ly Status  that wi l l  tr igger and disp lay the a lerts .  When 
al l  is  f ine, Status  shows “OK”, and when there is  problem, i t  shows “WARNING!” or 
“ALARM!!” wi th a deta i led descr ip t ion of  the issue, i ts  consequences and recommended 
act ions. The aler t condi t ions for  Status are: “!”=WARNING; “!!”=ALARM 

Example: “OK” , or , “ALARM!! The temperature is critically high”  
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1.3 -  Power Supplies 

The power supply is  the component that transforms the AC Line into e lectr ic  power  
needed by the computer . Therefore the power supply is  a h igh ly cr it ica l  device of  
a computer that should  never fai l .  Due to th is , many vendors bui ld servers with 
redundant power suppl ies. Monitor ing power suppl ies a l lows the operators to be 
alerted when a power supply fa i ls ,  or  even in some cases  when a power supply is  
over loaded.  

Depending on the avai lable informat ion, the UsedCapaci ty  and/ or  Status  parameters wi l l  be 
d isplayed for  each power supply or  power unit device:  

-  The UsedCapac i ty  parameter represents the current power usage as  a percentage. The 
Status parameter tr iggers an a ler t when the power supply ’s max imum power output is  
reached.  

-  The Status parameter represents the overal l  status of  the power supply.  An aler t is  
tr iggered i f  power output  goes out  of  range ,  or  i .e. i f  the parameter for  breaches its  
thresholds . I t is  on ly Status  that wi l l  tr igger and display the a lerts .  When al l  i s  f ine, Status  
shows “OK”, and when there is  problem, i t  shows “WARNING!” or  “ALARM!!” wi th a deta i led  
descr ipt ion of  the issue, i ts  consequences and recommended act ions.  The aler t cond it ions  
for  Status are: “!”=WARNING; “!!”=ALARM 

Example: ““WARNING! Problem: This power supply is in degraded state, or about to 
fail” or “ALARM!! The power consumed by the system is out of the supported 

range"  

1.4 -  Voltages 

Power suppl ies convert the AC l ine power into vol tages and currents needed by the 
motherboard of  the computer . The s tab i l i ty o f  the motherboard (and therefore that  of  the 
overal l  computer) s trongly depends on th is power converter. Vo ltages that  are too low or too 
high may lead to unpredictable system crashes. Monitor ing the value o f  the d if ferent voltages 
needed by the motherboard wi l l  he lp in detect ing unstable system instabi l i ty .  

Depending on the avai lable information,  the Voltage and/or Status  parameters are 
d isplayed for  each vol tage sensor on the motherboard:  

-  The Vol tage parameter represents the voltage output in  m i l l iVo lts (mV).  An a lert 
is  tr iggered by the Status parameter i f  the voltage goes out of  the proper ran ge.  

-  The Status parameter  represents  the overa l l  status of  the vol tage. I t tr iggers an a lert i f  
the vol tage output is  too low for  proper funct ioning or i f  i t  goes out of  the proper range.  I t  
is  only Status  that wi l l  tr igger and disp lay the alerts.  When a l l  is  f ine,  Status  shows “OK”,  
and when there is  problem, i t  shows “WARNING!” or  “ALARM!!” wi th a deta i led descr ip t ion 
of  the issue, i ts  consequences and recommended act ions. The aler t condit ions  for  Status  
are: “!”=WARNING; “ !!”=ALARM 

Example: “OK” or “ALARM!! This voltage sensor is no longer detected"  
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2 - Monitoring Storage 

 

Figure 7: Monitoring Storage: Physical Disk  

BMC Performance Manager Express for  
Hardware automatica l ly  detects 
information sources ava i lable on the 
monitored computer and displays the 
hardware informat ion provided by 
these sources.  

An icon wi l l  be created for  each 
storage-re lated device: physica l d isks 
and logica l d isks.  

Each icon is  labeled wi th a descr ipt ion 
of  the device: ID, s ize, vendor, ro le, 
etc.  

By c l ick ing on the phys ical  / logical  
d isk in the lef t pane, you can see its 
deta i ls  in the r ight pane.  

Each of  these disks d isp lay which disk 

contro l ler  they are attached to, a long 
with the other moni tored parameters.  

 

 

Figure 8: Monitoring Storage:  Logical Disk  

Note 1:  I f  a device appears to be miss ing, the Status parameter wi l l  tr igger an aler t i f  
necessary.  
 
Note 2:  Status  is  a text parameter that descr ibes the overal l  status of  the corresponding 
device or sensor .  I t is  the Status  parameter that  raises  a lerts  when any of  the  other 
parameters for  the device breach their  thresholds. A lert cond it ions  for  Status  descr ibe in 
symbol ic  terms what occurs in the Status parameter when thresho lds are breached: one 
exclamat ion mark tr iggers a warning; two exclamat ion marks ra ise an a larm.  
Example: I f  BPM Express for  Hardware  detects that  manufacturer -specif ied thresholds have 

been breached, the Status parameter wi l l  report , for  example:  “WARNING! This disk is 

about to fail” or, “ALARM!! This logical disk is no longer detected” or as  may be 

the case. The his tory graph shows the exact  deta i ls  of  the problem, its  consequences and 

recommended act ions.  

2.1 -  Physical Disks 

Phys ica l d isks  must be monitored to avoid  loss of  data, unavai lab i l i ty and 
performance degradat ion. When ava i lable , the S.M.A.R.T. techno logy wi l l  be used 

to predict  a d isk fai lure before it  occurs .  Depending on the ava i lable informat ion, 
the Predic tedFai lure ,  ErrorCount and Status  parameters wi l l  be d isplayed for  each 

discovered physica l d isk:  

-  The Pred ictedFai lure  parameter uses the S.M.A.R.T. techno logy to predict phys ica l d isk 
fai lures. An a lert wi l l  be tr iggered by the Status parameter i f  i t  i s  predicted that the 
Phys ica l Disk wi l l  soon break down.  



 

 

BMC®  Performance Manager Express for  Hardware vers ion 2.3.00  

User Guide  

 

 

25 

-  The ErrorCount  parameter is  incremented each t ime an error occurs on th is phys ica l d isk . 
An aler t is  raised by the Status parameter f rom the f irst detected error. The Status  
parameter represents the overal l  status of  the physical d isk and tr iggers an a lert is  
tr iggered i f  the phys ica l d isk i s  not ava i lable for  proper operation or i f  any of  the other 
parameters breach their  thresho lds.  

-  The Status  parameter represents the overa l l  status  of  the physical  d isk .  I t tr iggers an aler t 
i f  the phys ica l d isk miss ing or not fu l ly  operational or  i f  any of  the other parameters have 
breached the ir  thresho lds. I t is  on ly Status that w i l l  tr igger and d isplay the a lerts . When 
al l  is  f ine, Status shows “OK”, and when there is  problem, i t  shows “WARNING!” or 
“ALARM!!” wi th a deta i led descr ip t ion of  the issue, i ts  consequences and recommended 
act ions. The a lert cond i t ions for  Status are: “!”=WARNING; “!!”=ALARM . Example: “OK” or  
“ALARM!! This phys ica l d isk is  no longer detected. "  

-  The Attached to parameter states which d isk contro l ler  the physica l d isk is  at tached t o.  

Note:  The Status  parameter reports an “ALARM!!” i f  the ErrorCount  parameter is  greater than 

zero (that is: the d isk encountered some errors). S ince the counter is  reset every 24th hour,  
the correspond ing aler t  on the Status parameter wi l l  automat ica l ly  be c leared after  24 hours . 
Th is mechanism enables BPM Express for  Hardware/Portal  to report pure event-dr iven a lerts  

with no need for  manual  acknowledgement f rom the operators .  

2.2 -  Logical  Disks 

RAID or advanced disk contro l lers expose several physical d isks a s a s ing le logical d isk to the 
operating system. The status  of  a logical  d isk  typical ly  corresponds to the status of  a RAID 
array (on- l ine, degraded, rebui ld ing, etc .) . For each logical d isk d iscovered, the Status  
parameter is  d isplayed:  

-  The ErrorCount  parameter  represents number of  errors encountered by the LOGICAL d isk 
s ince the las t counter reset. The error count is  automat ica l ly  reset every 24th hour (by 
defaul t; th is sett ing is  conf igurab le).  

-  The Status parameter represents the overal l  s tatus of  the logica l  d isk.  It tr iggers an aler t 
i f  the logical  d isk miss ing or i f  any of  the other parameters have breached the ir  thresholds .  
It is  only Status  that wi l l  tr igger and d isplay  the a lerts . When a l l  i s  f ine, Status  shows 
“OK”, and when there is  problem, it  s hows “WARNING!” or  “ALARM!!” wi th a detai led  
descr ipt ion of  the issue, i ts  consequences and recommended act ions.  The aler t cond it ions  
for  Status are: “ !”=WARNING; “ !!”=ALARM. Example: “OK” or “ALARM!!  This logical d isk is  

no longer detected."  

-  The Attached To parameter states which d isk contro l ler  the logica l d isk is  at tached to .  

Note 1: For non-RAID disk contro l lers (as most of  IDE contro l lers,  for  example), no logica l  
d isk wi l l  be d isplayed.  
 
Note 2: The Status  parameter reports an “ALARM!!” i f  the ErrorCount parameter is  greater  
than zero (that is : the d isk encountered some errors). Since the counter is  reset every 24th 
hour,  the correspond ing alert on the Status parameter w i l l  automat ica l ly  be c leared after  24 
hours. Th is mechanism enables BPM Express for  Hardware/Por ta l  to report pure event -dr iven 

alerts with no need for  manual acknowledgement f rom the operators.   
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2.3 -  Disk Control ler  

A disk contro l ler  is  a card ins ide a computer that connects one or several phys ica l d isk dr ives 
to th is computer . Some intel l ig ent d isk contro l lers (such as RAID contro l lers) manage severa l  
physica l d isks as a s ingle log ica l d isk which is  the only d isk exposed to the operating system. 
Moni tor ing both phys ica l  and logical d isks is  essent ia l  to ensure that storage is  ava i lable .  

Depending on the system and the informat ion avai lab le,  the BatteryStatus  and 
Contro l lerStatus parameters wi l l  be d isp layed.  

-  The BatterySta tus parameter tr iggers an a lert  to predict that the d isk contro l ler  battery  
wi l l  be unable to support the contro l ler  in th e event of  a power fai lure .  

-  The Contro l lerS tatus  parameter d isp lays the status of  the d isk contro l ler .  

Note: Al l  systems may not be able to provide this information  
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3 - Monitoring Processors, Memory modules and Network interfaces  

 

BMC Performance Manager Express for  
Hardware automatica l ly  detects the 
information sources ava i lable on the 
monitored elements and displays the 
hardware informat ion provided by these 
sources.  

I f  at least one hardware informat ion 
source provides useful data about the 
most cr i t ical  non-storage devices in the 
computer, an icon wi l l  be created for  each 
device: processors, memory modules and 
network inter faces.  

Cl ick ing on the icon in the lef t pane, for  
example, c l ick ing on memory module, wi l l  
d isp lay its deta i ls  in the r ight pane.  

Figure 9: Monitoring Memory 

Processors, memory modules and network inter faces icons are created under an e lement icon.  
Each icon is  labeled wi th a descr ipt ion of  the device: ID, s ize, vendor, ro le, etc .  

Note 1: I f  a device appears to be miss ing, the Status parameter wi l l  tr igger an alert i f  

necessary.  
 
Note 2:  Status  is  a text parameter that descr ibes the overal l  status of  the corresponding 
device or sensor .  I t is  the Status parameter that  raises  a lerts  when any of  the other 
parameters  for  the device breach their  thresholds. A lert cond it ions  for  Status  descr ibe in 
symbol ic  terms what occurs in the Status  parameter when thresho lds are breached: one 
exclamat ion mark tr iggers a warning; two exclamat ion marks ra ise an a larm.  
Example: I f  BPM Express for  Hardware  detects that manufacturer -spec i f ied thresholds for  the 

device have been breached, the Status parameter wi l l  report  for  example:  “WARNING! This 

network adapter has degraded” or, “ALARM! This network adapter is not detected 

anymore” or as may be the case. The h is tory graph shows the exact detai ls  of  the problem, i ts 

consequences and recommended act ions.  
 
Note 3:  The Status  parameter reports an ALARM if  the ErrorCount  and CorrectedErrorCount  

parameters report  values greater than zero ( t hat is:  the d isk encountered some errors). S ince 
the counter is  reset every 24th hour, the cor responding a lert on the Status  parameter wi l l  
automat ical ly  be c leared after  24 hours .  Th is mechanism enables BPM Express for 
Hardware/Porta l  to report pure event -dr iven a lerts with no need for  manual acknowledgement 

f rom the operators.  
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3.1 -  Processors 

Processors (a lso cal led CPU, Centra l Process ing Uni t) are obvious ly the most cr i t ical  dev ices  
within a computer . Whi le a processor fau lt  may often lead to a system crash  without a chance 
for  a monitor ing tool to catch the error, i t  can s t i l l  be usefu l to monitor  a server ‟s processors.  

In the case of  a system crash due to a processor fault ,  the system reboots automatical ly. The 
reboot is  e ither tr iggered by the operat ing s ystem or by the motherboard itse l f .  I f  a processor 
is  no longer working, i t  is  automat ica l ly  d isabled by the BIOS and, i f  there is  one processor 
lef t ,  the operating system starts w ith one processor less.  

BMC Performance Manager Express for  Hardware  monitors each processor and checks that i t  is  
present and running. I f  a processor is  miss ing upon a reboot, BPM Express for  Hardware  wi l l  
tr igger an a ler t.  

On some recent or  high-end servers, processors are able to correct some operation errors by 
themselves ( l ike the ECC memory). I f  th is informat ion is  ava i lable , i t  is  d isp layed in the Portal  
by BPM Express for  Hardware . In addi t ion, i f  the processor is  able to  predict a fa i lure, th is 
information wi l l  be monitored by BPM Express for  Hardware  and shown in the Por ta l  v iew.  

Depending on the information avai lab le,  the Status  and/or CorrectedErrorCount  and/or  
Predic tedFai lure  parameters wi l l  be d isp layed for  each discovered processor (CPU):  

-  The Status  parameter  represents  the overa l l  status of  the processor. An a lert  i s  tr iggered 
i f  the processor is  not avai lab le for  proper operation (miss ing, d isab le  by the BIOS due to 
a POST error, etc.) or  i f  any i f  the other parameters breach the ir  thresholds.  

-  The Pred ictedFai lure  parameter reports the predict ive fai lure analys is , performed by the 
processor i tsel f .  Th is information is  based on the rate of  corrected errors.  

-  The CorrectedErrorCount  parameter represents the number of  errors that have been 
automat ical ly  corrected by the processor. This informat ion can be very usefu l to predic t a  

fai lure in the near future.  

3.2 -  Memory Modules 

The main memory of  a computer is  actual ly as cr it ica l  as the processors s ince a lmost a l l  
processor operations deal wi th the memory.  A s ingle memory fault wi l l  lead to severe 
computer crash with,  potent ia l ly, data corruption. On servers, the memory modules  ( the 
devices where the memory data is  actua l ly stored) of ten inc lude auto -correct ion features 
(ECC), and somet imes even better : RAID5 -l ike memory conf igurat ion. These features and 
conf igurat ions a l low the memory modules to report stat is t ics on fai lures , to predict fa i lures , to  
hot-replace a memory module upon fa i lure , etc .  

Depending on the avai lable informat ion and the features provided by the motherboard and the 
memory modules, the ErrorCount  and/or Pred ictedFai lure and/or Status  parameters w i l l  be 
d isplayed for  each discovered memory module:  

-  The ErrorCount  parameter reports the number of  errors that have been detected by the 
memory module and then corrected. A stead i ly growing value means that the memory  
module is  not re l iable and that i t  could encounter errors that i t  is  unable  to correct and 
that wi l l  then crash the system.  

-  The Predic tedFai lure  parameter is  reported by the memory modules which try to predict i f  
i t  is  go ing to fa i l  by analyz ing the trend  of  the number of  detected/corrected errors 
(thanks to the ECC technology). I f  this parameter goes into alarm, you should remove the 
faul ty memory module and replace i t  wi th a new one.  

-  The Status  parameter represents the overal l  status  of  the memory module . An a lert is  
tr iggered i f  the memory module reports a fai lure ( in a RAID5 -l ike conf igurat ion), i f  i t  is  
miss ing af ter  a computer reboot  or  i f  any of  the other parameters breach the ir  thresho lds.  
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3.3 -  Network Interfaces  

Network inter faces are  devices that serve  as  a common interface for  var ious other devices 
within a loca l area network ( LAN), or  as an inter face to al low networked computers to connect  
to an outs ide network. I t is  therefore essent ia l  to make sure these devices are proper ly 
running and l inked to the network. For each network inter face d iscovered, the Status ,  
ErrorPercent  and/or L inkStatus parameters are d isplayed:  

-  The Status  parameter represents the overal l  s tatus of  the network inter face. An aler t is  
tr iggered when the network inter face is  not resp onding, or  any of  the other parameters ‟  
thresholds are breached.  

-  The L inkStatus  reports whether or  not the adapter is  proper ly l inked to  the network f rom a 
pure hardware cable perspect ive ( it  w i l l  not report a bad IP conf igurat ion for  example).By 
defaul t,  the L inkStatus  parameter ra ises an alert  ( through Status) only for  previously  
connected network adapters that are no longer l inked to the network.  

-  The ErrorPercent  parameter represents the percentage of  sent and received network 
packets that were in er ror.  A high percentage of  errors of ten means that the network l ink 
is  improper ly conf igured or that the network card is  funct ion ing poor ly  and thus needs to 
be replaced.  
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4 - Missing Device Detection 

The miss ing dev ice detect ion mechanism of  BPM Express for  Hardware  a lerts operators when a 
device that was previously detected in the system is no longer found.  

This mechanism is especia l ly  usefu l when, for  example, a non-redundant phys ica l d isk does not 
restart dur ing a system reboot and therefore is  no longer seen by the operating system and 
the monitor ing software.  

When a device is  no longer d iscovered, i ts  Status  parameter goes into alarm and i ts labe l 
d irect ly shows that i t  is  miss ing.  
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5 - Connector Monitoring 

When a BMC Performance Manager Express for  Ha rdware connector  has been detected as 
appl icable  to the current p latform, a corresponding instance is  created under Infrastructure  
> Element  > BMC Performance Manager Express for Hardware  and its status is  moni tored 
regular ly to ensure that  the under ly ing techno logy is  st i l l  avai lab le .  

Example: BMC Performance Manager Express for  Hardware  is  running on a Del l  server with Del l  
OpenManage Server Adminis trator .  

-  Upon startup,  BPM Express for  Hardware  detects De l l  OpenManage Server Administrator 
and starts us ing  the cor responding connector to  d iscover the server hardware conf igurat ion 
and monitor  the d iscovered devices.  

-  Addit iona l ly ,  BPM Express for  Hardware  creates  an icon representing the Del l  OpenManage 
Server Adminis trator connector.  

-  Every 5 minutes, i ts  Status parameter is  updated.  

-  I f ,  for some reason, the Del l  agent stops working, an a larm is ra ised on the Status  
parameter and the devices that were d iscovered through to this connector are taken 
of f l ine.  

 

Figure 10: Connector Monitoring  

This connector moni tor ing mechanism he lps adminis trators detect hardware agent fa i lures. I t  
also provides a high monitor ing accuracy by not confus ing errors encountered by devices with 
errors caused by a monitor ing -too l fa i lure .  
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1 - Threshold Management  

1.1 -  How thresholds are set  

BMC®  Performance Manager Express for  Hardware  dynamica l ly  sets  the thresholds  on al l  of  i ts  
parameters , depending on the platform i t is  running on. Al l  the warnings and a lerts that are  
thus automatical ly  set to tr igger v ia the Status  parameter of  each element d if fer  depending on 
the thresholds of  each host machine. This is  why a recapi tu lat ive tab le of  the aler t thresho lds 
cannot be provided;  BPM Express for  Hardware  takes the manufacturer -set thresholds for  each 
component and sets aler t rules according ly.  

1.2 -  Parameters conf igured to tr igger alerts  

I t is  only Status ,  the text parameter that shows the  overall  status  of  each monitored element 
that d isp lays the a lert condit ions  and tr iggers warnings and a larms.  

For example, let ‟s  take the case of  Network Interface, which has the fo l lowing instances under  
i t :  

-  LinkStatus : shows whether or  not the card is  p lugged or unplugged.  
Plugged = OK, Unp lugged ( i f  previous ly p lugged) = Alarm  

-  ErrorPercent : shows the percentage of  er rors detected.  
Uni t: %10-30 = Warning; 30-100=Alarm 

-  Status : shows the overal l  status of  the above instances.  
Values: OK, Unp lugged=Warning, Cr it ica l /Miss ing = Alarm  

I f ,  for  instance, the L inkStatus  shows that the network inter face is  unp lugged, i t  w i l l  d isp lay 
th is under the History  i con with a l l  the detai ls  of  the same.  However, only the icon for  Status 
wil l  go into Warning .  

S imi lar ly, i f  the ErrorPercent  parameter thresho lds breach Alarm leve ls,  i t  is  Status that w i l l  
tr igger the alarm and not ErrorPercent.  
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2 - Configuration of Alert Conditions 

BPM Express for  Hardware  ass igns the pre-set thresho lds  to i ts  symbol ic  cond it ions of  
exclamat ion marks.  For instance, when a manufacturer -set  thresho ld reaches warning leve l –  
BPM Express for  Hardware  trans lates i t  to the symbol of  one exc lamat ion mark,  and then 
tr iggers a warning symbol in the Status  parameter; and for  an a larm-leve l breach,  i t  has  
ass igned  tr igger ing of  an a larm by two exclamat ion marks. You can see this under 
Thresholds in the Configure tab .  

Neverthe less,  i t  i s  possib le to modify these pre -set thresholds v ia the Configure  tab in the 
BMC®  Portal .  You must however remember that  you have to deact ivate  the thresholds for  the 
Status parameter (which wi l l  o therwise cont inue to cons ider pre -set  thresholds), and instead 
direct ly ass ign thresho ld values against ind iv idua l parameter instances  of  th at c lass .  
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3 - Modifying Parameter Thresholds  

Whenever possib le ,  BPM Express for  Hardware  automat ical ly  sets thresholds for  parameters .  
These thresholds are retr ieved from avai lable  information and they are genera l ly accurate.  
Normal ly, there is  no need to mod ify these thresholds but in  case  BPM Express for  Hardware  
cannot obta in them, or i f  you prefer a more faul t -to lerant monitor ing, you can modify the 
thresholds of  each parameter through the Configure  tab >  Edit  Thresholds .  

 

Figure 11: Deactivate alert condit ions on Status  

1.  Deactivate  
the a lert 
condi t ions in 
the Status  
parameter , 
i .e . uncheck 
the boxes for  
Warning and 
Alarm. 

 

Figure 12: Modify Thresholds on Parameter  

2.  Go to the 
instance 
whose 
thresholds 
you want 
to modify,  
and 
physica l ly  
modify  the 
values.  

3.  Check the 
boxes to 
set the 
alert 
condi t ions.  

4.  Save 
changes .  
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1 - Supported Platforms 

Current ly  BPM Express for  Hardware  supports the fo l lowing hardware information sources:  

Supported Platform Required Hardware Agent  

Dell PowerEdge computers Dell OpenManage Server Administrator 

Fujitsu-Siemens PRIMERGY Fujitsu-Siemens Serverview Agent 

Fujitsu-Siemens Blade systems Management Blade 

HP (Compaq) ProLiant computers HP Insight Management Agents 

HP Integrity and Itanium-based SuperDome computers 
running Microsoft Windows or Linux 

HP Insight Management Agents 

HP AlphaServer computers The Insight Management Agents 

HP Netserver computers The HP TopTools Agent 

HP Integrity, HP 9000, HP 3000 and PA-RISC-based 
SuperDome computers running HP-UX 

None. Hardware Sentry uses internal HP-UX system commands 
for in-band and out-of-band monitoring (using the MP or GSP) 

IBM xSeries and Netfinity computers IBM Director Agent 

IBM BladeCenter systems Management Module 

IBM RS/6000, pSeries and eServer p5 (AIX) computers No agent needed 

NEC Express5800 computers NEC ESMPRO Agent 

StorageTek LSeries Tape Libraries LSeries SNMP agent 

Sun SPARC-based computers No agent needed  

Sun AMD Opteron-based computers (Linux/Solaris) IPMItool and lsiutil 

Any unbranded PC Motherboard Monitor® 

Detai ls  on each hardware agent and the parameters / components i t  permits BPM Express for 
Hardware to moni tor  are g iven in the Reference guide , you can also  refer  to the complete  
documentation in the onl ine technica l l ibrary for  BPM Express for  Hardware .  

As Sentry Software  is  cont inuous ly working on  the support of  new hardware information,  
sources and new platforms  that can be monitored with  BPM Express for  Hardware  for  the Porta l  
wi l l  continue to grow.  

Please check our web site (www.sentrysoftware.net ) to f ind the latest updates. Add-ons for  
BPM Express for  Hardware  can be obta ined for  f ree and do not need an update of  the 
Performance Manager  i tsel f .  

 

http://www.sentrysoftware.net/downloadBpmeHardware.asp
http://www.sentrysoftware.net/library/senhw/sen_hw_help.htm
http://www.sentrysoftware.net/
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2 - Enabling the Debug Mode 

By defaul t ,  BPM Express for  Hardware  sends only the most  cr i t ical  in formation,  warning and 
error messages to Status  parameter report. Most of ten, this informat ion is  accurate enough to 
ensure that  BPM Express for  Hardware  is  funct ioning proper ly.  

I f  you encounter a bug and wish to report i t  to  Sentry Software, you wi l l  be asked to enab le 
the Debug Mode and provide the debug output to the Sentry Software support team.  

 

Figure 13: Enable the Debug Mode 

To enable the debug mode: 

1.  Conf igure tab > c l ick on the element whose debug output you require.  

2.  Scrol l  down to Applicat ion Classes  > c l ick Edit .  

3.  Select “Yes” f rom the dropdown Debug Mode l ist  > Save .  

4.  By default ,  BMC Performance Manager  Hardware sends its  debug output to: 
%RSM_HOME%/RSM/SEN_HW/sen_hw_debug_hostname. log. The debug f i le is  stored on the 
computer where the RSM is ins ta l led .  

Note: I f  the element was created through “E lement Prof i le” , p lease edit the same way.  

WWaarrnn iinngg !!  Pay attent ion to the f i le s ize  -  the debug output of  BPM Express for  Hardware could 

be very large when running for  several days.  
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3 - Reinitializing Certain Parameters  

Due to  the inner mechanism of  servers, and that  of  BPM Express  for  Hardware ,  certain 
parameters have a tendency to tr igger aler ts far  too f requently .  More often than not, these  
alerts do not ind icate a grave problem, and are annoying to administrators who have to deal  
with them a l l  the t ime.  ErrorCount  and CorrectecErrorCount  are two such parameters.  

Rein it ia l i z ing these parameters  automat ica l ly  reduces the tr igger ing of  such “ ignorable”  aler ts .  
For this reason ,  BPM Express for  Hardware  has conf igured ErrorCoun t  and  
CorrectedErrorCount to  be re-in i t ia l ized every 24hrs  by defaul t .  Th is t ime-frame is 
customizable .  

Basical ly, here‟s what happens:  

When BPM Express for  Hardware detects the parameter ErrorCount for  the f irst t ime, i t  notes 
the number of  erro rs encountered,  and keeps that “1 s t  d iscovered” number as a base–count.  
After  which, each t ime i t  d iscovers an Errorcount  greater than th is recorded base-count  (which 
becomes i ts “thresho ld” , i t  tr iggers an aler t through the Status  parameter of  that  c lass.  This , 
as you can te l l ,  happens far  too often.  I t is  the same with CorrectedErrorCount .  

Now, conf igured by default to “re -ini t ia l i ze” every 24hrs, i t  is  programmed to take the last  
recorded Errorcount/Corrected ErrorCount as the new “base-count or  threshold” for  the f resh 

round after  reset . Th is is  the inner mechanism, the disp lay shows that on reset the count is  
zero, and i f  i t  increases  to one, an alarm is tr iggered.  

Example:  

-  Let‟s  say the very f irst d iscovered ErrorCount  for  SEN_HW_LOGICALDISK is 40.  

-  Now onwards, every t ime, BPM Express for  Hardware  “discovers”  the Logica ld isk , and i t  
meets an Errorcount of  any value greater than 40, the Status parameter of  that ins tance 
wi l l  tr igger an a lert .  

-  Remember it  is  programmed for  re init ia l i at ion every 24hrs.  

-  So, suppose dur ing the last “co l lec t”  just before the reset takes p lace, the Errorcount is  
„48 ‟ ,  BPM Express for  Hardware  wi l l  record „48 ‟  as the “base-count”  for  the next round 
after  re-in it ia l i zat ion.  

-  Hence af ter  24hrs (or the t ime you set: 6hrs, or  1hour etc), the basecount /thresho ld for  
Errorcount wi l l  be 48, and so on and so forth.  

3.1 -  Classes that  contain “reinit ial izable” parameters:  

ErrorCount app l ies to:  

-  SEN_HW_LOGICALDISK 

-  SEN_HW_MEMORY 

-  SEN_HW_PHYSICALDISK 

-  CorrectedErrorCount  appl ies to  

-  SEN_HW_CPU 
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4 - BMC Performance Manager Express for Hardware  Shows Nothing 

Even i f  BMC Performance Manager Express  for  Hardware is  unable to detect any ava i lab le 
hardware informat ion source, i t  should create  an icon labeled " BMC Performance Manager  
Express for  Hardware" under the main computer icon.  

4.1 -  Checking the Application Collection Status 

This parameter has Boolean values: True or False .  “True”  indicates  that  BPM Express for  
Hardware is  funct ion ing; “False” indicates that i t  is  not.  

You f irs t need to check whether the “App l icat ion Col lect ion Status” has been set to “true”  
which means that at least one col lect has been performed. As long as this parameter is  not set 
to “true”, i t  means that BPM Express for  Hardware  has not f inished (successfu l ly  or  not) i ts  
co l lec t ion for  th is server. You need to  wai t unt i l  “Appl icat ion Co l lec t ion Status”  is  set to “true” 
before invest igat ing fur ther.   

Th is parameter is  created by default by BMC ®  Porta l  for  every appl icat ion c lass that is  added. 
Hence when you add BPM Express for  Hardware  on an element, th is parameter should appear.  

4.2 -  Checking the Machine Status  

The second step is  to check the “Machine Status” parameter which reports whether BPM 
Express for  Hardware  on the RSM was able to communicate wi th the targeted server with the 
credent ia ls provided by the user . I f  s o, the “Machine Status” parameter  is  set to “<hostname> 
is a l ive . Detected as a <OS> system.”. Otherwise, this parameter wi l l  report that BPM Express 
for  Hardware cannot communicate wi th th is host. Th is can be due to several reasons:  

-  a f irewal l  prevents communicat ion between the RSM and the managed server  

-  the WMI layer has  not been instal led or is  d isab led (Windows only)  

-  nei ther SSH nor te lnet connections are al lowed on the managed server (UNIX and Linux 
only)  

-  the suppl ied credent ia ls  are incorrect  

-  the SNMP community s tr ing is  wrong  

I f  the “Machine Status”  is  OK, you need to check which connectors are detected as va l id for  
the targeted server ,  and compare them to the expected l is t of  connectors (as descr ibed in the 
Insta l lat ion Guide ).  

4.3 -  Checking Connector Detection  

I f  one or several connectors are not detected as val id for  the targeted server, you should  
enable the debug mode of  BPM Express for Hardware , and check the debug  output for  the 
reason that led BPM Express for  Hardware  to exclude those connectors .  

Several reasons may prevent a connector  f rom being used:  

-  the SNMP community s tr ing is  wrong (only for  SNMP -based connectors)  

-  the adminis trat ive/root  credentials are miss ing or incorrect (only for  connectors which 
need such root/adminis trat ive pr iv i leges)  

-  the corresponding hardware agent is  not ins ta l led or running  

-  some instrumentat ion dr ivers required by the hardware agent are miss ing  

http://www.sentrysoftware.net/library/
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5 - Unable to See Temperature, Voltage or Fan 

The fact that the main BMC Performance Manager Express for  Hardware  icon is  present but no  
temperature/voltage/fan informat ion is  shown may be caused by three issues:  

-  BMC Performance Manager Express for  Hardware  did not detect any hardware informat ion 
source that is  able to  show the temperature/voltage/fan data. Typica l ly , the vendor -
specif ic  hardware monitor ing agent that comes with the server has  not been proper ly 
ins ta l led.  

-  BMC Performance Manager Express for  Hardware  proper ly detected the vendor-specif ic  
hardware monitor ing agent that comes with the server, but th is agent is  unab le to provide 
any temperature/vo ltage/fan informat ion. P lease check that al l  the vendor -specif ic  
software is  up-to-date ( the hardware agent i tse l f ,  the BIOS o f  the motherboard, the BIOS 
of  other components l ike management processor i f  any, etc.)  

-  No temperature/vo ltage/fan sensor is  provided with the computer (on a few Sun servers,  
al l  HP-UX systems and most of  the IBM RS/6000 computers) .  

See detai ls  on hardware  agents in the Insta l lat ion Guide  

5.1 -  Note on HP-UX servers:  

HP-UX servers do not  report any env ironment information (temperatures, vol tages, fans  and 
power suppl ies) . On these HP -UX servers, on ly the processors, network cards and internal  
d isks wi l l  be monitored.  

5.2 -  Note on Sun servers  

Some Sun servers do not provide any environment informat ion (temperatures , vol tages, fans  
and power suppl ies) . On these Sun servers , only the processors, network cards and int erna l  
d isks wi l l  be monitored. These Sun servers typica l ly  inc lude the U ltra -2, 5, 10, 20 and 60 
servers, as wel l  as a few Sun Blade models and the 420r.  

As shown in the Supported Platforms tab le,  no mainframe- l ike system is supported (as of  yet) , 
inc lud ing Sun E10K, F12K, F15K, F20K and F25K. You should check whether or  not the system 
provides environment information by execut ing the pr td iag -v  command on So lar is.  I f  
environment informat ion is  shown, BPM Express  f or  Hardware should normal ly report.  

5.3 -  Note on IBM AIX servers:  

Most IBM AIX servers do not provide any environment information (temperatures , vol tages,  
fans and power suppl ies). On these IBM AIX servers, only the processors, network cards and 
interna l d isks w i l l  be monitored. You can check whether or  not  the system provides  
environment informat ion by executing the uesensor command on AIX. I f  environment 
information is  shown, BPM Express for  Hardware should report i t .  

 

http://www.sentrysoftware.net/library/


 

 

BMC®  Performance Manager Express for  Hardware vers ion 2.3.00  

User Guide  

 

42 

6 - Unable to See Disk Controller  

On some computers, the vendor -specif ic  hardware monitor ing agent is  only responsib le for  the 
monitor ing of  the baseboard: temperatures , fans, voltages and power suppl ies.  

In this  case, the d isk monitor ing is  hand led by the disk  contro l ler  manufacturer. Therefore,  
you need to instal l  addi t iona l software for  your d isk monitor ing.  

Please contact your server vendor to know which software must be used with your d isk  
contro l ler .  
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7 - Removed disk went undetected on Sun Solaris  

This should not normal ly occur. However, here‟s a possib le explanat ion:  

On Sun Solar is  servers, BPM Express for  Hardware rel ies  on the “ ios tat-En” command to detect  
d isk errors. I f  the d isk in quest ion has never been used at a l l ,  then no error  could have been 
registered - nei ther by the operating system, nor by BPM Express for  Hardware.  

Try having some act iv i ty on the said d isk to check i f  the same happens and a lso execute a lso 
the “ iostat -En” command and provide us with i ts output.  
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8 - Shows / Monitors Network Interfaces, but no other components 

This is  typical ly  an “SNMP” issue.  Many manufacturer -provided hardware agents use the SNMP 
technology (DELL OpenManage, HP Ins ight Management, Fuj i tsu -Siemens Serverv iew and for  
example). Since BPM Express for  Hardware gathers hardware information f rom these agents ,  
you need to enable and proper ly conf igure the SNMP layer on the managed servers i f  an SNMP -
based agent is  running on them.  

However sometimes,  l ike in  the case of  HP ®  (Compaq®) ProL iant®  servers, the network 
inter face is  detected and therefore d isplays in the PATROL Console /Central v iew whi lst no  
other hardware component gets detected by BPM Express for  Hardware – s imply because i t  
cannot communicate wi th the managed element. So enabl ing and author iz ing the managed 
server to communicate through the SNMP pr otocol is  essent ia l .  

8.1 -  Conf iguring SNMP on Windows servers  

Start ing with Windows Server 2003, the SNMP serv ice is  not conf igured to al low the "publ ic"  
community by default .  As a consequence, even i f  the SNMP serv ice is  proper ly insta l led and 
the hardware agent proper ly running, BPM Express for  Hardware is  not ab le to gather any 
hardware informat ion f rom the SNMP agent.  

Therefore, on Windows Server 2003 computers that run an SNMP -based hardware agent (DELL 
OpenManage, HP Ins ight  Management or Fuj itsu -Siemens Serverv iew),  you f irst  need to insta l l  
the SNMP serv ice (not ins ta l led by default) and then conf igure it  to  al low a community to 
access the SNMP agent.  

1.  In the Services adminis trat ive tool,  r ight -c l ick on SNMP service  > Properties .  C l ick on 
Security:  

  

 

2.  Click on the f irst Add  button and enter a community name that wi l l  a l low access to the 
SNMP agent (READ ONLY):  

 

 

3.  Click OK .  The new sett ings are taken into account immediate ly.  

4.  Now you need to enter the community str ing for  this server on the Por ta l.  Log on as a 
user > Configure  tab > Elements 

5.  Expand your infrastructure tree and select the element for  which you n eed to enter the 
SNMP community s tr ing > c l ick Edit   

6.  See the Application Classes  sect ion > Hardware  > Edit  
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7.  In this Properties and Credentials  section ,  enter the correct SNMP community str ing 
so that henceforth BPM Express for  Hardware wi l l  be able to communicate wi th th is  
e lement and monitor  a l l  other components and not just the network inter face.  
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9 - Note on IBM xSeries and Netfinity servers:  

BPM Express for  Hardware currently  supports 3 major vers ions  of  the IBM Director Agent: 
3.11, 4.10.x and 5.10.3. The  recommended vers ion is  5.10.3 except on o lder systems (with 
Windows NT4, for  example) where i t ‟s  poss ib le  that only the 3.11 or 4.10 vers ions wi l l  run 
proper ly (IBM has dropped support for  Windows NT4 in the latest 5.10 vers ion of  Director) .  
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10 - Unable to connect to WBEM 

At t imes BPM Express for  Hardware is  unable to connect to WBEM. There could be two  

reasons for  this:  

-  A f irewal l  b locks the WBEM protocol .  

-  The user does not have suf f ic ient connect ion r ights .  

10.1 -  Firewall is blocking the WBEM protocol  

In such a case, you are required to reset the port for  RPC/DCOM connections. WMI uses  
RPC/DCOM, so enab l ing  the DCPM across the f irewal l  should a l low it  to work. When WMI  
connects to a remote machine i t  uses por t 135 for  the in it ia l  negot iat ion, and then a port is  
al located for  further connection. Stated below are two l inks that w i l l  help in sett ing a range of  
ports for  the RPC/DCOM connection. Once you have set a range for  RPC/DCOM communication, 
you can then conf igure the f irewal l  to a l low traf f ic  through th is range o f  ports.  

-  http://support .microsoft .com/defaul t .aspx?scid=kb;en -us;154596  

-  http://msdn.microsoft.com/l ibrary/defaul t.asp?ur l=/ l ibrary/ens/dndcom/html/msdn_dcomfir
ewal l .asp 

10.2 -  Insufficient connection rights  

This means that  the user credent ia ls provided are insuf f ic ient to access  WMI. This error occurs  
when the connected  user is  not recognized or  is  restr icted in some fashion by the remote 
server (for  example, the user might be locked out).  The reasons may be the fo l lowing:  

Accounts are in d i f ferent domains  

Recent changes made to  WMI secur ity:  

o  Blank passwords, former ly  permit ted, are not al lowed in Windows XP and 
Windows Server 2003. 

o  The DCOM conf igurat ion access sett ing might have been changed.  

o  I f  the target computer is  running Windows XP, the Force guest value under the 
registry key HKEY_LOCAL_MACHINE\SYSTEM\CurrentContro lSet \Contro l \Lsa 
might be set to force the Guest account of f  (value is  zero).  

 Request your network adminis trator to accord s uf f ic ient r ights to the user credentials .  

 

http://support.microsoft.com/default.aspx?scid=kb;en-us;154596%20
http://support.microsoft.com/default.aspx?scid=kb;en-us;154596%20
http://support.microsoft.com/default.aspx?scid=kb;en-us;154596%20
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11 - Note on IPMI-based servers:  

The latest servers inc lude an IPMI -compl iant instrumentat ion ch ip.  In th is case the hardware 
agent provided by the manufacturer most of ten needs a specif ic  IPMI  dr iver. P lease read the  
documentation of  the appropr iate hardware agent carefu l ly  to check which IPMI dr iver needs to 
be insta l led .  Also, p lease refer  to the on IPMI in the Instal lat ion guide .  

http://www.sentrysoftware.net/library/mshw/ms_hw_help.htm
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12 - Note on unsupported servers running Windows or Linux:  

On of f ic ia l ly  non-supported servers running Windows  or Linux, BPM Express for  Hardware wi l l  
st i l l  be able to moni tor  the network cards and the internal ,  non -RAID disks.  
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