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Customer Support

You can obtain technical support by using the Support page orStrery Software \&b site or by contacting Customer
Support by telephone or-mail. To expedite your inquiry, please see theisacti . ST 2 NB  Behtyy{i 2 D i fgiyeRB ¢
below.

Support Web Site
You can obtain technical support fromSentry Software 24 hours a day, 7 days a week at
http://www.sentrysoftware.net/support.asp From this Web site, you can

e register a case online

e report a problem or ask a question

e read overviews about support services and programs 8wttrySoftware offers

* find the most current information abousentrySoftware products

e downloadtrial versions of products

e downloadproduct documentation

e consultthe OnlineTechnicalLibrary that provides detailed product documentation
Support by Telephone or-Eail

To find telephone and-enail contact information for th&Sentry Softwaresupport centerplease refer to the ContactUssection
of the Support page on th&entrySoftware Web sitetehttp://www.sentrysoftware.net/support.asp

Before ContactingsentrySoftware
Before you contacSentry Softwargplease ensure yohavethe following information available so that Customer Support can
begin working on your problem immediately:

Productinformation

e product name

e product version (release number)

e license number angassword (trial or permanent)

Operating system and environment information

e machine type

e operating system type, version, and service pack or other maintenance level such as PUT or PTF
e system hardware configuration

e serial numbers

e related software (databasegpplication, and communication) including type, version, and service pack or maintenance
level

Sequence of events leading to the problem

Commands and options that you used

Messages received (and the time and date that you received them)
e  product errormessages

e messages from the operating system, suclilasystem full

e messages from related software


http://www.sentrysoftware.net/support.asp
http://www.sentrysoftware.net/support.asp
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Overview

BMQC® Performance Manager Express Monitoring Studio fis
agentless Performance Manager for the BMIC Portal
environment.It enables you to setup the monitoringvithout any
coding of varied applicatiors, devices, IT componerg and non

standard technologiesThe solutionenables you toconsolidate
diverse monitoring needs within the Portal framework with
single solution instead of juggling with separate tools a
consolesThe monitoringtools availablewith this versionenable:

1. Command lineexecution andanaly$s on Windows and
Unix/Linux

2. Database query analigson Oracle Datasheet e8ver,
Microsoft SQL Server YW8QL Server

3. Java MBeanpolling on JBoss, JOnAS, WebSphe
WeblLogic and other Standard or Standalone JM&va
enabledapplication servers

4. LOG file monitoring and parsing
5. SNMPpolling

6. WBEMquery requestgWindows: WMI, CIM over RPC
UNIX/Linux CIM over HTTP)

7. Web request analysi¢Simple HTTP GET Rost Forms
HTTP POST)

8. Advanced sing searcheson the instances of ever
monitoring tool listed above.

9. Advancednumeric value extractionson the instances of
every monitoring tool listed above.

This documentdetails the procedure
to use BMC Performance Manager
Monitoring Studio Express.

Being a Performance Manager
specifically designed foBMC Prtal,
BMC Performance Manager Express
Monitoring Studiodzd S& G KS
web-based interface and features for
installing, managing and monitoring
your infrastructure.

This user guide explains how to use
each of the monitoring tools: 17 main
application classegorresponding to
the 17 monitoring tools, plus two

GadzadlX A Ol GAzy  Of I
String searchand Numeric Value
extraction tools that are integrated
within each monitoring tool.

For convenience, BMC Performance
Manager Monitoring Studio Express is
referred to as Monitoring Studio
Express within the product
documentation.

Please refer to thdnstallation Guide
for details on the installation
procedure.
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1. Supported Platforms

BMC Performance Manager Expréésnitoring Studio does not support a specific set of platforms per
se for the managed elements. The product provides a set of tools that allows the user to interrogate and
retrieve information from a managed element through a set of protocols. These mist@re in turn
supported by an opeended range of systems, hardware devices and software components.

The protocols used by BMC Performance Manager Exptesgoring Studianclude:
HTTP and HTTPS

JDBC (Java API for database connections)

JMX (JBoss, JOBABM WebSphere, BEA WebLogic, Sun)

SNMP version 1

SSH version 1, 2

Telnet

A WBEM ( CIM over HTTP) anl (WBEM througfiRPC on Windows)

The table below recapitulates the managed elements that can be monitored through each protocol and
the potential prerequisites on the managed element.

>\ >\ >\ >~ >~ >~

‘ Protocol Managed elements |
HTTPHTTPS Any Web site and application or device attached to the network providing atvdseéd interface
JDBC Microsoft SQL Server 7, 2000 and 2005

Oracle Database Server 8, 9i and 10g
MySQL Server

JMX Any system running a JM¥abled Java application. This includes standalone Java applications as w
applications running in the following Java application servers:
JBoss 3.2.%, 4.X
JONAS 4.x
IBM WebSphere 5.x and 6.x
BEA WebLogic8and 9.x

SNMP Any system or device attached to the network supporting the SNMP protocol version 1 (server, stor
device, network router, printer, etc.)
SSH Any UNIXike system with the sshd daemon running
SSH is used to execute commands UNAX/Linux shell.
Telnet Any UNIXike system with the telnetd daemon running
Telnet is used to execute commands in a UNIX/Linux shell.
WBEM Any system or device attached to the network supporting the WBEM over HTTP protocol.
WMI Windows NT4 systeni{sequires the installation of the WMI layer)
Windows 2000 systems (requires the installation of the WMI layer)
Windows XP

Windows Server 2003
Windows Vista
Windows Server 2008

£2Z9\ SENTRY
\,‘:7{ SOFT
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2. The Basics

BMC Performance Manager Express Monitoring Studio is an -teggRerformance Managefor the
BMC Portal environmentThis Performance Manager is a like a tsel. It offers severamonitoring
tools through a single solutiarinstall the solution like any other Performance Manager (refer to the
Installation Guide)

Onceinstalled, seventeen separate application classes with the pf&findio" are listed under the

solution name:BMC PM Express Monitoring Studio by Sentry Softwafihese application classes
O2NNBalLRyR (2 GKS aAS@SyidSSy aioting yodls for giyhd seardidsy 3 (0 2 3
and numeric value extractions are integrated within each of the main application classes

Application class/Monitoring tool Description
Studio- JMX PollingJBoss) Retrieve the values of MBean objects in j@veabled application
servers.

Studio- IMX PollingJOnAS)

Studio- IMX PollingWebLogic)

Studio- IMX PollingWebSphere)

Studio- JMX PollingStandad or StandalondMXApplications)

Studio- LOG File Monitoring and Analysis (Windows) Monitor and parse LOG files on Windows/UNIX/Linux.
Studio- LOG Fildonitoring and Analysis (UNIX/Linux)

Studio- Remote Command Execution and Analysis (Window Execute remotely and analyze the output of a comohéine on
Studio- Remote Command Execution and Analysis (UNIX/Li Windows/UNIX/Linux.

Studio- SNMP Polling Retrieve values of single OIDs and SNMP tables.

Studio- SQL Query (Microsoft SQL Server) Execute and analyze the result®®L queries.

Studio- SQL Query (MySQL Server)

Studio- SQL Query (Oracle Database Server)

Studio- WBEM Request (CIM over HTTP) Retrieve and analyze the result of a WBEM query

Studio- WBEM Request (Windows WMI, CIM over RPC)

Studio- Web Request (Simple, HTTP GET) Send HTTP(S) neests and analyze the Web server responses.
Studio- Web Request (Post a form, HTTP POST)

LOG File Numeric Value Extraction (integrated within the LC Extract numeric values from LOG files
File class)

LOG File String Search (integrated within the LOG File class Run string searches on LOG files.

Numeric Value Extraction (integrated within each class) Extract numeric values from the retuoutput of monitored
instances of all application classes.

String Search (integrated within each class) Run string searches on the retuoutput of monitored insancesof
all application classes.
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How it works 8 E T nutdhell
Once installed in your Portal environment

1. Add therequiredmonitoring tool/application class to aelementor elementprofile
2. Enter theinformationrequired for monitoring:

A Descriptive labet name displayed for the application class

A Collection intervat frequencyof collection i.e. monitoring/polling
A Connection and user credentials

A Input propertiesspecific to each monitoring tool/application class

3. Either ad a ¢ring search and/or amumeric value extraction or, create additionainstances for
the same class and object;, go the next step.

You can adény number of instances and any number of string searches or nuwadtie extractions
for each instance of an application class.

4. Setalert thresholds (Alarm or Warning or No Alerts) on each parameter of the rewhted
monitoring instance/s.

The newlycreated instances now appear in the left pane of the Portal windod at the next polling
the monitoring begins

Common settings

A Portal level
A Monitoring StudicExpressevel

Portal level

BMC Performance Manager Express Monitoring Stdamiagertess solution designed specifically for
BMC Portal. Therefore, it usesharesand dfers all the proceduresfeaturesand functionalitiesoffered
in the Portal, like for examplElement Profile, Shared credentiafsdding/Editing/Deleting classesc.

Monitoring Studio Expresslevel

As describedbovein How it works< A ynutshell to use a monitoring tool, you need to enteertain
information:

A Instance label

A Collection interval

A User credentials

A Connection credentials

A Input properties specifito the application class/monitored object.

These can be termed &ommonSettings at the Monitoring Studio Express levsince, mce entered;
they permitthe creation of innumerable monitoring instances for tb@me object

{2\ SENTRY
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Monitoring Tools

This section explains how to use each monitoring iamla separate application class withime BMC
Performance Manager Express Monitoring Stusaution. Each monitoring tool/applicatiorclassis

described in the following structure:
Introduction to the monitoring tool/application class
A What you can do wit this tool
A How it works (summary)
A Parameters
Settingup an instanceof the application class
A Stepby-step instructions

A Links to the string search and numeric value extraction sestiamd to other relevant

information.

Editing/Deleting the instance

Example of the application class/monitoring tool instance

BMC Performance Manager Express Monitoring Studio is a Performance Manager specifically designed for BMC Portal;
consequently, it uses the same common features and procedures of ®BMEortd.

This document assumes that the user knows how to use the Portal and therefore explains procedures only related to BMC
Performance Manager Express Monitoring Studio, and not on how to add Elements, Element Profiles etc.
Please refer tthe BMC Portatlocumentationfor details onhow to use the Portal.

For convenience, BMC Performance Manager Express Monitoring Studio is Malkétdring Studio
Expresswithin the product documentation.

~ 10~
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Setting up, Editing or D eleting a Monitoring Studio Express Instance

This chapter describes the outline procedure to-spf edit or delete an instance of any application class
within the Monitoring Studio Express solution.

The instructions given below are indicative in nature and apply to all the tBbémse seepecific
chapters on the different tools for information specific to each class (credentialseprasites etc).

Once BMC Performance Manager Express Monitd@ingio isinstalled in your Portal environmenthe
monitoring tools appear as separaa@plication classewith the prefixStudio. To use a monitoring tool

1. Addthe application class to an element or element profilem Available Application Classes

2. The Monitoring Studio Express applicatidassesare listed unde Miscellaneousand bear the
prefix: Studia Select the application clagsbnitoringtool.

3. Enter the information required for monitoring:
+ Descriptive labelName displayed for the application class

+ Collection intervalFrequency of collection .i.e. monitoring/polling
+ Conrection and user credential&nter the connection and user credentials

4. Enter input properties specific to each application ciastance

5. Either add astring search and/or aaumericvalue extraction or create additional instances for
the same class and @tt, or, go the next step. You can add any number of instances and any
number of string searches or nuric value extractionfor each instance of an application class.

6. Set or modify alert thresholds (Alarm/Warning/No Alerts) on the parameters of thelypew
created monitoring instance(s).

The newlycreated instancés) now appear in the left pane of the Portal window.

Editing or deleting an instance

To edit or delete an instance, go through the regular procedure followed for all Performance Managers
on thePortal environment:

Editing an instance

1. Click on the application clagsstancein the Configuretab, and on theThresholds, Properties
and Credentialpage clickedit

2. Edit the properties and credentials, thresholds and alert conditions for the applicatass
instance and its dependent class@dter modification, click osave

{2\ SENTRY
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Deleting an instance
The deletion procedure depends on the number of instances you have unglapghication class:

A Delete the entire application clast there is jusione instance of the application class if you
wish to delete all instances under the application class

A Delete a specific instanct there are more than one instances of the class.
Deleting the entire application class from the element

If you havgust one instance of this class, or want to delete all instances of the class, you need to delete
the whole class:

1. Click on theHementin the Configuretab >Application Classes Delete

2. Selectapplication class> Next

3. Gonfirm deletionby clickng Delete
A message indicates successful deletion of3haliog "x" application class and its dependent class(es).
Deleting a specific instance of an application class

To delete a specific instance of an application class when you have more than one instances under one
application clasmstance:

1. In theConfiguretab, click on thenstanceyou wish to delete, and on th€hresholds, Properties
and Credentialpage, cliclDelete

2. Confirm the deletion by clicking DK
A message indicates successful deletion of the specific instance

Note
Adding, editing or deleting application classes and instances are based on the Portal features. All performance managers

fully integratedwith BMC Portal are built to use the same featdpescedures

~ 12 ~
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1. Command Line Execution and Analysis

The Studio ¢ RemoteCommandExecution andAnalysistool enables you to remotely execute, run, and
verify commands and scripts. You can then run string $earorperform numeric value extractions on
the monitored commands/scripts.

What you can do with this tool

The aim of this tool is to remotely execute a command line and parse its output. You may have an in
house script or command that you need to run aathlyze at regular intervals in order to monitor an
application. You can configure Monitoring Studio Express to:

A Remotely execute a command line and parse the output of this command

A Execute on remote elements a script or command line utility stored orR& (the script or
command line utility needed by the command line is transferred to the elements prior to its
execution)

A Verify the status of the execution
A Finetune the monitoring by searching for strings or numerical values

How it works (summary)

OnWindows systems, BMC Performance Manager Expesstoring Studiouses the WMI protocol by
default, while on UNIX/Linux systems you have the choice to select between using Telnet or SSH
protocols.

The basic steps to remotely execute a command are:

Add the remote command execution application class to an element/element profile
Enter theconnectioncredentials

Enter the command to be executed

Set/modify alert thresholds

The remote command execution instance is created and the monitoring begins.

S I

Command execution
tKAa aSOlAz2zy RSaONRKOGSa whehybuddd achddndnd exéubtnktdngeR (1 K S
Behind the scenes on Windows
On the creation of an instance:
1. Monitoring Studio Expressonnects to the remote element via WMI and creates a procesgjus

the Win32_Process class on the remote element to execute the command.

2. The output is saved temporarily in a file 86SystemRoot¥%sen_msand a fare is created on
this folder.

3. Monitoring Studio Express then copies the content of the output file and stbr@n the RSM at:
%RSM_HOMB%RSMxXservehrsm\tmp\deploy\ andthe temporary output file undesen_ns
on the remote element igeleted.
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4. Monitoring Studio Express reads the output of the command from the file stored ofiR8
under%RSM_HOMERSMxXservehrsm\tmp\deploy and displays it in th&®eturnOutputon
the Portal.

5. As soon as theReturn Output parameter displays the content in the Portal interface, the
temporary output file is deleted from the RSM.

All the above steps take jua few seconds.

Behind the scenes on UNIX/Linux

Monitoring Studio Expressonnects to the remote element using the Telnet or SSH protocols and the
execution of a command on a UNIX/Linux platform is a straightforward procedure that warrants no
additional 'behind the scenes" information.

To execute on remote managed elements a script or command line utility stored on the RSM

This section describes the prerequisites for executing on remote elements, a command or script utility
that is stored onthe RSM, atdK Sy A G 3IAOBS&a + ONAST @GASs 2F HKI

1. Ensure the presence of a folder calledn_mson the RSM aBoRSM_HOMEMRSMXxX; or
create one. If a command has already been executed via the same RSM, then the folder will be
present. (as expined in the section above)

2. Before adding the command line instance: Copy the script or com#inaditility needed by
the command line to thsen_msdfolder.

3. During instance creation, enter the correct format for this command line execution:
%{FromRSM:ename}argumentl argument?2 etc.

Behind the scenes on Windows:

1. On creation of the new command line instance with the synftai-romRSM:filename}
Monitoring Studio Express looks for this fleREM_HOMEWRSMxXsen_ms

2. Using WMI, the connection is establisheith the remote element and a folder callsgn_msis
created (if not already present) &SystemRoot%

3. Next, the "external files" are copied from the RSM and stored on the remote element under:
%SystemRoot¥%sen_msand a share is created on this folder.

4. The command is executed on the remote element, and the output is copied to the RSM and
then displayed in th&®eturnOutputparameteras explained in the section above.

Behind the scenes on UNIX/Linux

1. On creation of the new command line instance with the tayn%{FromRSM:filename}
Monitoring Studio Express looks for the script fileRBM_HOMEYRSMxXsen_ms The script
file needs to be a text file as the transfer of binary files is not supported.

2. Using Telnet or SSH, the connection is established and ¢hediiitent is copied to the remote
machine at/tmp/sen_ms_RSMHostname_RemoteHosthame_filename

3. The command is executed and the output is displayed in Rle¢urn Output parameter as
explained in the section above.

~ 14 ~
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Parameters
Parameter Type Description Alert Conditions
INEI(E
Execution Status | Text | [ Execution status Alarm or Warning
Sep 4, 2007 10:53:03 PM CEST Alarm
Currently | History | Bydefault Alarmis
B Execution Status oK = enabled for the regular

SELINBaarzZy
Parameter that gives the execution status of the command lin
script.
GhYé AYRAOFGSaAa adz00SaafdA O
GClAftSRéE AYyRAOFGSa SESOdziAz2
stated.
Execution Time

Execution Time Numeric Alarm or Warning

Sep 4, 2007 10:55:41 PM CEST

Alarm
| Status and Parameter | Currently | History No default thresholdsr
8 Execution Time 18.266 Seconds A alerts set

Parameter shows the time taken to execute the command/scri

Unit: Seconds
Return output

Sep 4, 2007 10:56:38 PM CEST

Return Output Text Alarm or Warning

Alarm
status and Parameter comety " stoy |
Active Connections No default thresholdsr
Proto Local Address Foreign Address State
Q Return output TCP ec...» 2] alerts set

Successful execution of the command displays the ou
returned on execution of the command/script.

ab2 RIEGLE ¢ RAALX @SR AYyRAOL
causes will be stated.

Thresholdsan be set and modified for all parameters.

:*‘- & \SENTRY
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Setting up acommand execution instance
To createan instance of theCommand Linénalysistool,

1. Go to theConfiguretab, click on the &mentelement profileon which you wish to use the tool.

2. Scrollto the Application Classection click onAdd.

‘ Status Reports Events
~
— | Application Classes [ a33 Delete

Application
Ping

‘Configure

Remote Service Monitors
Shared Credentials
Tags

User Groups

Ussrs Tags | Assign Unassign

~ Properties ‘
| Tag A | Creator &
B i reator
Y] Nothing faund to display.

B BF sentry
Blackout Periods _ Add Edit Delete

Dashboards
B @ mnfrastucture These blackout periods affect all participating elements in the

B (3 sentry lzb pane.

& | | affectedobjects 4 | Type + | Date |
Hogwarts = Hothing found to display.
£ | = = ‘

Figurel: Add application clasgmonitoring tool)

3. SelectMiscellaneoudrom the drop down category list.

A~

= | Properties - eco - Add Application Classes

Remate Service Monitars

Shared Credentials
Next Cancel
~
C=rEnee Select the application classes you want to add, then dick Next.
Users
~ Properties Select Category | Miscelaneous %
Miscellaneous

A= 4

B E3

sentry ]

Available Applicat| [etwaorking

Application [ IIGIE
SHMP Listener

Figure2: SelectMiscellaneousas category

4. The Available Application Classewill display all application classes/monitoring tools in this
category. The Monitoring StudiBxpressapplication classes/monitoringpols appear with the

prefix Studio.

Sebect Category | Mscelneous ¥

Available Appleation Clisses

[] St - 30 Polng {Boss) 1w Feineve Te valie of MEean objects Fom the JBoss Aophoation Server.

[ Feesbe - 3o Poling (J0nag) 1w Rttrierve T vt of Miean sbiects Som the JOnad Aoplcaton Server.

'._J Stude - I Poling (Standard or Stendalone M Applcaton] - Feetrieve e vaiie of MEean shiects Fom a Stardend M Anpboation,

[ Seste - BPoling (ibebioge] » Potrigrve S ik oF MBiean objects Tom b Weblsgs Agplapton Sanver,

D Snudha - I Palng (ebSphere) P R g T oaios of MER S e Soew b L enfohers AnnlIs e Sere

] Sl - LOG Ml Moritoring and Anslyes [Windows] e Moriter S presence, sioe, grow and pecunity of & log S and pies pane She conbend of the g Se,
S « Riraats o Exbmitnd Sl AnBES [Wiiind) - EnBoute remanety Sl BrEyTE Bak SuBiLT oF B St v 3 B Wi Bt
[] Sexde-58Foling - Poll an 5H agert (pmple varabies. o tabies) and analyTe T veles,

[ Sewche = 5QU Quary Mhcreeft 301 Server] - Expcute ord anaivon the resut of & S0U query on b Merosoft 50U database server.
[ 3hude - 500 Query MySQL Server) w Eweouie and analyze the resut of & SQL guery on & My5QL datsbese server.

[ Feehe - 500 Qo (rache Databode Sorvir] - Ewecuie oo anlyoe the resdt of 8 200 guery o0 b Qradie detabeds beroer,

r_] Stude - WEEM Request (Windows WML, CIM over RPC) - Feetrieve and snafyze e result of & WM guery o0 b Windows server,

[ Seste - Wb Racunst (Post b form, HTTP PUFET) - Pt an HTTPLE] regueit and aralyde ol reidoris oF e Web gerver

D Studhs - Web Request (Sesgle, HTTR GET) P Gt g WTTPE] recusst and analyae e response of the Web server,

Figure3: SelectStudio¢ RemoteCommandExecution and Aalysisfrom the list
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Note
You can creatap to 10instances at this stage; or create just one now and @ttdérs at any time lateiif required.

5. Enter the information requiredor monitoring.

Information required for monitori  ng

Name On Windows On UNIX/Linux
Descriptive Label Label describing the application class/monitoring tool

Collection Interval Frequency of collection (monitoring/polling). Unit: Minutes. Default: 5 minutes

Credentials
Connect As Login used to connect to the remote Login used to connect to the remote element through
elementthrough WMI Telnet orSSH
Password Password associated with the login above Password associated with the login above
Credentials Shared credentials used for authenticatior Shared credentials used for authentication
Execute A Not applicable Login used to execute the commartdise only if a login
other than the "Connect As" login is needé€gnce
connected, the "su" command will be used to
impersonate as té specified user and execute the
command.
Password Password associated with the login above.
Credentials Shared credentials used for authentication
Hostname Hostname or IP address of the remote element. Appears by default.
Remote Access Not applicable(Automaticallyconnects using Telnet or SSHselect the method to connect to the
Method WMI) remote element.
DebugMode Yesenables the debug mode, whildo disables it. The debug output produced is stored on the RSN

server in a file located at:
%RSM_HOME%/RSM(xX)/SEN_MS/sen_ms_debug_osCommand_hostN#rneilaglvisable to
leave the debug mode enabled for too long as the debug file may grow indefinitely.
6. After entering theinformation n required for monitoringclickNext. You arrive at théroperties
and Credentialpage asking for thinput Propertiesof the new command execution instance.

Ensurethe presence of a folder called sen_ms on the RSM at %RSM_HBSBEXx, or create one. If a command has
already been executed via the same RSM, then the folder will already existgs@eBefore adding the command line
instance copy the script or commanltihe utility needed by the commaniine to the sen_ms folder on the RSI8ee
section:To execute on remote managed elements a script or command line utility stored on the RSM

7. Enterthe input propertiesfor the command lindo be executed

:;;-u"xg SENTRY
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Input properties for the instance

Input properties
Properties and Credentials

I — — ————————
Descriptive Label: l:l The lzbel that will be displayed to describe this application dass,

Command To Be Executed: I:I . Toexscute a script stored on the RSM - use the specific FromRSM: ™ macro. The script file will be transferred to the managed element prior to the
execution of the command line. Refer to the online help or User Guide for details on macro and this feature.

Timeout After: 180 Unit: Seconds. Maximum execution time before timeout occurs. Setting to "0" will disable the timeout.

Figure4: Enter theproperties for the command execution instance

+ DescriptiveLabel Enter a label to describe this new command execution instance.

+ Command to be executedEnterthe command to be executed on the managed element.
To execute a script stored on the RSte the%{FromRSM:filenamejacro. The script file
will be transferred to the managed element prior to the execution of the commaned $iee
details in the sectionTo execute on remote managed elements a script or command line
utility stored on the RSM

+ Timeoutafter: Enter the maximum execution time before timeout occurs. "0" disables the
timeout. Unit: Seconds.

8. Enter the properties andlick Next to arrive at the thresholdssetting page Or, add aString
Searclor aNumericValue Extractionfor this command line instance. These can also be set later.

String searchand Numeric Value extractioare integratedwithin every tool of the BMC Performance Manager Express
Monitoring Studio solution. Pleasee thespecific corresponding sections for more details.

9. dickNext. This page allows you to adhother instance for the same element or edit or delete
the newlycreated command instancé.the information is correct, goroto the next step.

If instances of a string search or numeric value extraction or both had been added, this ifatisplay theinformation
for all the instances added.

10. ClickNext. Yau arrive at theThresholds Properties and Credentialpage.Set alert thresholds
for the command executed.

Thresholds, Properties and Credentials

Studio - Remote Command Execution and Analysis (Windows): Command Execution

Th|»=sho|ds
e Wamimg ———— | | Alert After
e —— O —— e — L —
Application Collection Status — nfa O =fake O Noplerts | @ | = false 1 Alarm or Warning |¥
Netstat
Execution Time nfa O ESeconds Larger = O _Seconds 1 Alarm or Warning |V

Figure5: Sefmodify thresholdsfor the commandexecutioninstance
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By default, theExecution Statuparameter is enabled to raise alarmif the execution fails.
You can modify this setting if it does not suit your requirements.

Note
Thresholds can be set or modified at any time by clicking on the element jg@enfd LIJLIX A OF GA2y Oflaa yI-
Thresholds, Properties and Credentials.

11. Click orFinish Changes have been Savadssage pops up, and an icon appears in the left pane
of the window displaying the newdgreated command line instanc&he new classppearsalso
under Application chssedor that element

12. You have successfully created an instance of the StgdRemote CommandExecution and
Analysis tol.

Command Execution suto Refresh: @ on O off =F

@ Studio - Remote Command Execution and Analysis (Windows): Command Execution : 4 parameters 2 4

Expand Al | Collapse Al | Flter: &3 M [ Dec 21, 2007 3:17:39 PM CET

Swwsadvoromerer — Jomewy ey
[ Application Collection Status true A
v 08 netstat
m Execution Status Ok A
Q Execution Time 0.546875 Seconds [

Active Connections
Proto Local Address Foreign Address State
€8 Return Output TCPN...» 2l

Figure6: Status tab view ofhe newly addedcommand executiorinstance

Additional instances can be added undie tparent class, or separately on the same element.

Editing or deleting an instance

To edit or delete the instance, follow the regular procedure as for all Performance Managers on the
Portal, or see-diting ordeleting an instance

Example of a Command Execution

Aim

In this example, we monitor the processors on an IBM AIX séryernalyzing the output of an AIX

system command: Isdev.

Procedure

l'RR I yS6 awSY20S /2YYlIyR 9ESQdziA2y YR !ylLftearasé
A Enter credentials to connect to the AIX server
A b2 NB2G ONBRSyi(Alfa INBE ySSRSR of St @S i
Al K224S 4¢StySié | a(SSHEsS0t Brabfed B @efaulgoy AIX Sriveisp R

S22\ SENTRY
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Add a new command to be executed with these credentials:

A Enter the command to be executed: Isd€+c processorF 'class;name;status'

A Add a new String Search:

A[FILoStY a! @rAatroftS t NEPOSaaz2Nkué

A CRITERION 1: LiNedza & O2y Gl Ay a! @FAfl ot Sé¢ Ay GKS 0O2f dzY)

semicolon
Add anew String Search:
A[FHoStY a{G2LIISR t NPOSaaz2Nku¢
A /wL¢OwLhb MY [AYS Ydzald O2yialAy a{(02LIISRE Ay 0
semicolon

Result
A ¢ KS &/ @&amgtérson thvailable processors string search instarstfeow the number of
processors in the server.

A ¢KS &/ 2dzy (¢ LIStNdped rocBsNdis sting sedréhInstarsieow the number of
A02LIISR LINPOS&a2NED® !y | f[SNEi¢é ORIIMIRY $BES NUSHiHzZLA 2
sS00Nn as a processor is stopped.

Hardware Monitoring Commands autoRefresh: @ on O o =

Expand Al | Colapseal | Fite: @3/ Dec 18, 2007 3:47:43 PM CET

Status and Parameter Currenthy | History

| Application Collection Status true P

'
* (&4 Processor Status Command

8 Execution Status oK A
8 Execution Time 0.11 Seconds |
processor;procd; Available
8 peturn Output processor;procZ; Available 2
o Available Processors
€2 count (HE) p B
€8 count (L8) 2 |
@l Maching Lines e ae B
- Stopped Processors
3 count He) 0 s
€8 count (LB) 0 =
Matching Lines Mo Data 7

Figure7: Monitoring processors through a command executiorstance
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2. Database Query Analysis

The Studio ¢ SQLQuery tool enables you tcexecute SQL queriesn diverse database serversich
monitor their return output withinthe BMC Portaénvironment.

What you can do with this tool

Monitoring Studio Express enables yourtm andanalyzeSQL queriewvithin your Portal environment
onthe following database seers

A Microsoft SQIserver 7, 2000 and 2005
A MySQL serversy
A Oracle database servers 8, 9i and 10g

Once setup, you can then findune your monitoring by performing string searches and numeric value
extractions on the return output of the SQL queries.

Basially, if an application you wish to monitor uses a database server, you can test this database by
sending applicative queries to the database server, or by testing the content of some critical application
tables. Once you have specified your SQL querysgatch for strings in the result set and build graphs
using the numerical values returned. Queries can be set up to perform complex tasks with just the click
of a button, and they can be saved for future use.

Background information

BMC Performance Managéixpress Monitoring Studio runs, analyzes and monitors SQL queries on
database servergsingthe JDBQrotocol.

A SQL A short form of Structured Query Language, iscamputer languagedesigned for the
retrieval and management oflata in relational database management systems, database
schema creation and modification, and database object access control management

A Queries The most common operation in SQL databases is the query, which is perfanostd
often with the declarativeSELECReyword. SELECT retrieves data from a specifibte, or
multiple related tables, in a database. SQL queries allow the user to specify a description of the
desired result set, but it is left to the devices of the database management system (DBMS) to
plan, optimize and perform the physical operations necessary to produce that result set in as
efficient a manner as possible.

A Keywords The keyworddike SELEC®t keyword clauses like ORDER BY, FROM, GROUP BY etc.
used forSQL queries are numerous and can vary depending on the database server they are run
on.

A JDBCShort for Java Database Connectivitg vaAPIthat enables Javprogramsto execute
SQLstatements JDBGllows Java programs to interact with any S@Qmpliantdatabase Since
nearly all relational database management systems (DBMSs) support SQL, and kesause
itself runs on mosplatforms JDBC makes it possible to write a single database application that
can run on different platforms and interact with differeDBMSsJDE is similar t®©DBCbut is
designed specifically for Java programs, whereas ODBC is larigdagendent. JDBC was
developed bylavaSofta subsidiary of Sun Microsystems.
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How it works (summary)
The 3 basic steps to run Database queries are:

1. Identify the host, specify the type of database senad enterconnection credetials.
2. Specify the SQL query to be executed and set thresholds with alert conditions

Monitoring Studio Express runs the query and displays its response under the pard&teéaien
Output

Finetune the monitoring by running string searches or performmgneric value extractions on the
return output of the monitored instance.

Parameters

¥ Connection Status

Connection Status Text Alarm or Warning
Sep 4, 2007 11:17:58 PM CEST Alarm
| Status and Parameter | Currently | History | Bydefault Alarmis
8 Conrection Status 0K 2] enabled for the regular
_ SELINBaaAzy
Parameter that reflects the connection status to tl
database.
ahYé AYRA OlcinBestiordtalitie Ofabaser dzt
GCFHAftSRéE AYRAOIFIGSaAa O2yySOf
be stated.
Execution Time Numeric 7 Execution Time Alarm or Warning
Sep 4, 2007 11:21:18 PM CEST Alarm
M No default thresholdsr
8 Execution Time 0,015 Seconds B alerts set
Parameter shows the time taken &xecute the query.
Unit: Seconds
Query Status Text 7 query i Alarm or Warning
Sep 4, 2007 11:22:11 PM CEST Alarm
| Status and Parameter | Currently _ History Bydefault Alarmis
2 Query Status oK 2] enabled for the regular

SELINBaaArzY
Parameter that displays the status of the database qu
execution.
GhYé AYRAOFGSa &dz00SaatTd

& C I Airidi€akes failure. The possible causes will be state:
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7 Return output .
Return Output Text Alarm or Warning
Sep 4, 2007 11:23:06 PM CEST

St nd rometer_arenty ]

Q Return output pésgaerZZmGwakhltgDa0fsmeae3e00;eco_RSM;GLOBAL; 2,5.00; 172, 16,8, 243;e..

Alarm

No default thresholdsr
alerts set

Successful execution of the database query displays
output returned on query executiorThe result is formatted
as follows:

- One line per record of the result set
- Semicolorseparated columns

db2 RIGFIéE RAGLXFESR AYRAC
causes are stated.

Thresholds can bget and modified on all parameters.

Setting up an SQLguery instance
To createan instance of thé&tudio- Database Quengnalysis tool,

1. Go to theConfiguretab, click on theelementon which you wish to use the tool.
2. Scroll to theApplication Classecton, click orAdd.

|‘ Status Reports Events Configure

~
Remote Service Monitors b Application Classes | add Delete
Shared Credentials R
Application
Tags .
Ping
User Groups
Users Tags Assign | Uniassign ‘
=
= Tag & | Creator &
@4 | nothing found to dspl,
othing found to display.
= sentry
@ Dashboarcs Blackout Periods | Add | Edit | Deletz ‘
=} Ii Infrastructure These blackout periods affect al participating elements in the
= sentry lab pane.
|4 | Affected Objects & | Type + | Date 4 |
s 3 Mothing found to display.
< | > < |

Figure8: Add application clasgmonitoring tool)

3. SelectMiscellaneoudrom the drop down category list.

='| Properties - eco - Add Application Classes

Remote Service Monitors

Shared Credentials
Tags

LEETEELEE Select the application classes you want to add, then dick Next.

Miscelaneous v

Miscelaneous
Available Applicatinetworking

Y Y Port Monitors
SHMP Listener

Users

&2 A 4

= senfry -[

e

Figure9: SelectMiscellaneousas category
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4. The Available Application Classewill display all the application classes in this category. The
Monitoring Studio Express application classes/monitotoads appear with the prefistudio.

Figurel0: SelectStudio¢ SQL Query (Datmse type)from the application clasdist

5. Selet Studio¢ SQLQuery (Database typepand select the number of database query instances
you wish to create on this elementNext

Note
You can createneor up toten instances at this stage; or create juste now and add others at any time later

Enter the information required for setting up this database query instance andAalidk

The information required for monitoring varies as per the type of database server you wish to query.
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