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Contacting BMC Software

You can access the BMC Software Web sitgtpt//www.bmc.com/. From this Web site, you can obtain information about the
company, itroducts, corporate offices, special events, and career opportunities.

United States and Canada Outside United States and Canada
Address BMC Software, Inc. 2101 CityWest Blvd.  Telephone (01) 713 918 8800
Houston TX' 70422827
Fax (01) 713 918000

Telephone 713 918 880@r
800 841 2031

Fax 713 918 8000

Copyright 2006 BMC Software, Inc. or licensors, as an unpublished work. All rights reserved.

BMC Software, the BMC Software logos, and all other BMC Software product or service naragsted trademarks or
trademarks of BMC Software, Inc.

IBM is a registered trademark of International Business Machines Corporation.

DB2 is a registered trademark of International Business Machines Corporation.

Oracle is a registered trademark, and fBeacle product names are registered trademarks or trademarks of Oracle Corporation.
All other trademarks belong to their respective companies.

BMC Software considers information included in this documentation to be proprietary and confidential. Youthise of
information is subject to the terms and conditions of the applicable End User License Agreement for the product and the
proprietary and restricted rights notices included in this documentation.

Restricted Rights Legend

U.S. Government Restricted Riglto Computer Software. UNPUBLISHERIGHTS RESERVED UNDER THE COPYRIGHT LAWS

OF THE UNITED STATES. Use, duplication, or disclosure of any data and computer software by the U.S. Government is subject to
restrictions, as applicable, set forth in FAR B&ck2.22714, DFARS 252.22D13, DFARS 252.27014, DFARS 252.27015,

and DFARS 252.27D025, as amended from time to time. Contractor/Manufacturer is BMC Software, Inc., 2101 CityWest Blvd.,
Houston, TX 77042827, USA. Any contract notices shouldskd to this address.


http://www.bmc.com/

Customer Support

You can obtain technical support by using the Support page on the BMC Software Web site or by contacting
Customer Support by telephone or e-mail. To expedite your inquiry, please see the sectiono Bef or e CSentyact i ng
S o f t wgvenebélow.

Support Web Site

You can obtain technical support from Sentry Software 24 hours a day, 7 days a week at

http://www.bmc.com/support home . From this Web site, you can

e read overviews about support services and programs that BMC Software offers

e find the most current information about BMC Software products

e search a database for problems similar to yours and possible solutions

e order or download p roduct documentation

e report a problem or ask a question

e subscribe to receive email notices when new product versions are released

o find worldwide BMC Software support center locations and contact information, including e -mail addresses, fax
numbers, and telephone numbers

Support by Telephone or E -mail

In the United States and Canada, if you need technical support and do not have access to the Web, call 806371813.
Outside the United States and Canada, please contact your local support center for assistaoe. To find telephone and
e-mail contact information for the BMC Software support center that services your location, refer to the Contact
Customer  Support section of the Support page on the BMC Software Web site at
http://www.bmc.com/support_home

Before Contacting BMC Software

Before you contact Sentry Software, please ensure you have the following information available so that Customer
Support can begin working on your problem immediately:

Productinformation

e product name

e product version (release number)

e license number and password (trial or permanent)

Operating system and environment information

e machine type

e operating system type, version, and service pack or other maintenance level such as PUT or PTF

system hardware configuration

serial numbers

related software (database, application, and communication) including type, version, and service pack or
maintenance level

Sequence of events leading to the problem
Commands and options that you used

Messages receivéand the time and date that you received them)
e product error messages

e messages from the operating system, such as file system full
e messagesfrom related software
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User Guide- Overview

SENTRY SOFT

This document explains how tesse BMC®

Ove rV| eW Performance Manager for Hardware.

This guide details all the available feature
Hardware Sentry KM fdPATROIlenablesadministrators to BEEERS e BTN Ao TR = alo]al o) clale (Il o]k

monitor the hardware of tkir diverseservers.This is aingle B S [ a SEy R R RS oo o o Lol o5
KM that is able to monitor the hardware of different serve g8 Iore I T EE SRV = ol = b o) =11)
brands: IBM®, HP®, DELL®, Sun Microsystems®, NEC®, SRSV § =B Il F NRg I NB
Siemens® and many others. understand how the product works.

Once installedHardware Sentry requires no configuratiof k=Sl Ie Rl G RIS SRR (SRR ok
and automaticdly detects the environment and startd UEGSUERGREEICORGFEETE] S

monitoring the hardware: status of the disks and the RAREEEEECr TSI S e 0= L1 o al o] d =10
controllers, temperature of the system, speed of the farf e E IV E ET N o BRI

power supplies, network interfacestc. consists of:

As the solution connects teendorspecific instrumentation . Installation Guidec for details on
agents on the servers to collect hardware information, it how to install and run the product.
grukt a2 Ayaoubtt GKSas at . User Guide current document

installing the KM. . Reference Guide for details on
application dasses, menu

Please refer to theplatform-specific guides for information on comrnandg, _ parameters,
details on how to install thevendorspecific instrumentation configuration  variables  and
agents. They are a prerequisite on the managed systems connector and platform details

Hardware Sentry to function. . Release Noteg; tells you about

the enhancements in this version.
Platformspecific Guides ¢ for
details on the installation of
vendorspecific hardware agents
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SENTRY SOFT
Installation procedure in anutshell

Prerequisites

1. Hardware Sentry is a KM f®ATRORNd therefore needs to be installed oavery managed system
with anAgent, Consoles, Console servers and PATROL Centraiditieb.

2. Minimum version of PATROL should be 3.4.11

3. Servers to be monitored should have theirspective instrumentation agents installe8ee the
Platformspecificquidesfor details.

4.  Productpackages to be downloaddcbm BMC EPD @&entry Software Web site

5. Latest BMC Software Installation Utility to be downloaded from the BVISite.

Installation
1. Storethe installation utility and the product packages in the same folder
2. Click first on the installationtility and then on the product package file
3.  Follow the installation wizard
4.  For optimal performance, configure PATROL agents to preload the Hardware Sentry KM

5. Enterlicensel LILJX AOFof S fA0SyasS {1SeaxlyR &2dz I NB
Hardware.

Please refer to thénstallation Guiddor details.

S\ SENTRY
\w{- SOFT

faat werw.senirysafiware.net

tt
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SENTRY SOFT

CGetting Started

This section gives yobrief glimpse at how Hrdware Sentry work&ind what lardware components it
monitors.
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How does it work?

Hardware Sentry is a KM thahables RTROL to monitor computer hardwaredklistatus, temperatures,
CPU, power suppliesc.).

It gathers hardwareinformation from different sourcesuch as manufacturespecificagents, standard
management technologies, SNMP, WBEM, etand displays this information within the PATROL
framework.

In order to work properly, Hardware Sentry needs certain hardware irdtion sources to be available.
Depending on the platform, itelies on manufacturerspecificagents and/or on standard management
technology such as WBEM or SNMP. On startup, Hardware Sentry automatically detects which hardware
information source is avaitde and then uses thipoll data on the hardware healtbf the computer.
Hardware Sentry collects such data from each server and reports in your PATROL console.

The image below represents how Hardware Sentry monitors the hardware of a Rifisiens® conuper:

A

<bmc '

PATROL Console :
“) Hardware Sentry KM for PATROL
{40mc Siemens Serverview Myl WBEM
ylex
PATROL Agent Connector Connector Connector
. SNMP SNMP

o FUTITSU e ‘ =
5% SIEMENS MYLEX
< 4

GLOBAL ARRAY MANAGER

b = Y o s5o58:
Z 6 W |

1) A

& FUJITSU coune

w SIEME
<
= 235
(]
14
<<
a5

server RAID controller other SCSI controller

A The Siemens® ServerView® agent shows the temperatures, the fans, the power supplies and the
voltages of the Siemens computer through SNMP

A The Mylex® GAM Server shows the status of the physical and logical disks of the Mylex® RAID
Controller throudy SNMP

A TheWindows WMlIprovider shows the status of the physical disks attached to the standard SCSI
controller through WBEM

A Hardware Sentry detects and automatically connects to all three information sources (Siemens
ServerView, Mylex GAM Server and WwdoWMI provider) and gathersonly useful hardware
information from then and reportst within the PATROL framework

S\ SENTRY
\w{- SOFT

faat werw.senirysafiware.net
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Integrating Hardware Sentry

The Hardware Sentry package is to be installed using the BMC Software InstallatiorHatitityare Sentry
is aknowledgemodule (KM) for BMC Software PATROL. Therefore it must be installed on the following
components of the PATROL framework:

A PATROL Agents

A PATROL Consoles

A PATROL Console Server

A PATROL CentraWeb Edition

Like any other KM, the active part bBaardware
Sentry resides on the PATROL Agent.

Select Products and Components to Install

e e it o et o o A PATROL Agent must be installed on each
packaged products and components with pre-defined ) )
configurstions. Expand the tree to select one ormore products, | server whose hardware is to be monitored, and
@product Selection Hardware Sentry must be installed on each
=3 Knowledge Modules for PATROL by Sentry Software
B PHardware Sentry KM for PATROL PATROL Agent

Once Hardware Sentry is integrated within the
PATROL framework, tHerdware information
Estimated Disk Space Neoded: (7 |up and status of the monitored serverwill be

Disk Space Available: MB
available inthe PATROL interface.

|
[oete-- ] Lok | [t > ] [ens] Please refer to thénstallation Guiddor details

" on the installation procedure.

Hamdware Sentryis able tomonitor certain components o systen remotely through the network using
SNMP and WMI protocolsince version 1.4.00However, his does not imply thatll servers can be
monitored remotely. For furthedetails, please see the sectidrionitoring

~10~
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The need for manufacturer -specific hardware monitoring software

Often, the standard operating system layisr not a sufficient hardware information source and most
computers require an additionahanufacturerspecificagent for Hardware Sentry to function properly. In
most cases, server vendors provide the required hardware monitageqt for their server mosls.

Depending on the platform, a single agent could monitor the temperatures, fans, voltages, power supplies
and RAID systems, dhe platform may require separate agerfts environment and disk monitoring.

For example: The IBM Director Agent monitonsd aprovides information about temperatures, fans,
voltages, power supplies and the ServeRAID disks for IBM xSeries and Netfinity €entaesother hand,

the Siemens ServerView Agent only monitors the sensors on the motherboard of the server (temgsratur
voltages, fans and power suppliesd sothe Mylex GAM Server is required to monithe Mylex RAID
controller of the server.

Please refer to thénstallationGuideand thePlatformspecific guide$or further details.

Hardware Sentry

Insight
Director® Manager®

DELL®

Copenianage
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Using Hardware Sentry to monitor hardware

Once Hardware Sentry is installed and integrated into the PATROL framework and the hardware
information sources are available, the hardware information of the monitored computers will be displayed
in the PATROL Consoles (PATROL® Cassies and PATROL® Central).

The operators and administrators just have to look at the PATROL Consolesthe deardware health of
their monitored servers iexactlythe same way they see the operating system or database health. Under
each server icon, a tree represents all the monitored hardware for this server.

[== PATROL Central - Untitled1 - [Application Instance "TARYABHAT_3181:/Computer: Dell PowerEdge 16005C7]

=| PATROL Central  Action View Tools Window Help

paTROLCentral = 2 | | @ k? | operstor @l @ T ¥ LB
Jz Action = View - - H & E-

48 Tasks ]
EI-@ ARYABHAT 3181 —| Total number of items = 7
[1-1b Event Management | I | Mame | Type | Object state Aggregate State
(= Q Hardware on kant (Hardware Sentry TRIAL PERIOD: 23 days left) “fPower Supplies Application Instance oK
I g Computer: Dell PowerEdge 16005C &, Intrusionstatus Boolean Parameter oK
E|’ Fans @Pmcessors Application Instance QK OK
’ Fan: 1.1 (CPU 1) | Temperatures Application Instance oK OK
’ Fan: 1.2 (Front) [LAMemory Modules Application Instance OK oK
’ Fan: 1.3 (Rear) ’ Fans Application Instance oK Ok
&3+ Memory Modules = voltages Application Instance oK oK

B2 Memary: 1.1 (DDR. - 255 ME)
L3 status
B8y Power Supplies
E-485 Power Supply: 1. 1 (AC) - Critical
: -3 Power Supply: 1.2 (AC)
Processors
@ CPU: 1.1 {Intel - Pentium IV - 2.80 GHz)
‘mperatures
Temperature: 1.1 {Planar Temp)
45 Temperature: 1.2 (CPU 1 Temp)
-] Voltages
E(( IntrusionStatus
[l 4 Selected Connectors
- % Connector for: Dell OpenManage Server Administrator
TestReport
Status |
= rj Hardware on local host (Hardware Sentry TRIAL PERIOD: 23 days lefi
- 9 Detected Conmectors
4 Connector for: WBEM on Windows - Disks
4 Connector for: WBEM on Windows - Network
[+ Disk Controller: Intel(R) 8280 1GR/GH SATA AHCI Controller #0
A2 Network Interfaces
- % Hardware on tzu (Hardware Sentry TRIAL PERIOD: 23 days left)
% Computer: IBM eserver xSeries 366 (eserver xSeries 366)
-4 Disk Controller: I8BM AIC-9410 #0
' Fans
+-C7] Memary Modules
% Power Supplies
Processors
Temperatures
IntrusionStatus
- ¥ Selected Connectors ]
@ CTORAN 3181 |
< u | [

B ain /E'Qjerﬂur

1

e

o
[y

i

~ 12 ~
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Supported Platforms and Requirements

TheBMC Software PATROL Agent must be instaltedach managed systeand its version should be at
least 3.4.11.

For Hardware Sentry to collect information from a managed system, it requires specific instrumentation
agents or system management tools to fr@sent on the managed system.

Typical Platform Operating System Required Instrumentation Agent/System

Tools
Dell PowerEdge Microsoft Windows Dell OpenManage Server Administrator, WMI
Dell PowerEdge Linux Dell OpenManage Server Administrator, Lin

system commands, SmartMonTools
FujitsuSiemens BX Blade servers  N/A FujitsuSiemens Management Blade

FujitsuSiemens PRIMERGY Microsoft Windows FujitsuSiemens Serverview / Fujit&iemens
ServerView RAID Agent / Promise FastTr
SNMP Agent / LSI GAMr@&a / LSI MegaRAll
SAS SNMP Agent / LS| MegaRAID PowerCon:
Mylex GAM Server , WMI

FujitsuSiemens PRIMERGY Linux FujitsuSiemens Serverview / Fujit&iemens
ServerView RAID Agent / Promise FastTr
SNMP Agent / LSI GAM Server / LSI Megaf
SASSNMP Agent / LS| MegaRAID PowerConst
Mylex GAM Server, Linux system comman
SmartMonTools

HP GClass BladeSystem Windows HP Insight Management Agent

HP GClass BladeSystem Linux HP InsighManagement Agent

HP PClass BladeSystem N/A iLO

HPAIlphaServer Tru64 HP InsighManagement Agent

HP 9000 HRUX HPU system tools

HP Integrity Windows HP InsighManagement Agent

HP Integrity Linux HP InsighManagement Agent

HP Integrity HRUX HPUX system commands + MP/GSP

P\ SENTRY
a7 SOFT

www. sentrysoftware, nat
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Operating System

Required Instrumentation Agent/System
Tools

HP Proliant

HP Proliant

HP NetServer

HP SuperDome (Itanium)

HP SuperDome (ltanium)

HP SuperDome (ltanium)

HP SuperDome (PRISC)

IBM RS/6000,
IBM eServer p5

IBM xSeries, IBM NetFinity

IBM xSeries, IBM NetFinity

NEC Express5800
NEC Express5800

StorageTek LSeries

IBM

StorageTelSreamLine

Sun Fire (SPARC)

Sun Fire (SPARC, T1, T2)

pSerie

Sun Fire F12K, F15K, F20K, F25K

Sun Fire X64

Sun Fire X64

Windows

Linux

Windows
Windows
Linux
HRUX
HRUX

IBM AIX

Microsoft Windows

Linux

Microsoft Windows
Linux

Storage

Storage

Solaris

Solaris

Solaris

Solaris

Linux

~ 14 ~

HP InsighManagement AgentWMI

HP InsightManagement Agent Linux system
commands, SmartMonTools

Toptools

HP InsighManagement Agent

HP InsighManagement Agent

HRUX system commands + MP/GSP
HRUX system commands + MP/GSP

IBM AIX system commands

IBM Director Agent ,WMI

IBM Director Agent , Linux system comman
SmartMonTools

NEC ESMPRO Agent, WMI

NEC ESMPRO Agent

StorageTek LSeries SNMP Agent
StorageTek StreamLine SNMP Agent
Solaris system commands

Solaris system commands + Sun ALOM card
Advanced Light®ut Management)

Solaris system commands + SMS utilit
intsalled on the system controller

Ipmitool, Isiutil

Ipmitool, Isiutil
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Generally server manufacturers furnish instrumentation agents and system tools for free and these are either found
onthe CBwha LINBBPARSR gAGK GKS aSNIBSNJ 2NE 2y GKS YI ydzFIl Oid
YI ydzF I Ot dzZNB N a atyhast betnstallgdionh thé oyiitored3sErver for Hardware Sentry to function

properly.

For details on how to install the required instrumentation agent on the systems, please refer pdatferm-specific
guidesavailable on thedardware Sentrpageof the Sentry Software website.

AsSentry Softwarés continuously working othe support of new hardware informatioisources and new
platformsthat can be monitored with Hardwargentry will continue to grow.

Please check our web siteww.sentrysoftware.netto find the latest updatesUpdatesare in the form of
patchesfor Hardware Sentnare free and do notneed an ugrade of the KM itself, unless there are
structural changes.

Hardware components momored
Depending on the managed system, Hardware Sentry monitors:

Disks (RAID and ndRAID disks)
Disk Enclosures

> > >

Fans

>

Memory modules

>

Network interfaces

>

Power supplies

p>

Processors

p>

Temperature

p>

Voltage

For details on what hardware components are @lged on each system, please see #iennectors & Platforms
Referencerable in theReference Guidand click on the€Connector Namapplicable to your system/typical platform.

All product documentation is also available in an online format accessible from within the product as well as in the
Hardware Sentry Online Technical Libranythe Sentry Software weltte.
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Inside Hardware Sentry

Architecture
Hardware Sentry is principally composed of:

A A common hardware monitoring engine (MS_HW_*.km KM classes and ms_hw_*.lib PSL libraries
that run with the PATROL Agent of each monitored computer)

A Several connector s (MS_HW_*.hdf) that are platforspecific

Upon startup, Hardware Sentry tests each connector in order to detect which hardware information
sources are available (manufactwsgpecific hardware agents, standards instrumentation layers, etc.). This
is caled the "detection process".

Once Hardware Sentry knows which hardware information sources are available and can be connected to,
it tries to discover the hardware environment by querying these selected hardware information sources, as
described in the coasponding *.hdf files. This is called the "discovery process".

Finally, when the detection and discovery processes are complete, Hardware Sentry starts collecting data
about the discovered hardware environment (status, temperatures, voltages, etcubyying the
detected hardware information sources as described in the corresponding *.hdf files. This is called the
"collection process".

The table below shows the synopsis of the actions performed by Hardware Sentry.

Macro Description Corresponding PATROL process

Activation Activates the MS_HW_MAIN class. PRE-DISCOVERY process of the
MS_HW_MAIN class.

Executed once on the PATROL Agent startup.

License check Creates the MS_HW_MAIN icon. DISCOVERY process of the MS_HW_MAIN

class.
Look for a valid license key.

. Executed every hour (default period).
Activates all of the Hardware Sentry classes.

Detection Process Tests each connector in order to detect which hardware
information sources are available and can be connected to.

Discovery Process Discovers the hardware environment by querying the previously
detected hardware information sources.
Creates the other class instances (MS_HW_TEMPERATURE,
MS_HW_PHYSICALDISK, etc.)

Collection Process Polls previously detected hardware information sources to Collector parameters of the MS_HW_MAIN
gather data about the hardware environment. class: fanCaoll, logicalDiskColl, otherDeviceColl,
etc.

Executed every 2™ minute (default period).

~ 16~
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The Connectors

9 OK O2yySO0l2NJ Aa Yy G®KRTFé¢ FAES GKFdG Aada RSRAOIGSF
connectorfile is to describe how Hardware Sentry should connect to the hardware information source
available on a platform and which information ®&vailable through this source. For example,

MS_HW_Director41NT.hdf will describe how to get information from the IBM Director 4.1 Agent and then
monitor an IBM xSeries server.

'y GOKRFE¢ FAES OlFy (G4Stf GKS I FNRgFNB {SyiNR Syairys
A Query a SNMP agent (get, get_next, and tables)

A Execute a WBEM query
A Execute an OS command

9 OK Go®KRF¢ TFAES dzaSa || YAE 2F (KSasS LkRaaiotsS | O
Sentry gather useful data in a given hardware information seur

Note on HDF files
CKS AGPKRFE TFAf Sa MSNBWdf 2 OF 8 S RSHBATRORBGNES/iIscd ! ff GaPKRFE T
installed on all platforms.

The Detection Process

As Hardware Sentry is preloaded by the PATROL Agent, it begins its opewgtionthe agent startup.

Once the Hardware Sentry podiscovery PSL process has activated the MS_HW_MAIN class, the PATROL
Agent spawns the Hardware Sentry discovery PSL process. This PSL process takes two actions: the detection
and the environment discover Here is a description of this detection process.

A DSGO GKS tAad 27F I @ At 0 {%PATARLY HOMEUW/EBMNE HW hgf PK R T £
folder)

A C2NJ SIOK G®PKRFE¢ FAES F2dzy Rz (Said GKS RSGSO0GAz2Y
etc.)

A alN] GKS aoKRT¢ FAESa a bRSGSOGSRb 2yO0S Ittt A
be several connectors detected at one time (typically: one connector for the temperatures,
voltages, etc., one for the RAID disk controller and one femibn-RAID disk controller)

A Launch the discovery process

Note

VVVVVV

T2 2LWGAYATS GKS RSGSOGA2Yy LINRBOSaa IyR 3AFLAYy &a2YS GAYSzE il
are processed simultaneously.
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The Discovery Process

The discoverprocess is launched just after the end of the detection process. It takes the following actions:

A tNrOSaasSa (GKS boyOf2adNBE®P5Aa020S5NEDH aSOouArzy 27

computer model and create the main Hardware Sentry and compuicon (class:
MS_HW_ENCLOSURE). Most of other icons (disk controllers, fans, temperatures, etc.) will be
created under this computer icon.

Launches the disk controller discovery that will processes the "DiskController.Discovery" section of
eachdetectedt PKRF¥¢ FAES FyR ONBIGS GKS a{ywl2y5L{Y/ hbd
Launches the other discoveries (fans, temperatures, voltages, power supplies, logical disks, physical
RA&d1a YR 20KSNJ RS@AOSay GKIFG ogAff LINRPOSaa (KS
and create the corresponding icons.

With a view to optimization, the discovery process is as parallelized as possible. All the independent objects are
processed at the same time.

The Collection Process

Once the discovery process is complete, the ctitte process starts:

A

A

A

A

Every two minutes, Hardware Sentry spawns several PSL processes (fanColl, physicalDiskColl,
logicalDiskColl, temperatureColl, etc.)

These PSL processes are responsible for the collection of information about a given deviEertype.
example fanColl will gather fan information from the different detected hardware information
d2dzNOS&a> da RSAONAROSR Ay (KS O2NNBALRYRAY3IA adPKF
The PSL processes are "attached" to the ntdandware icofMS_HW_MAIN class) and not to the
corresponding classes and instances. No collection is performed on objects that have been paused.

When a device is marked as "missing" by the discovery process (i.e. had been discovered and is no
longer discovered), the collection process no longer qeetfie hardware information source, and
simply sets the status of the object to alarm.
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Hardware Sentry KM for PATROL v1.5.00

SENTRY SOFT

Monitoring

Monitoring the hardware components with Hardware Sentry is very simple. @meeM isproperly

installed, as per the instructions given in the Installationd8uHardware Sentry automatically detects alll

the various hardware components and displays them in the PATROL interface.igho configuration or

Gag@zahild G2 06S R2yS Ay 2NRSNJ 2 Y2yAi2N) GKS KFNRgL N
set/modify thresholds(if required and set alert actions as per your specific requiremeirisorder to be

notified about an error or failure.

This section gives details abaltthe componentanonitored by Hardware Sentry

S22\ SENTRY
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The Basics

Automatic detection ofhardware componentsz No configuration required

Hardware Sentryequires no configuration to discover and monitor the hardware components within your
BMC Performance Manager environment.

Once the KM is installed and loaded properly after ensuring tharatbquisites have been as described in
the Installation Guide (such as installing the manufactggecific hardware agents etc.), an icon labeled
Hardware appears m the Console and the KM discovers all the hardware components of the managed
system

[== PATROL Central - Untitled1

PATROL Central Action View Tools Window Help

PATROL Central = | (2 [ ' [Pl Vg operator @ | B ) F L B

Ji E Application Instance "KANT_3181:/Computer: Dell PowerEdge 16005C - Hon Critical’ I
El- gy Hardware [A] = —
El- ') Computer: Dell PowerEdge 16005C - Non Critical Action - View - & EH & E- || (Qaddeolder (Maddchart [fiFadd custom view

é Elsk Controller: PERC 4/5C =1 Motal namber of items = 11
= ans -

- Fan: 1.1{CPU 1) - Non-Critical Lower LEUE | Type | Object State | Aggregate State |

Fan: 1.2 (Front) &Stab.ls Stop Light Parameter Warning

’ Fam: 1.3 (Rear) [ Voltages Application Instance oK Warning

(2] Memory Modules @Temperatures Application Instance Ok Warning

Fans Application Instance QK Critical

&
[-48% Metwark Interfaces
&

o & Other Devices "@Power Supplies Application Instance QK Critical
[—]'\6 Power Supplies E((Inh'usionstatus Boolean Parameter QK
[-4@y Power Supply: 1.1 (AC) - Critical | #8 Disk Controller: PE... Application Instance Ok Ok
B8y Power Supply: 1.2 (AC) 3 ¥ Other Devices Application Instance Ok Ok
[]"Q Processors @Processors Application Instance Ok Ok
Bl i, Temperatures [CAMemary Modules Application Instance Ok Ok
D"% Voltages & Network Interfaces  Application Instance oK oK
IntrusionStatus

..... & Status
Bl 9 Detected Connectors

4 Connector for: Dell OpenManage Server Admin

4 Connector for: Dell OpenManage Storage rﬂane[v]
< ] 1l | [ )]

"' Main /E' Operator

What you can do with the KN§

The easiest way tdigure out all that you can do with Hardware Sentry is tovestigatethe menu
commands it offers, andeewhat theee menu commands allow you to d@o illustrate this, the example
taken is that of the Dell®verEdge computer as shown in the picture above.
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Hardware Sentry KM for PATROL v1.5.00

SENTRY SOFT

Menu commands from the Hardware icon

Hardware is the main Hardware icon  for each managed system.
Rightclick on theHardwareicon>KM Commands >

The parenimenu @mmands are as follows:

+ KM Settings Displays all the command options for different monitoring settirfgee table below
for descriptionall options offered throughVl Settings

+ This 8 a0SYQa: Alos Viok yoIsat system properties and credentitdsbe used for
monitoring See table below for description all options offered throuly This Syste@ Settings

+ Add a Remote System to Monito Enables you to monitor another system remotely using either
SNMP or WMWBEM or Telnet/SSH

+ Instant Hardware Health ReportDisplays an instant hardware hdalteport for the managed
system

+ Schedule Hardware Health ReportEnables you to schedule automated generation of hardware
health reports for all hardware components monitored on the local host (including remote hosts)
on an hourly, daily, weekly or monthbasis at given times and days

Pause Monitoring Enables you to pause the monitoring of the system
Resume MonitoringEnablesyoii 2 NB & dzYS GKS Y2yAG2NAy3d (KIFGQa

+ Trigger a KM DiscoverfEnables you to trigger a full discovery at any time (default discovery once
every hour)

Reinitialize KMEnables you to triggers a completeingtialization of Hardware Sentry

License Enables you to enter your license key to activate Hardware Sentryriowledgemodule
once the trial period expires

+ About: Statesbasic product information and BMC Software support contact information

The following two tables give you a quick glimpse Ibftee options offered throughd\Vi Settingsand This
Systen® Settings

A
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KM Settings

Hardware>K M Commands> KM Settings >

Alert ActionsX ! et Alert Actions for Hardware Sentry

Enables you to select the Alert Actiol
i.e. different methods of notifications
to be executed by Hardware Sent
when a parameter breaches it
threshold

Select the Alert Actions you wish Hardware Sentry to execute
when a problem is detected:

Trigger a PATROL Event:

Annotate the parameter's graph
Execute an 03 command

Execute a PSL command (advanced)
Send a pop-up to the PATROL Consoles
Write a line to a LOG file

Send a basic SHHP trap

Send a custom SHMP trap {advanced)

S M N N o

Note: The selected fAlert Actions will be executed each tine
a parameter breaches its thresholds. These settings apply to
all hardware components monitored by Hardware Sentry.

Cancel | Next > | Help

Threshold Mechanism Selectioh % Hardware Sentry - Threshold Mechanism Selection

A”OWS you tO Se|eCt the thl‘eSh0|‘ Select how the alert thresholds are to be managed by Hardware Sentry

mechar"sm @+ ‘qutomatic: Hardware Sentry determines the mode of threshpld management currently used on the seruer;
" Tuning: Hardware Sentry uses the internal PATROL mechanism to set thresholds
(" PCH/Event Hanagement: Hardware Sentry automatically sets thresholds through PCH/Event Hanagement

AutomatIC (by defal.llt). Hardware " No threshold: Hardware Sentry does not set any thresholds and lets you specify them manually
Sentry determ|nes the mode C The mode of threshold management currently used by Hardware Sentry is: PCH/Event Management
threShOId management beSt SUIted t Note: The PCM/Event Management option requires that you use the PATROL For Event Hanagement KM.

If you use PATROL for Event Hanagement to manage thresholds in PATROL, it is recommended that you

the System The d|ffe|’ent modes are: select the PCH/Event Management mode to manage thresholds in Hardware Sentry.

In any other case, the Automatic mode is recommended.

Tuning Hardware Sentry uses th
internal PATROL mechanism to ¢ o ] cancer
thresholds

PCM/Event Management Hardware
Sentry automatically sets thresholc
through PCM/Event Management

No thresholds Hardware Sentry doe:
not set any thresholds and lets yc
specify them manally
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Hardware>K M Commands> KM Settings >

Missing Device DetectioX

Enable/Disables missingdevice
detection. By default, Hardware Sentr
RSGSOGa avyraaay3
previously monitored but which have
disappeared during the monitoring or
after a reboot or due to some other
cause

Intrusion Detection AlertX

Allows you tadecidewhenan intrusion
detection alert for the enclosure
systems chassghould be raised

ThelntrusionStatis parameter of each
enclosure object discovered by
Hardware Sentry reports whether or
not the chassis has been opened, anc
triggers an alarm as per user settings

Network Link Alertx

Allows youo choose the
monitoring/alert settings for the
network link status

@ Hardware Sentry - Missing device detection

Missing device detection

[~ Disable missing dewvice detection

By default, Hardware Sentry monitors and detects devices
that are missing: i.e., devices that had previously been
discovered but may have disappeared during monitoring or
after a reboot.

Cancel

.

| Help

E‘ Hardware Sentry - Intrusion detection settings

Intrusion detection settings

Select when an intrusion detection alert should be raised:

O ALUAYS trigger an alert when an intrusion is detected:
" HEVER trigger an alert when an intrusion is detected
+ Trigger an alert OHLY if a previously closed enclosure is opened (default)

The IntrusionStatus parameter of each enclosure object in Hardware Sentry reports whether
this chassis is opened or not. An unexpectedly opened chassis could mean that an
unauthorized person gained physical access to the system and is trying to steal the disks,
for example.

o]

Cancel | Help ‘

E Hardware Sentry - Network link monitoring settings

Hetwork 1link monitoring settings

Select how the link status of a network interface is monitored:

C ALYAYS trigqger an alert when a network interface is not linked to a network
" MEVER trigger an alert when a network interface is not linked to a network
* Trigger an alert OHMLY if a previously plugged-in network interface is unplugged (default)

The LinkStatus parameter of each network interface object in Hardware Sentry reports
vhether the card is properly linked to the network or not (i.e. an Ethernet cable is
plugged in between the card and a gateway, router or hub).

Cancel

.

| eip
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Hardware>K M Commands> KM Settings >

Internal KM Issues Notificatiod

Allows you to enablelisableand
select thetype ofinformation
messages displayed by Hardware
Sentryin the system output windw of
the PATROL Console

Unknown Status Management

Allows you to select the actions to kb
performed if Hardware Sentry return
Fy alylyz2eyeée aidl i

to detect a avice or sensor

Discovery IntervaX

Enables you to customize the discove
cycle. By default, discovery
performed every hour

% Hardware Sentry - Internal Message Notification

Hardware Sentry Internal Hessage Hotification

Display messages in System Output Window:

\911 internal messages

|

All internal messages

Only internal problems

Ho internal message
= =

\911 internal messages

Internal messages will be registered with the event ID:
"HardwareSentryInternal™ of the "HS_HW HAIN" event catalog.

Hardware Sentry notifies you of certain special operations it may
perform or certain problems (if any}) that may occur.

These messages could be useful to troubleshoot the KM in case of a
problen. They do not concern actual hardware problems that Hardware

sentry may detect.

Hardware problems will be reported in the regular manner through

warnings and alarms.

|

]

Cancel | Help

E Hardware Sentry - Unknown Status Management -0

Unknoun Status Management

Select the actions to be performed when Hardware Sentry is unable
to detect the status of a device and returns the polling with
“Unknown Status".

=

|Consider the status to be OK (default)

[ Trigger an "Internal KM Issue Motification™

Hardware Sentry performs the selected action(s) when an "Unknown"
status is returned for a device or sensor. If you select to
trigger a KM Issue Motification, an error message will also be
displayed in the PATROL System Output Window.

x

Cancel

e

| Help ‘

ardware Sentry -

overy Cycle Customization

Discovery Cycle Customization

Harduare Sentry performs discoveries to detect new hardware
and missing components. By default, Hardware Sentry runs a
discovery every hour.

Perform a discovery every:

Fﬂ hours ’Tﬂ ninutes ,Tﬂ seconds

—C—

cancel ‘ Help
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Polling Intervak

Enables you to customize the pollir
cycle. By default, the polling interval
done everytwo minutes

Additional SettingX

E Hardware Sentry - Polling Interval Customization

Polling Interval Customization

Hardware Sentry collects data to check the status of
hardware components. By default, Hardware Sentry runs a
collect every 2 minutes.

Poll for new status every:

’n_ﬁ hours lg_ﬂ minutes [g ﬁ seconds

0K |  cancer | heip |

Allowsyou to:

Restore Device or Sensor Monitoring . NAy 3a dzLJ (K
{Sy&a2N) a2y AdG2NAy3IéE SATEFENR (2 N
monitoring has been stoppe(if removed)

E71> w»

Display Settings for UNI¥onsole Gives you the option to turn on the UN|
console mode and modify all object labels to fit the PATROL UNIX Cc
label size

Enable DebugMode: Activates or deactivates thdebug mode. Thedebug
Mode displays debug messages in the PATROL Sysigout@Vindow or
saves it in a file if you enter the file path.

S22\ SENTRY
\,;4 SOFT
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Hardware > KM Commands >4 EE O 3 U &ibdsi>6 O 3

SENTRY SOFT

Connection, Credentials and
I 2yySOG2NAX

Allows you to set the propertie:
and credentials or the securit
settings (SNMP stringand/or the
account used by Hardware Sen
to launch external commands

The next step allows you t
set/modify the way connectors art
selected: By Hardware Sentry
(default) or by the user (manual)

Hardware Sentry uses a set of
connectors to discover and monito
the various hardware components.
EachConnectois dedicated to a
hardware instrumentation
technology.

%" Hardware Sentry - Credentials for local host

Security settings

Use the following SHMP community for SHHMP queries:

Leave this field empty if you want Hardware Sentry to automatically detect the
SNHP community {(public}.

Use the following account to execute external commands:

Username : ‘

Passuord: ‘

Leave the abouve fields empty if you want Hardware Sentry to use the PATROL Agent
default account (patrol}.

Sudo options

To execute external commands, Hardware Sentry
nay use the "sude" utility rather than
impersonation.

Cancel |

Next » | Help

E Hardware Sentry - Connectors selection mode

Connectors selection mode for local host (engels)

Harduware Sentry comes with a set of connectors to discover and monitor the
harduware. Each connector is dedicated to a hardware instrumentation technology.

+ Let Hardware Sentry detect which connectors to use (Recommended)
" Hanually choose the connectors to be used to monitor the hardware of engels

In order to monitor the hardware of the local host (engels), Hardware Sentry
Hardware Sentry automatically detects the connectors suitable to this system
after running a suitability-test on each one of them. It then starts monitoring
the hardware through the detected connectors.

You can override this automatic connector selection by opting to select them
manually.

Hext >

< Back |

| Help
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Hardware > KM Commands >4 EEO 3 U &itibdsi>6 O 3

! f é N\I.] ' -'F l.] S NJ b ¢ ) E Hardware Sentry - Alert after N Times

A”OWS yOU tOCUStomize the alert flert after N Times Customization
thresholds mechanism in order t

F In order to avoid false alerts, you may change the number of
aVOId false alerts- times thresholds have to be reached for an alert to be triggered.

You can set/change the number « | /.~ .

parameters:
times thresholdscan be breached Trigger alert when threshold is reached ,1_ﬁ time(s) in a row.
beforeanalert istriggered.

Humeric parameters:
Trigger alert when threshold is reached | ~| time¢s) in a row.
9 =]

Discrete parameters:
Trigger alert when threshold is reached |1 +| time(s) in a row.
=

0K | Cancel | Help |

=

Tune Thresh0|d T0|eran c&s "2 Harchware Sentry - Tune Threshold Tolerances li=]

Tune Threshold Tolerances

Allows you to tine the numeric
thresholds Obta"’]ed from a Tune the numeric thresholds obtained from a manufacturer's agent, or the default thresholds used by

_ ~ Hardware Sentry. Increase or decrease threshold values by a given percentage for each numeric parameter.
YI ydzf I Ou dzNB NI a

@ Fans
default  thresholds used by

Speed: thresholds b 2l % SpeedPercent: ncrease w Chresholds b 2l %
Hardware Sentry. ’ vP R fooresze o vl G
You Can ncrease or decreas‘ & Network interfaces ‘% Pouwer Supplies

threshold Values by a g|ve ErrorPercent: ,m thresholds by ’n_ﬁ % UsedCapacity: ’m thresholds by ’n_ﬁ %
percentage for each numeric

[ Temperatures £ voltages
parameter
Temperature: Increase - thresholds by ’uiﬂ % Uoltage: Increase -| thresholds by |g ﬁ %
0K Cancel | Help ‘
Remove thIS SyStem E Remove a system = ] 2

Enables you to remove a remote

system added to the monitoring !’) _ -
. % m_‘e you sure you wish to remove the hardware monitoring of
environment nieztsche?

Remove the remote hardware monitoring of nieztsche.

S22\ SENTRY
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Device specific KM commands

The KM commands that are offered by rigiticking on a monitored hardware component/device are:
Instant Hardware Health RepoX: Displays a report about the health of a device.

Modify Alert ThresholdX ¥Enable you to modify alert thresholds

Pause MonitorirgX: Enables you to pause the monitoring of the hardware component
Resume Monitoring(: Enables you to resume the monitoring that had previously been paused
RemoveX: Allows you to remove the object from the mitoring environment

Refresh Parameteps: Allows you to refresh the parameters of the monitored object

1 O1y26f SRIAS d-£¢ 1E8NIKk! Oly2st RIBepending dilithe | y R
component/device monitoredand the type of system it is monitored on, there may be certain
additional command$o acknowledge aleg or acknowlelge alers and resethe error countetc.

FFE O F F FF

For instance, in the case dfletwork Interfaceshere is an additional command: Acknowledge
LinkStatus Alert
Device-container KM commands
Hardware Sentry creaggt O2 Yy i AYSNEé¢ F2NJ S OK RS@GAOSO
For instance, an icon is created féetwork Interfacesinder whichall actual network interfaces discovered
will be grouped.

91 OK &dzOK & R $i@rotd®andd 3ucthi aauses Mdhitoring; Resume Monitoring; Remove;
Refresh Parametera/hose actions are applicable &l objects under it.

The Reference Guidksts all themenu commands$or each application clagdong with parameter details
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Monitoring Temperatures, Fans, Voltages and Power -Supplies
Hardware Sentry automatically detects tt

ATROL Central Action View Tools Window Help

gROLCental = EZEH T @ E K2 | Operator 3] | @ T OF LW
1=l

information sources available on th
monitored computer and displays th

E Application Instance "ARYABHAT_318

...gﬁiﬁ']a\n Map (Profile: Nandita, Console Server: KANT, User: patrol o i hardWale |nf0rmat|0n prOV|ded by thOS(
P e i ot runker ofens = 1 sources in the PATROL Consoles in
= é Hardware on kant {Hardware Sentry TRIAL PERIOD: 22 days lef gg . .
= Q impub&r: Dell PowerEdge 16005C " COTreSpondlng Contalner
-8 Fans
-~ ey If a hardware information source provide
Paower Supply: 1.1 (AC) - Critical
) ®oons useful data about temperatures, fan:
%y Power Supply: 1.2 (AC) ) ) )
@ Frocessors voltages or powesupplies, an icon i
7 Temperatures )
¥ v automatically created for each sens
P 3 Selected Connectors found in the system as well as one or mc
parameters.

For each displayed sensor, one or mc
graphs are builtvith the data polled gery
two minutes. These graphs can be view
by doubleclicking the parameter unde
the corresponding icon in the PATR
Corsole.

Temperature [History Chart)
12/8/2006 9:07:17 AM - 12/8/2006 10:07:17 AM (Real Time Chart)

The location or the type of the sensor mi
_ appear in the icon label if this informatio
055000 4M  10:00.00 AM is available as well.

—t—  ARYABHAT_3181/M5_HW_TEMPERATURE/MS_HW_DirectorSNThdftzu_Temperature Senscr2/ Temperaiure

Depending a the platform and sensorsnd if possible, alert thresholds are automatically set by Hardware
Sentry. When the parameter valueaches these thresholds, the parameter triggers a warning or an alarm
and this alert is sent by the PATROL Console to the operators and administrators.

If a device appears to be missing, theatusparameter will trigger an alert if necessary.

The parameters discovered depend on the server type. All parameters may not be discovered on all servers. Please
refer to the Connector and Platform details in theeference guidéo see which parameters are displayed tbe

different servers, and for details on the availalnleenu commads please see the Application Classes section in the
same guid€eThis documentation is also available in an online format from with the product dbagen theHardware

Sentry Online Technical Libraagcessible on the Sentry Software website.
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To avoidoverheating,fansare installedon critical devicesuch asprocessorspower supplies,
etc.). If a cooling system is not present, an overheated system can throttle the speed of
processors and cause slaowns or ultimately cause shwatowns. Monitoring &ns is important
since they ensure maintaining the right temperatures for optimal functioning of the system.

Depending on the informatioavailable the Speedand/or SpeedPercerdand/or Statusparameters will be
displayed for eachetected fan device:

A TheSpeecparameter represents the speed of the corresponding fan in rotations/minute. An alert is
triggered if the fan speed is too low for proper functioning.

A The SpeedPercemparameter represents the speed of the corresponding fan in percentage of its
maximal speed. An alert is triggered if the fan speed is too low for proper cooling.

>\

The Statusparameter represents the current status of the fan. An alert is triggered if the fan stops
spinning or does not spin fast enough.

Temperatures

2z As with any electronic device, chips and other components of a computer stop woskiag
overheated. Overheating could result $everal unrecoverable errors, crashes and even hardware
damage. Teperatures may rise too high when a device is abnormally overloaded; a fan is not
working properly or when the ambient temperature is too hot. Monitoring the temperatures of
the critical devices of your system allows you to take preventive action and avaidsh from
overheating.

Depending on theénformation available the Temperatureand/or Statusparameters will be displayed for
each detected temperature sensor:

A TheTemperaturgparameter represents the current temperature reading in Celsius degreesAiC)
alert is triggered if the temperature rises too high.

A TheStatusparameter represents theurrent status of the temperature. An alert is triggeredtie
temperature gets too high.
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Power supply

Power supply is the component that transforms the AC Line into electric power needed by
the computer. Therefore the power supply is a highly critical device ocbraputer that
should never fail. Due to this, ast vendors build servers with redundant power supplies.
Monitoring power supplies allows the operators to be alerted when a power supply fails, or
in some cases, even when a power supply is overloaded.

‘\

Dependng on the available information, thdsedCapacitand/or Statusparameters will be displayed for
each power supply or power unit device:

A The UsedCapacitparameter represents the power currently in use as a percentage. An alert is
triggered when thepowerd dzLJLX & Q& Y I EAYdzY L2 6SNJ 2dziiLddzi A& NBI
A TheStatusparameter represents the current status of the power supply. An alert is triggered if an
error occurs with the power supply.

Voltages

Power supplies convert the AC line power into voltages and currents needed by the motherboard
' of the computer. The stability of the motherboard (and therefore that of the overall computer)
@ strongly depends on this power converter. Voltages that #80 low or too high may lead to
unpredictable system crashes. Monitoring the value of the different voltages needed by the
motherboard will help in detecting system instability.

Depending on the available information, tholtageand/or Statusparametes will be displayed for each
voltage sensor on the motherboard:

A TheVoltageparameter represents the voltage output iniliVolts (mV) An alert is triggered if the
voltage goes out of the range.

A The Status parameter represents the current status of the voltage. An alert is triggered if the
voltage output is too low for proper functioning.
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Monitoring Disks

- '@ Disk Controller: Adaptec AIC-73%8 Ulra1s0jm PCIScSI card 20 Hardware  Sentry  automatically  detects

—|-ge Physical disks information sources available on the monitore
+|-s2gs Physical Disk: 0 (SEAGATE ST32175LW SCSI Disk Device -

118 Disk Controler: Mylex DACS60pt1 20 computer anddisplays the .hardware informatiol
5 Logical disks provided by those sources in the PATROL Con:
+|-43 Logical Disk: 0.0 (RAID 1 -8.5 GE) in the corresponding container.
= Physical disks
+1-<y Physical Disk: 0.0.0 (SEAGATE - 9 GB) - Dead If at least one hardware information sourc
+]- &g Physical Disk: 0.0.1 (SEAGATE - 8 GE) provides useful data about the storage in tl

+|-4ge Physical Disk: 0.0,2 (SEAGATE - 9 GEB) . .
e o computer, an icon will be created for each storag

related device in the PATROL Console:
controllers, physical disks and logical disks.

Physical and logical disks icons are created below the disk controller icons they are attached too. Each icon
is labeled with a description of the device: Hixe, vendor, role, etc.

If a deviceappears to be missing, ti&atus parameter will trigger an alert if necessary.

The parameters discovered depend on the server type. All parameters may not be discovered on all servers. Please
refer to the Conector and Platform details in thBeference guidéo see which parameters are displayed for the
different servers, and for details on the available menu commands, please see theatippl Classes section in the

same guideThis. documentation is also available in an online format from with the product as well astiatieare

Sentry Online Technical Libraagessible on the Sentry Software website.

Disk controllers

A disk controller is a card inside a computer that connects one or several physical disk drives to this
computer. Sora intelligent disk controllers (such as RAID controllers) manage several physical disks as a
single logical disk which is the only disk exposed to the operating system. Monitoring both physical and
logical disks is essential to ensure that storage isablail

The purpose of the Diskontroller instance is to act as a container for Logical Disks and Physical Disks
monitoring, and symbolize the way hard drives are setup on the platform. In addition, some information
regarding the Disk Controllers, likeeir brand, model or driver wsion, is displayed in the InfoR.

Depending on the information available, thBatteryStatusand ControllerStatusparameters will be
displayed.

A The BatteryStatusparameter triggers an alert to predict that the disk contraileattery will be
unable to support the controller in the event of a power failure.

A TheControllerStatuparameterdisplays the status of the disk controller.
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If a controller goes missing, &l disk dependencies will be missing as well.

Physical Disks

Physicaldisks must be monitored to avoid loss of data, unavailability and performance
degradation. When availabl§M.A.R.T. technologg used to predict a disk farket

Depending on the available information, tHeredictedFailure ErrorCountand/or Status
parameters will be displayed for each discovered physical disk:

A ThePredictedFailurearameter uses S.M.A.R.T. technology to predict physical disk failures. An alert
will be triggered ifa breakdown of @hysical Disk is predicted.

A TheErrorCounparameter is incremented each time an error occurs on this physical disk. An alert is
raisedfrom the first detected error. The operator can reset the counter and clear the alert through
amenu command in the PATROL Console.

A TheStatusparameter represents the current status of the physical disk. An alert is triggered if the
physical disk is not available for proper operation.

Logical Disks

RAID or advancedisk controllers expose several physical disks as a single logical disk to the operating
system. The status of a logical disk typically corresponds to the status of a RAID afliag, (degraded,
rebuilding, etc.)The Statusparameter is displayed faach logical disk discovered.

A TheStatusparameter represents the current status of the logical disk. An alert is triggered when
the logical disk is not fully operational (degraded, rebuilding, etc.) or not available at all.

For nonRAID disk contrals (as most of IDE controllers, for example), no logical disk will be displayed.
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Monitoring Processors, Memory modules and Network Interfaces

S o Hardware Sentry automatically detects tt
S : _ information sources available on the monitore
¥ Connector for: WBEM on Windows - Disks ) . .
29 (Eonnect\:ur for: WBEM on Windows - Metwork com puter and dISp|ayS[he hardware |nformat|on
provided by those sources in the PATROL Consol
EIU Hardware on local host . .
B9 G it et the corresponding container.

[ Disk Controller: Symbios Logic 875%50, 2280X PCI SCSI Adapter 20
E---;p Physical disks . . .
[El-g» Physical Disk: 0 (COMPAQ BFD 1885434 SCSI Disk Device - 18 GB) If at least one hardware information source pr0V|d

&, predictedFailure

L Z Stetus useful data about the most critical nestorage
.g Physical Disk: 1 (COMPAQ BF01385A34 SCSI Disk Device - 13 GB) . . . .
-8 Fans devices in the computer, an icon will be creatied
B+ M dlul . .
S 8 Moory: 0.4 (8 Byncinoros - 79 each device in the PATROL Console: proces

; gﬁfﬁfﬁ.mm Synchronous - 125 VB) memory modules and network interfaces.

EI@. Metwork interfaces
A& Network interface: 0 (Meteligent 10/100TX PCI Embed... - 100 Mbps)

[-42% Power supplies

EI@ Processors

E@ CPU: 0 {Intel - Pentium III - 500 MHz)
M predictedFailure

i % Status

I:I-- Temperatures

Processors, memory modules and network interfaces icons are created under a computer icon. Each icon is
labeled with a description of the device: ID, size, vendile, retc.

LF I RSGAOS ILIWISFENR G2 0SS YAaaAiay3ds GKS a{dFddzaé¢ LI NI YSQ

The parameters discovered depend on the server type. All parameters may not be discovered on all servers. Please
refer to the Connector and Platform details in theference guidéo see which parameters are displayed for the
different servers, and for details on the available menu commands, please see the Application Classes section in the
same guideThis. documentation is also available in an online format from with the product dasvel theHardware

Sentry Online Technical Libraagcessible on the Sentry Software website.

Processors

Processors (also called CPU, Central Processing Unit) tam@oubtedly verycritical devices within a
computer. While a processor fault may often lead to a system crash without a chance for a monitoring tool
to catch the error, it is stilhelpfulto monitor the processors of servers.

In case of a system crash due tdault in the processor, the system reboots amatically. The reboot is
either triggered by the operating system or by the motherboard itséfifa processor is no longer
functioning it is automattally disabled by the BIOS and, if there is otfeer processor left, the operating
system starts with one processor less
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Hardware Sentry monitors each processor and verifies if it is present and running. If a processor is missing
upon a reboot, Hardwar&entry triggers an alert.

On some recent or highnd servers, processors are able to correct some operation errors by themselves
(like the ECC memory). If this information is available, it is shown in the PATROL Console by Hardware
Sentry. In addition, ithe processor is able to predict a failure, this information will be monitored by
Hardware Sentry and shown in the PATROL Console.

Depending on the information available, ttfg&tatusand/or CorrectedErrorCourdand/or PredictedFailure
parameters will be didpyed for each discovered processor (CPU):

A The Statusparameter represents the current status of the processor. An alert is triggered if the
processor is not available for proper operation (missing, disable by the BIOS due to a POST error,
etc.).

A ThePredctedFailureparameter reports the predicted failure analysis performed by the processor
itself. This information is based on the rate of corrected errors.

A TheCorrectedErrorCoumtarameter represents the number of errors that have been automatically
correded by the processor. This information can be very useful to predict a failure in the near
future.

Memory Modules

The main memory of a computer is actually as critical as the psmee since almost all processor
operations deal with memory. A single memory fault could lead to a severe computer crash with potential
data corruption. On servers, the memory modules (the devices where the memory data is actually stored)
often include ato-correction features (ECC), and sometimes even better: RWOSmMemory
configuration. These features and configurations allow the memory modules to report statistics on failures,
to predict failures, to hoteplace a memory module upon failure, etc.

Depending on the available information and the features provided by the motherboard and the memory
modules, theErrorCountand/or PredictedFailureand/or Status parameters will be displayed for each
discovered memory module:

A TheErrorCounparameter reportshe number of errors detected by the memory module and then
corrected. A steadily growing value means that the memory module is not reliable and that it could
encounter errors that it is unable to correct, which could then lead to a system crash.

A TheErroiStatusparameter deals with the same kind of ersas theErrorCounparameter but in a
more accurate manner. The only difference is that, once a specified threshold is reached, an alert is
triggered = the number of errors will not actually b#isplayed It is unnecessary teet an error
thresholdas thesehresholds are calculatedand set by the systems hardware agent

A ThePredictedFailurparameter reported by the memory modules predicts failure by analyzing the
trend of the number of detected/corrected errors (thanks to the ECC technology). If this parameter
goes into alarm, replacement of the faulty module is highly recommended.
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A TheStatus parameter represents the current status of the memory module. An alert is triggered if
the memory module reports a failure (in a RAIX® configuration) or if it goes missing after a
computer reboot.

Network Interfaces

Network interfaces are devices that serve as a commmberface for various other devices within a local
area network AN, or as an interface to allow networked computers to connect to an outside network. It

is therefore essential to make sure these devices are linked to the network and function properly. For each
network interface discovered, th8tatus, ErrorPerceaind/or LinkStatugparameters are displayed:

TheStatusparameter represents the current status of the network interface. An aldriggered when the
network interfacedoes notrespond.

A TheErrorPercenparameter gives the percentage of transmitted and received packets that were in
error (due to lowlevel piotocol error or physical media problems). A warning is raised when this
percentage goes above 10% and an alarm when above 30f0&géent high error percentage
impliesthere is a serious problem with the cable or the interface.

A TheLinkStatusparameter shavs the current status of the network interface to the network (i.e.
whether or not it is pluggeth). By default, Hardware Sentry will trigger a warning if a network
interface previously connected to the network is now unplugged. However, it will notetrigg
alert for network interfaces that were never connected.

To change this setting, rigistick the mainHardware iconand selectKkM Commands> KM Settings>
Network Link Alerts.. This will display the dialog box shown below:

mhomese oy e Three OptiOﬂS ar@ossible .
et i maniforiog settings A ALWAYS trigger an alert wher
Select how the link status of a network interface is monitored: network interface is not linkec
TR Crigger an Siert Snen 3 fecvork Interfoce I ot Timmed €0 3 Tetverk. to a network: if a network carc

* Trigger an alert OHLY if a previously plugged-in network interface is wnplugged (default)

is unplugged, Hardware Sent

R T T I R T R e S T T e e will trigger an alert no mattet
plugged in between the card and a gateway, router or hub).
what.
[ | cacer | mewp A NEVER trigger an alert when

network interfaceis not linked
to a network: this baically
turns off the monitoring of the
network link.

A Trigger an alert ONLY if tf
previously pluggedn network
interface is unpluggebefault).
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Monitoring Remote Systems

Hardware Sentrys able to monitor the hardware of a system remotely through the network. The purpose
of thisfunctionis not to monitor all servers from one agebut to be able to monitor devicesn which one

cannot install a PATROL Agent, like the chassis of blagersetape libraries, etc.

Hardware Sentrynonitors systemgemotely through the SNMFSSH, Telnet and/BEM/WMI protocols.
This means that onflsNMP, SSH, Telnet alWBEM/\WMI based connectors willunction properly for
remote devices.

Configuring Hadware Sentry to monitor another system remotely does not prevent it from monitoring the hardware
of the local host where the KM is running. Once configured to monitor another system remotely, the KM will show
two icons sideby-side in the PATROL Consdld: | NRg I NS 2y

How to monitor a device remotely

1.

2.

wA 3K

Ot A 01

E Hardware Sentry - Monitor Another System Remotely

f 20l ¢

Welcome to the Monitor Another System Remotely
wizard.

This wizard helps you set up the remote monitoring
of a system: a server, a device or an out-of-band
management card on which you cannot install the
PATROL Agent.

IMPORTANT: REMOTE SYSTEWM MONITORING IS SUBJECT TO
THE SAME LICEMSE TERMZ AS ALL LOCALLY MONITORED
SYSTEMS . PURCHASE OF A USER LICENSE IS MANDATORY
FOR ALL MOHWITORED SYSTEWS/DEVICES - WHETHER LOCAL
OR REMOTE.

Read the License Agreement

" I accept the End User License Agreement

Cancel Hext > | Help

Read the License agreement, accept it and clickiext.
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3. Identify the system you want to monitor remotebnd clickNext.

& Hardware Sentry - Monitor Another System Remotely OB

System identification

Please identify the new system you wish to monitor by providing the information
below.

Host name: (This will be used to identify the system in the consoles)

—

IP address or fully qualified name: (leave blank to use the host name)

Example: 172.16.8.242 or myserver.internal.sentrysoftuware.net

System type:
Windows NT 4.8/2000/XP/2003 :J

< Back Mext > | Heip |

+ Host name Enter the host name of the remote system
+ |P address or fully qualified namé.eave this field blank if you specify the host name above

+ System type Select a platform from the drop down list to specify the system tyfjie options are:
OpenVMS, HP Tru64 UNIX;HIR, IBM AlX, Linux (Red Hat, SuSe}oBiand monitoring, Storage,
Sun Solaris, Windows NT 4.0/2000/XP/2003

4.  Slect the connectors Hardwaigentryshould usgo monitor the remotesystenidevice.

Select connectors
Please specify the connectors that Hardware Sentry should use to monitor kant.

Select one or more connectors from the following list of available connectors:
Adaptec IOHanager

Adaptec Storage Manager (DFT)

Adaptec Storage Manager Web Edition (AAC)

Dell OpenManage Array Manager

Dell OpenManage Server Administrator

~

Dell Op: ge Storage q
Fujitsu-Siemens ServerUiew RAID Agent
Fujitsu-Siemens Serverview

HP BladeSystem

HP Insight Hanagement Agent - Drive Array
HP Insight Hanagement Agent - Fiber Array
HP Insight Hanagement Agent - IDE Storage

HP Insight Hanagement Agent - Server (Trué4)
HP Insight Hanagement Agent - Server

HP Insight Hanager - SCSI Storage Agent

HP TopTools HetRaid SHMP Sub-Agent

IBH Director Agent 3.x - Windows

IBH Director Agent 4.x - Windouws

IBH Director Agent 5.x - Windows

IBH Netfinity Manager 5.28.x - Basic

IBH Netfinity Manager 5.28.x - Disks s

Note: Hardware Sentry does not automatically select the appropriate connectors
for remote systems; you are required to specify them manually.

< Back Hext » | Help |

The connectors displayed depend on the systgpe specified in the previous step.
Select the appropriate connectors and clibéxt.
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The following panels depend on the systetype ofthe remote elementand the protocols used to connect tb For

information on which connectors are suitable for each system, please refer to the Connector and Platform Reference
Table in theReference Guide

If the connectorsselecteduse SNMP, this panel will appear:

E Hardware Sentry - Monitor Another System Remotely

SHMP Community string

The selected connector{s) execute SHHMP gqueries to monitor hardware components.
Please specify a SHMP community string valid on kant.

SHHMP community string:
Puhlic

Mote: kant should already be configured to allow SHHMP requests from bacon
(172.16.8_.218) .

< Back Hext > | Help |

+ SNMP communityEnter the SNMP community string and cNsxt

If the connectors selected use WMI or WBEM, the following panels wakk for connection credentials:

2 Hardware Sentry - Monitor Another System Remotely’

E. Hardware Sentry - Monitor Another System Remotely

Credentials
Credentials

Please provide the information below to allow Hardware Sentry to connect to

q n n . vzlinuxz and run WBEM queries.
Please provide a user account wvalid on kant in order to perform WHMI queries.

Connect through port: [5egg ! " Encrypt data using the HTTPS protocol
Login: (valid on kant) Please specify a login with -
‘ administrative privileges on kant.

Login: {valid on vzlinux) Please specify a login with
[PEEEIr S If the specified account is local to | adninistrative privileges on vzlinux.
kant, you will have to specify it . .
‘ accordingly as shown below: Passuord: Ui {HR SEEIFRIED SEEIE 15 05 i
Kant\<username’ vzlinux, you will have to specify it
| accordingly as shown belou:
vzlinux\<{username>

Hote: You can leave these fields blank if "patrol"” is a domain account valid on . . i i i

kant. Otherwise, you need to specify a user account allowed to make WHMI queries Hote: You can leave the login fields blank if ™" is a domain account valid on

on Kant . uzlinuz. Otherwise, you need to specify a user account allowed to make WBEHM
queries on vzlinux.

< Back Finish | Help | Next > Help

+ WMI/WBEM credentialsEnter the WMI/WBEM credentials and clieikish/Next
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If the connectors selected require Telnet or SSH to connect to the remote element, the following
panel will appear.

% Hardware Sentry - Monitor Another System Remotely

Credentials

The selected connector{s) run scripts to retrieve the status of the hardware
components. Please, specify the information required to remotely connect to
nietzscheand execute the scripts.

Connect to nietzsche using the following protocol: |SSH _:J

[Telnet 1
|SSH |

Login: {valid on nietzsche)

| Please specify a login and password that
Password: Hardware Sentry will use to connect to
| nietzsche through the selected protocol.

Sudo options To execute external commands, Hardware Sentry
may use the "sudo" wutility rather than

impersonation.

< Back Next > | Help |

+ Telnet/SSHSelect eitheTelnetor SSHand enter the credentials required to execute the protocols
and clickNext.

+ Sudo options On UNIX/Linux platforms, you have the option of permitting Hardware Sentry to use
the sudo utility to execute exteal commands using root.
& Sudo options o0&
Sudo options
The following programs may be executed by Hardware Sentry to gather harduare

information. Some of these programs may require privileged access.

Check the corresponding boxes if you want Hardware Sentry to use the “sudo™
utility to run these commands:

I
[” fusr/sbin/diskinfo

Enter the command line to execute the "sudo" utility:

Leave the field empty to use the default fusr/local/bin/sudo path.

Using the “sudo” utility for a given set of commands may be more secure than
impersonating every command executed by Hardware Sentry.

You must have installed “sudo™ on this computer and configured the
“fetc/sudoers™ file to allow the PATROL Agent to execute the selected commands
as root.

Select the command, enter the command line to execute the sudo utility and dkckept
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Final step in the remote monitoring wizard common to all platforms/systems

% Hardware Sentry - Force Discovery

Perform a new hardware discouvery

A full discovery needs to be triggered by Hardware
Sentry to add the new host and perform a new
platform detection to figure out the environement
and 1list the harwdare components.

Click the Finish button to apply the add the
remote monitoring of bacon and perform a full
discovery.

<Back |  Finish | Help|

ClickFinishandHardware Sentry will perform a new fdilscovery to detect this new remote system.

TheHardwareicon for the local host will change tdardware on localhosand an icon labeletHardware
on <remotehostname>will appear. This represents the device you are now monitoring remotely, along
with iconsfor all of the detected parameters of this remote device/system.
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Detecting Missing Devices

The missing device detection mechanism of Hardware Sentry abgesators when a device that was
previously detected ithe system is no longer found.

Thismechanism is very useful when, for example, a-nestundant physical disk does not restart during a
system reboot and therefore is no longer seen by the operating system and the monitoring software.

E Hardware Sentry - Missing device detection

Missing device detection

By default, Hardware Sentry monitors and detects devices
that are missing: i.e., devices that had previously been
discovered but may have disappeared during monitoring or
after a reboot.

0K | Cancel | Help |

When a device is no longer discovered,Statusparameter goes into alarm and its label directly shows
that it is missing.

The missing device detectideature is enabled by default.

You can however deactivate the feature bghticlickng on the Hardware icon> KM Commands> KM
Settings> Missing Device Detectian

Disabling this option when some missing devices have already been detectédggél aremoval of these devices
from the monitoring environment.
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Monitoring Connectors

By defaultHardware Sentrautomatically tests whichannectors are bessuited to the managed system.

Once it decides which connectors are applicalbte the managed platform, an instance of the
MS_HW_CONNECTORS class is created in the PATROL console and its status is monitored regularly to
ensure the availabty of the underlying technology.

Hardware Sentry is running on an HP Proliant server Miinsight Management Agent

Upon startup, Hardware Sentry detedt® Insight Management Agemtnd starts usinghte corresponding connector
to discover tle server hardware configuration and monitor the discovered devices.

Additionally, Hardware Sentry creates an icon in the PATROL Console representifgltisight Management Agent
Server connector.

BEvery 2 minutes, itStatusparameter is updated.

If, for some reason, the HP agent stops working, an alarm is raised on the Status parameter and the devices that were
discovered through to this connector are taken offline.

El- +¢ iComputer: HP ProLiant 1850R.
El- 4 Detected connectors
E| % Connector for: HP Insight Manager - Server Agent
----- @ TestReport
¢ LFE status
El " Connector for: WBEM on Windows - Disks
----- @ TestReport
¢ FE status
= "' Connector for: WBEM on Windows - Metwork

¢tKS O2yySOG2N) Y2YAG2NRAY 3 YSOKIFIYyAaY KSftlelorsaditwh|[ |
enables ahigher monitoring accuracy by not confusing errors actually encounteredhbydware
componentswith errorsowingto a connectoror monitoringtool failure.

A When connectors are automatically detected by Hardware Sentry, the connectors are grouped
under an instance labeledetected Connectors
A When connectors are manually select—as for remote monitoring, the connectors are grouped
under an instance labelegtlected Connectors
The parameters for connector monitoring are:

Test ReportThis parameter describes the tests run to evaluate dkailabilityof the technologies used by
this connector tanonitor the system

Status The parameter displays the statultbe connector.

To change the settings of connectors, riglitk on thel  NRgl NB A 02y B Ya [/ 2YYlI YR
Settings > Connection,r&€entialsand Connectorx

A
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Thresholds, Alerts & Notification

This section deals with thresholds, alerts aradification. Alert thresholds are dynamically set by Hardware
Sentry. However, it is possible change the thresholds, the alert settings as well as the threshold mechanism
itself. Hardware Sentry also offers you the possibility of selecting the type ifcatibn (Alert actions) to

be sent once an alert is raised. The section has the followingactions:

ThresholdMechanisntSelection
Modifyingalert thresholdson parameters
Alert after N times¢ advancedalert settings

> > > >

Alert Actions

~ 44 ~



Hardware Sentry KM for PATROL v1.5.00

SENTRY SOFT

Threshold Mechanism Selection

Managing thresholds means selecting/modifying the mechanism by which Hardware Sentry sets thresholds
for all parameters of the monitored components. This is dbgeightclicking on theHardware icon > KM
Commands KM Settings > Threshold Mechanism Sglen

By default, Hardware Sentry automatically satsrt thresholds on the monitored parameterBepending
on the computer it is running onHardware Sentngetsdifferent thresholds forthe different parameters
(temperature, voltageetc.).

The different threshold mechanisms

To set the thresholdsHardware Sentry usesne of the following two mechanisms, best suited to the
managed system:

A Tuning Astandard internal PATROL mechanism, known a©uweride parametersn PATROL but
called Tuningin Hardwae Sentry With this mechanismiHardware Sentry sets the thresholds of
each parameter of each monitored object by setting a specially formatted variable under the
/___tuning___ tree in the PATROL Agent configuration.

Or

A PCM/Event ManagementPATROL foEvent Management(formerly known as EventSpring) or
PATROL Configuration Managear PCM, formerly known ag\gentSpring

By default, Hardware Sentdetermines which of the above two mechanisms is best suited to the managed
system and uses thathis is theAutomatic settingin the Threshold Mechanism Selection wizard.

To see which mode wurrentlyused for the system, do modify the Automatic mechanism right-click on:
the man Hardware Sentry/local host icon XM Commands > KM Settings > Threshol@dWarism
Selection..

E Hardware Sentry - Threshold Mechanism Selection

Select how the alert thresholds are to be managed by Hardware 3entry

" Tuning: Hardware Sentry uses the internal PATROL mechanism to set thresholds
" PCH/Event Management: Hardware Sentry automatically sets thresholds through PCH/Event HManagement
" Mo threshold: Hardware Sentry does not set any thresholds and lets you specify them manually

The mode of threshold management currently used by Hardware Sentry is: PCH/Event Management

Note: The PCH/Event HManagement option requires that you use the PATROL for Event Management KH.
If you use PATROL for Event Hanagement to manage thresholds in PATROL, it is recommended that you
select the PCH/Event Hanagement mode to manage thresholds in Hardware Sentry.

In any other case, the Automatic mode is recommended.

0K | Cancel

A
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Select one of the following options:

+ Automatic (default): Hardware Sentrgletermines anduses thethreshold mechanism best suited
to the managedsystem

+ Tuning If selectedHardware Sentry will manage its thresholds through the standaedinternal
PATROL echanism (Override paramete)s Thresholds are stored in thé?ATROL Agent
configurationunderthe / ___tuning___tree.

+ PCM/Event Managementif this option is selected, Hardware Sentry will manage its thresholds
through thePCMor Evert Managementmechanism.

Thresholds are stored in tHeATROL Agent configuratiamder the/AS tree. This option requires
that you set up the PATROL for Event Management KM on your PATROL Agent. PATROL for Event
Management has to be enabled and preloaded.

If you use PATROL for Event Management to manage thresholds in PATROL, it isretomghendedhat
you use this option in Hardware Sentry too.

In order to avoid side effects and unpredictable behavior, if you select the "PCM/Event Management"
thresholds management optiojardware Sentryvill automatically remove the thresholdwtthrough the

other method. That is: if you select the "PCM/Everaridgement" optionHardware Sentryvill

automatically remove all the tlesholdsstored in the /___tuning___tree in the PATROL Agent configuration.

+ No Thresholds: Hardware Sentry will not set any threshsldn the monitored objects You are
required to sethem manually

Fordetails on how tomanually set thresholds on the parameters, please see the next topidifyingalert
thresholds

~ 46~



Hardware Sentry KM for PATROL v1.5.00

SENTRY SOFT

Modifying alert thresholds on parameters

Whenever possible, Hardware Sentry automatically sets thresholds for parameters. These thresholds are
retrieved from the information available from the hardware agents and they are generally accurate.

Generally, there is no nead modify these thresholds but in case Hardware Sentry cannot obtain them, or
if you prefer a more faultolerant monitoring, you can modify the thresholds of each parameter through
the command menu.

1. Rightclick on themonitored sensor/device(not directly on the parameter) KM Commands >
Modify Alert Thresholds

Wy PATROLMainMag
£+ Engels
i g Hardware on bacon

Hardware on local host
Maritoring Studio 3,5.00
EHg freud
Hardware on comte
Hardware on kant

ardware on local host
T Detected Connectors
T] Disk Controller: Primary IDE Charnel 20
= Metwork Interfaces

e

Event Manager...
Monitering Studio 8.5.01 Optians

B KaNT Parameters...
B8 nietzsche Parameters without Icons...
2] pyrrho
- PYTHAGORAS-1 Open
Expand Show Hardware Health Report

Override Properties...

Acknowledge LinkStatus Alert

Alarm Snooze L4 -
InfoBox... Madify Alert Thresholds...

Cut

Copy Pause Monitoring

Resume Monitoring
Create Shortut
Remov
Properties... smave

KM Commands I3 Refresh Parameters

2. The first panekhows the list of parameters for that particular objestlect the parameter whose
thresholds you wish to modify

E Hardware Sentry - Modify thresholds

Hodify thresholds for "Ethernet Card: 1 {Broadcom HetXtreme 57xx Gigabi... - 188
Hbps)*™

Please select the parameter you wish to customize:

[ErrorPercent (automatic thresholds) -

Parameters marked as “automatic thresholds" have currently their alert
thresholds automatically set by Hardware Sentry.

Parameters marked as “customized" have been manually modified. Hardware Sentry
will no longer automatically set their alert thresholds, unless you select that
option.

Cancel | Next > | Help |

222\ SENTRY
\,;',4- SOFT

www. sentrysoftware, nat



User Guide- Thresholds, Alers & Notification

SENTRY SOFT

Select themode:

% Hardware Sentry - Modify thresholds

Hodify thresholds for "Ethernet Card: 1 {Broadcom MetXtreme 57xx Gigabi... - 188
Hbps)*™

Alert thresholds mode for the “ErrorPercent™ parameter:

" Manually customize alert thresholds on the “ErrorPercent’™ parameter

By default, Hardware Sentry retrieves and sets default thresholds for each
parameter. These thresholds should be accurate and there should be no need to
change them. However, if you would like to modify them, it is possible to do so
by selecting the “Manually customize alert thresholds™ option.

Cancel | Nexzt > | Help |

+ Let Hardware Sentry seappropriate alert thresholds Select this optionrécommended to let
Hardware Sentry determine and set the alert thresholds best suited to the
parameter/device/systemiNext brings to thefollowing panethat displayshe threshold values:

E Hardware Sentry - Modify thresholds

Automatic thresholds for "Ethernet Card: 1 (Broadcom HetXtreme 57xx Gigabi... -
188 Hbps)*™

Hardware Sentry is going to use the following alert thresholds for the
"ErrorPercent” parameter:

Trigger a WARNING if "ErrorPercent” value is between 10.000008 and 30._0000008.
Trigger an ALARM if "ErrorPercent™ value is between 30.000008 and 1088.

Hote: The unit for the “ErrorPercent” parameter is “Error percent {(%)".

< Back |  Finish | Help |

Cafirm the slection ly clickingFinishor dick Backto manually sethresholds for the parameter.
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+ Manually customize alert thresholdsSelecting this option brings you to a panel where youcare
setnew thresholds for the parameter.

E Hardware Sentry - Modify thresholds

Customize alert thresholds for "Ethernet Card: 1 {Broadcom HetXtreme 57xx Gigabi... - 188 Hbps)™
Border Alert: if value is HOT between:

|Do_not trigger any alerti:J P fj and |‘3 fj v éj time(s) in a rouw.
Alarm 1 Alert: if value is between:

Trigger a WARNING j |1 ﬁ and |1 i : |1 ﬁ time(s) in a row.
Alarm 2 Alert: if value is between:

Trigger an ALARM - |1 ﬂ and |1 ﬂ i [ ﬂ time(s) in a row.

Hote: The unit for the "ErrorPercent parameter is "Error percent (%)".

Your customized thresholds will be stored in the /_ tuning /... configuration tree. You can
modify them through the "Override parameters" interface in the PATROL Classic Console or the
"Customizer" interface of PATROL Central.

< Back |  Finish | Help|

Automatic ThresholdMechanism Setting

If you selectthe Automatic thresholds mechanismoption (seeThreshold MechanismSelectiol), your customized
thresholds are stored nder the /___ tuning___ tree in the PATROL Agent configuration and then can be modified
through thedOverride parameter" feature of the PATROL Console.

PCM/Event Management Threshold Mechanism Setting

If you select thePCM/Event Managementhresholds managment option, your customized thresholds are stored
under the /AS tree in the PATROL Agent configuration and then can be modified through the PATROL for Event
Management (Event$img) interface or through th®€ ATROL Configuration Manager graphical userfente.

S22\ SENTRY
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Tune Threshold Tolerance

The Tune Areshold Tolerance feature enables you to fin@e your monitoring thresholds for those
parameters that have numeric valuékhis feature can be helpful to either tighten your monitoring or make

it more flexibleto prevent frequent alerts. The finé dzy Ay 3 ¢2dzZ R RSLISYR 2y SI OK
your specific needs.

To access this feature, rigbtick onii KS | I NRgI NS AO02y B Ya [/ 2YYlIyRa B
Threshold Tolerance

E Hardware Sentry - Tune Threshold Tolerances

Tune Threshold Tolerances

Tune the numeric thresholds obtained from a manufacturer's agent, or the default thresholds used by
Hardware Sentry. Increase or decrease threshold values by a given percentage for each numeric parameter.

@ Fans

Speed: Increase ~| thresholds by [g fj % ‘ speedPercent: |[ncrease -| thresholds by |@ fj %
[increase
Decrease

&€ Hetwork interfaces % Power Supplies

rrorrercentc: - resholds a 2 sedlapacl H - resholds a 2
E P t: [Increase -| thresholds by jz UsedCapacity: [{pcrease -| thresholds by jz

iZ Temperatures = Uoltages

Temperature: Increase - thresholds by g fj % Uoltage: Increase - thresholds by g fj %

0K | Cancel | Help

Threshold tolerancecan be finetuned by increasing or decreasing thealues in percentages farumeric
parameters of the following components:

A Fan Speedand SpeedPercent
Network interface: ErrorPercent

> >

Temperature Temperature

>~

Powersupplies UsedCapacity
Voltages Voltage

~ 50~



Hardware Sentry KM for PATROL v1.5.00

SENTRY SOFT

Alert after Ntimes z advanced alert settings

Hardware Sentry offers a global advanced alert setting in order to prevent false alerts. You can now
set/modify the number of times thresholds can be breachedbretriggering an alert.

¢tKA&a | R@GFYOSR FfSNI aSidAryNaTA YERaRY 2vE &l Qaicagifie ol f3S 60!
mainHardwareicon > Thi{ & & (i S Y Q & AlerSafieii M HineX

E Hardware Sentry - Alert after H Times

Alert after H Times Customization

In order to avoid false alerts, you may change the number of
times thresholds have to be reached for an alert to be triggered.

Connector parameters:
Trigger alert when threshold is reached [ +| time¢s) in a row.
99 =2

Humeric parameters:
Trigger alert when threshold is reached [ 2| time¢s) in a row.
a9 =

Discrete parameters:
Trigger alert when threshold is reached [1 ~| time¢s) in a row.
a9 =

0K | Cancel | Help

Hardware Sentry parameters can be categorized in three main groups:
+ Connector paraeters. Status @rametersof the MS_ HWCONNECTORI8ss

+ Numeric parameters Parameters that have numeric values such Bamperature, Voltage,
ErrorPercentetc.

+ Discrete parametersParameterghat have values such asOK, 1=Degraded/Predicted Failure; 2
Failed etc. These parameters displtye status of the device. ExampleStatus LinkStatus,
PredictedFailureControllerg&tus etc.

By setting or changing the number of times a threshold can be bredutfedeit triggers an alerg you can
avoid unnecessarfalse alerts

CKA& A& | a3t 2061 thépamrbefedok all B@monityfed davitdkdif theSsisterh.2
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Alert Actions

Alert Actions enables the PATROdmanistrator to choose specifiactions b be performed when a
hardwareerror orfailure is detectedWiththe Alert Actiondfeature, it is possible t@ither:

A Qustomizethe way ahardware problenmotification is performegor

A Secify a recovery aain to be run when a problem occurs
Hardware Sentry can be configured to run one, several, or all types of Alert Actions when an alert is
triggered regarding the monitored hardware.
. @ RSFldzA 4§ dzLl2Yy KINRGIFINB FFEAfdzNEZ | I NRglNB {SyidNe
graph with a comprehensive report of the problem, giving details about the failure, the possible
consequences and the recommended action to solve the problem.

The Alert Actionshat can be performed by Hardware Sename:

>~

Trigger a PATROL Event

Lyy20F3S GKS t I NFYSGSNDRa DNJ LK
Execute an O&mmand

Execute a PSL command

Send a Popp to the PATROL Consoles

Write a line to a LOG file

A Send a Basic SNMP trap

A Send a custorBNMP trap (advanced)

> > > >

>~

Alert Actions are highly customizable. One can customize the string that is sent through SNMP, set the
username/password that is used to execute the OS Command, define thentaifithe PATROL event sent
by Hardware Sentry, etc.

Additional information regarding the alert, such as the parameter name or its veduepeavailableby
using Alert Action Macro VariablesThis information can be used to further customize the Alert Action
triggered by Hardware Sentry and provide more details about the problem that occurs.
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Editing Alert Actions

To modify the Alert

Actions executedby Hardware Sentry upon

a hardware failure,

right-click on the mairHardware Sentry/localhost icon > KM Commands > KM Settings > Edit Alert

I OGA2yax

Select the Alert Actions to be executed

5 Set Alert Actions for Hardware Sentry

when a problem is detected:

W Trigger a PATROL Event

¥ Annotate the parameter’s graph

[~ Execute an 0S command

" Execute a PSL command {advanced)

[ Send a pop-up to the PATROL Consoles
[~ Write a line to a LOG file

[ Send a basic SHHP trap

[~ Send a custom SHWF trap (advanced)

all hardware components monitored by Hardware Sentry.

Select the Alert Actions you wish Hardware Sentry to execute

Note: The selected Alert Actions will be executed each time
a parameter breaches its thresholds. These settings apply to

Cancel |

Next > | Help|

Trigger a PATROL Event
% Set Alert Actions
Alert Action: Trigger a PATROL Event

Enter the text that should figure in the PATROL event:

The triggered event is listed as Event ID "41' of the standard PATROL
catalog.

Hote: You can use macro variables in the above field. See Help or User
documentation for details on available macros.

Hardvare problem with %{0BJECT_LRBEL}. %{PROBLEM}%{NEVWLINE }Y%{MEVMLINE }%{FULLREPORT}
I

< Back

Next > | Help

e

Qﬁ{ SOFT

Check the boxes corresponding to the
actions you would like ecuted upon a
hardware failure.

By default, Hardware Sentry

A Triggers a PATROL event

A Amotates the parameter thal
raises the alert.

If you seleciTrigger a PATROL Evepou
need to enter the string that will be displaye
with the event. APATROL Event can be
viewed from:

A Standard PATROL Consoles (Cle
Console, PATROL Central)

A PATROL Enterprise Manager

BMC Impact Manager

A Other thirdparty products
interface withPATROL.

As this action is triggered by default by Hardwe
{SYiNRsI GKSNB Aa y2 y
field unless you wish to modify the contetiitat it
reports in PATROL events

that

S\ SENTRY
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¢KS tlewh[ S$@Syd GKFd Aa GNRIIASNBR Ad GKS wnmQ $88,

You can use macros that will be replaced at runtime. The list of available macatescisbed under the sectiorlert
Action Macro Variables

71T OAOA OEA O0AOAI AOAOBO ' OADE

i 4 Ifyouselecttheé yy2al S GKS
— , graphaction, you need to enter the string
Alert Action: Annotate the parameter's graph
that will be displayed within the annotatiol
Enter the text to be written in the annotation point: p0|nt
rz,{FULLREPum}
Note: You can use macro variables in the above field. See Help or User q
documentation for details on available macros. You can use macros that W|” be replaced
runtime. The list of available macros is
describedin Alert Action Macro Variables
< Back Hext > | Help |

Execute an Oommand

If you select théexecute an OS
commandaction, you need to:

A Enter a ommand line to
be executed

A Enter a ser and passwor(
used to run the command

The command can be a progra
utility or a script shell, and ca
have arguments.

Thecommand must be nointeractive (no window, no user input).

You can use macros that will be replaced at runtime. The list of available macros is destribedection Alert
Action Macro Variables
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