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Contacting BMC Software  

You can access the BMC Software Web site at http://www.bmc.com/. From this Web site, you can obtain information about the 

company, its products, corporate offices, special events, and career opportunities. 

 

 

 

United States and Canada 

 

Outside United States and Canada 

 

 Address BMC Software, Inc. 2101 CityWest Blvd. 

Houston TX 77042-2827 

Telephone 

 

Fax 

(01) 713 918 8800 

 

(01) 713 918 8000 

 Telephone 713 918 8800 or 800 841 2031  

 Fax 713 918 8000  

Copyright 2006 BMC Software, Inc. or licensors, as an unpublished work. All rights reserved. 

BMC Software, the BMC Software logos, and all other BMC Software product or service names are registered trademarks or 

trademarks of BMC Software, Inc. 

IBM is a registered trademark of International Business Machines Corporation. 

DB2 is a registered trademark of International Business Machines Corporation. 

Oracle is a registered trademark, and the Oracle product names are registered trademarks or trademarks of Oracle Corporation. 

All other trademarks belong to their respective companies. 

BMC Software considers information included in this documentation to be proprietary and confidential. Your use of this 

information is subject to the terms and conditions of the applicable End User License Agreement for the product and the 

proprietary and restricted rights notices included in this documentation. 

Restricted Rights Legend 

U.S. Government Restricted Rights to Computer Software. UNPUBLISHED -- RIGHTS RESERVED UNDER THE COPYRIGHT LAWS 

OF THE UNITED STATES. Use, duplication, or disclosure of any data and computer software by the U.S. Government is subject to 

restrictions, as applicable, set forth in FAR Section 52.227-14, DFARS 252.227-7013, DFARS 252.227-7014, DFARS 252.227-7015, 

and DFARS 252.227-7025, as amended from time to time. Contractor/Manufacturer is BMC Software, Inc., 2101 CityWest Blvd., 

Houston, TX 77042-2827, USA. Any contract notices should be sent to this address. 
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Customer Support  

You can obtain technical support by using the Support page on the BMC Software Web site or by contacting Customer Support 
by telephone or e-mail. To expedite your inquiry, please see the section ά.ŜŦƻǊŜ /ƻƴǘŀŎǘƛƴƎ Sentry {ƻŦǘǿŀǊŜέ given below. 

Support Web Site 

You can obtain technical support from Sentry Software 24 hours a day, 7 days a week at  
http://www.bmc.com/support_home. From this Web site, you can 

 read overviews about support services and programs that BMC Software offers 

 find the most current information about BMC Software products 

 search a database for problems similar to yours and possible solutions 

 order or download product documentation 

 report a problem or ask a question 

 subscribe to receive e-mail notices when new product versions are released 

 find worldwide BMC Software support center locations and contact information, including e-mail addresses, fax numbers, 
and telephone numbers  

Support by Telephone or E-mail 

In the United States and Canada, if you need technical support and do not have access to the Web, call 800 537 1813. Outside 
the United States and Canada, please contact your local support center for assistance. To find telephone and e-mail contact 
information for the BMC Software support center that services your location, refer to the Contact Customer Support section of 
the Support page on the BMC Software Web site at http://www.bmc.com/support_home 

Before Contacting BMC Software 

Before you contact Sentry Software, please ensure you have the following information available so that Customer Support can 
begin working on your problem immediately: 

Product information 

 product name 

 product version (release number) 

 license number and password (trial or permanent) 

Operating system and environment information 

 machine type 

 operating system type, version, and service pack or other maintenance level such as PUT or PTF 

 system hardware configuration 

 serial numbers 

 related software (database, application, and communication) including type, version, and service pack or maintenance 
level 

Sequence of events leading to the problem 

Commands and options that you used 

Messages received (and the time and date that you received them) 

 product error messages 

 messages from the operating system, such as file system full 

 messages from related software 

 

 

http://www.bmc.com/support_home
http://www.bmc.com/support_home
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Overview 

Hardware Sentry KM for PATROL enables administrators to 

monitor the hardware of their diverse servers. This is a single 

KM that is able to monitor the hardware of different server 

brands: IBM®, HP®, DELL®, Sun Microsystems®, NEC®, Fujitsu-

Siemens® and many others.  

Once installed, Hardware Sentry requires no configuration 

and automatically detects the environment and starts 

monitoring the hardware: status of the disks and the RAID 

controllers, temperature of the system, speed of the fans, 

power supplies, network interfaces etc. 

As the solution connects to vendor-specific instrumentation 

agents on the servers to collect hardware information, it is 

Ǿƛǘŀƭ ǘƻ ƛƴǎǘŀƭƭ ǘƘŜǎŜ άŀƎŜƴǘǎέ ƻƴ ȅƻǳǊ ǎȅǎǘems prior to 

installing the KM. 

This document explains how to use 

Hardware Sentry KM for PATROL.  

This guide details all the available features, 

and explains how the monitoring functions 

for the different hardware components. 

The document also gives you a brief look 

άƛƴǎƛŘŜέ IŀǊŘǿŀǊŜ {ŜƴǘǊȅΣ ǘƻ ƘŜƭǇ 

understand how the product works. A 

troubleshooting section lists the most 

frequently asked questions. 

The product documentation for BMC 

Performance Manager for Hardware 

consists of: 

1. Installation Guide ς for details on 

how to install and run the product. 

2. User Guide ς current document 

3. Reference Guide ς for details on 

application classes, menu 

commands, parameters, 

configuration variables and 

connector and platform details 

4. Release Notes ς tells you about 

the enhancements in this version. 

http://www.sentrysoftware.net/downloadHardwareSentry.asp
http://www.sentrysoftware.net/downloadHardwareSentry.asp
http://www.sentrysoftware.net/downloadHardwareSentry.asp
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Installation  procedure in a nutshell  

Prerequisites  

1. Hardware Sentry is a KM for PATROL and therefore needs to be installed on every managed system 

with an Agent, Consoles, Console servers and PATROL Central Web-edition. 

2. The minimum version of PATROL required is 3.4.11. 

3. Servers to be monitored should have their respective instrumentation agents installed. See the 

Platform-specific guides for details. 

4. Product packages to be downloaded from BMC EPD or Sentry Software Web site. 

5. Latest BMC Software Installation Utility to be downloaded from the BMC FTP site. 

Installation  

1. Store the installation utility and the product packages in the same folder. 

2. Click first on the installation utility and then on the product package file. 

3. Follow the installation wizard. 

4. For optimal performance, configure PATROL agents to preload the Hardware Sentry KM. 

Please refer to the Installation Guide for details. 

http://www.sentrysoftware.net/downloadHardwareSentry.asp
http://www.sentrysoftware.net/downloadHardwareSentry.asp
http://www.sentrysoftware.net/downloadHardwareSentry.asp


Installation Guide - Getting Started 

SENTRY  SOFT WARE  

~ 8 ~  

Getting Started 

This section gives you brief glimpse at how Hardware Sentry works and what hardware components it 

monitors. 

This chapter describes the prerequisites and the procedures you must perform before you install BMC 

Performance Manager Express Monitoring Studio. 

The installation procedure is very simple as long as the prerequisites stated in this chapter are fulfilled. 
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How it work s 

Hardware Sentry is a KM that enables PATROL to monitor computer hardware (disk status, temperatures, 

CPU, power supplies etc.). 

It gathers hardware information from different sources such as manufacturer-specific agents, standard 

management technologies, SNMP, WBEM, etc., and displays this information within the PATROL 

framework. 

In order to work properly, Hardware Sentry needs certain hardware information sources to be available. 

Depending on the platform, it relies on manufacturer-specific agents and/or on standard management 

technology such as WBEM or SNMP. On startup, Hardware Sentry automatically detects which hardware 

information source is available and then uses this poll data on the hardware health of the computer. 

Hardware Sentry collects such data from each server and reports in your PATROL console. 

The image below represents how Hardware Sentry monitors the hardware of a Fujitsu-Siemens® computer: 

  

Á The Siemens® ServerView® agent shows the temperatures, the fans, the power supplies and the 

voltages of the Siemens computer through SNMP 

Á The Mylex® GAM Server shows the status of the physical and logical disks of the Mylex® RAID 

Controller through SNMP 

Á The Windows WMI provider shows the status of the physical disks attached to the standard SCSI 

controller through WBEM 

Á Hardware Sentry detects and automatically connects to all three information sources (Siemens 

ServerView, Mylex GAM Server and Windows WMI provider) and gathers only useful hardware 

information from them and reports it within the PATROL framework 
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Integrating Hardware Sentry  

The Hardware Sentry package is to be installed using the BMC Software Installation Utility. Hardware Sentry 

is a knowledge module (KM) for BMC Software PATROL. Therefore it must be installed on the following 

components of the PATROL framework: 

Á PATROL Agents 

Á PATROL Consoles 

Á PATROL Console Server 

Á PATROL Central ς Web Edition 

Like any other KM, the active part of Hardware 

Sentry resides on the PATROL Agent. 

A PATROL Agent must be installed on each 

server whose hardware is to be monitored, and 

Hardware Sentry must be installed on each 

PATROL Agent. 

Once Hardware Sentry is integrated within the 

PATROL framework, the hardware information 

and status of the monitored servers will be 

available in the PATROL interface. 

Please refer to the Installation Guide for details 

on the installation procedure. 

Hardware Sentry is able to monitor certain components of a system remotely through the network using 

SNMP and WMI protocols since version 1.4.00. However, this does not imply that all servers can be 

monitored remotely. For further details, please see the section: Monitoring 

http://www.sentrysoftware.net/downloadHardwareSentry.asp
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The need for manufacturer -specific hardware monitoring  software  

Often, the standard operating system layer is not a sufficient hardware information source and most 

computers require an additional manufacturer-specific agent for Hardware Sentry to function properly. In 

most cases, server vendors provide the required hardware monitoring agent for their server models. 

Depending on the platform, a single agent could monitor the temperatures, fans, voltages, power supplies 

and RAID systems, or, the platform may require separate agents for environment and disk monitoring. 

For example: The IBM Director Agent monitors and provides information about temperatures, fans, 

voltages, power supplies and the ServeRAID disks for IBM xSeries and Netfinity servers. On the other hand, 

the Siemens ServerView Agent only monitors the sensors on the motherboard of the server (temperatures, 

voltages, fans and power supplies) and so the Mylex GAM Server is required to monitor the Mylex RAID 

controller of the server. 

Please refer to the Installation Guide and the Platform-specific guides for further details. 

 

 

 

  

 

 

 

 

  

Hardware Sentry 

http://www.sentrysoftware.net/library/
http://www.sentrysoftware.net/downloadHardwareSentry.asp
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Using Hardware Sentry to monitor  hardware  

Once Hardware Sentry is installed and integrated into the PATROL framework and the hardware 

information sources are available, the hardware information of the monitored computers will be displayed 

in the PATROL Consoles (PATROL® Classic Consoles and PATROL® Central). 

The operators and administrators just have to look at the PATROL Consoles to see the hardware health of 

their monitored servers in exactly the same way they see the operating system or database health. Under 

each server icon, a tree represents all the monitored hardware for this server. 
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Supported Platforms and Requirements  

The BMC Software PATROL Agent must be installed on each managed system and its version should be at 

least 3.4.11. 

For Hardware Sentry to collect information from a managed system, it requires specific instrumentation 

agents or system management tools to be present on the managed system. 

Typical Platform  Operating System  Required Instrumentation Agent / System Tools  

Dell PowerEdge Windows Dell OpenManage Server Administrator, WMI 

Dell PowerEdge Linux Dell OpenManage Server Administrator, Linux system 
commands, SmartMonTools 

Fujitsu-Siemens BX Blade servers N/A Fujitsu-Siemens Management Blade 

Fujitsu-Siemens PRIMERGY Windows Fujitsu-Siemens Serverview / Fujitsu-Siemens 
ServerView RAID Agent / Promise FastTrack SNMP 
Agent / LSI GAM Server / LSI MegaRAID SAS SNMP 
Agent / LSI MegaRAID PowerConsole / Mylex GAM 
Server , WMI 

Fujitsu-Siemens PRIMERGY Linux Fujitsu-Siemens Serverview / Fujitsu-Siemens 
ServerView RAID Agent / Promise FastTrack SNMP 
Agent / LSI GAM Server / LSI MegaRAID SAS SNMP 
Agent / LSI MegaRAID PowerConsole / Mylex GAM 
Server, Linux system commands, SmartMonTools 

HP C-Class BladeSystem Windows HP Insight Management Agent + OA 

HP C-Class BladeSystem Linux HP Insight Management Agent + OA 

HP C-Class BladeSystem Solaris HP Insight Management Agent + OA + ILO 

HP P-Class BladeSystem Windows HP Insight Management Agent 

HP P-Class BladeSystem Linux HP Insight Management Agent 

HP AlphaServer Tru64 HP Insight Management Agent 

HP 9000 HP-UX HPU system tools 

HP Integrity Windows HP Insight Management Agent 

HP Integrity Linux HP Insight Management Agent 
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Typical Platform  Operating System  Required Instrumentation Agent / System Tools  

HP Integrity HP-UX HPUX system commands + MP/GSP 

HP Proliant Windows HP Insight Management Agent, WMI 

HP Proliant Linux HP Insight Management Agent, Linux system 
commands, SmartMonTools 

HP Proliant Solaris HP Insight Management Agent 

HP NetServer Windows TopTools 

HP SuperDome (Itanium) Windows HP Insight Management Agent 

HP SuperDome (Itanium) Linux HP Insight Management Agent 

HP SuperDome (Itanium) HP-UX HP-UX system commands + MP/GSP 

HP SuperDome (PA-RISC) HP-UX HP-UX system commands + MP/GSP 

IBM RS/6000, pSeries, eServer p5 IBM AIX IBM AIX system commands 

IBM xSeries, IBM NetFinity Windows IBM Director Agent ,WMI 

IBM xSeries, IBM NetFinity Linux IBM Director Agent, Linux system commands, 
SmartMonTools 

NEC Express5800 Windows NEC ESMPRO Agent, WMI 

NEC Express5800 Linux NEC ESMPRO Agent 

Sun Fire (SPARC) Solaris Solaris system commands 

Sun Fire (SPARC, T1, T2) Solaris Solaris system commands + Sun ALOM card (Sun 
Advanced Lights-Out Management) 

Sun Fire F12K, F15K, F20K, F25K Solaris Solaris system commands + SMS utilities installed on 
the system controller 

Sun Fire Mx000 Solaris eXtended System Control Facility (XSCF) 

Sun Fire X64 Solaris Ipmitool, lsiutil 

Sun Fire X64 Linux Ipmitool, lsiutil 

VMWare ESXi N/A WBEM 
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Important  

Generally server manufacturers furnish instrumentation agents and system tools for free and these are either found 

on the CD-wha ǇǊƻǾƛŘŜŘ ǿƛǘƘ ǘƘŜ ǎŜǊǾŜǊ ƻǊΣ ƻƴ ǘƘŜ ƳŀƴǳŦŀŎǘǳǊŜǊΩǎ ǿŜō ǎƛǘŜΦ ¦ƴƭŜǎǎ ƳŜƴǘƛƻƴŜŘ ƻǘƘŜǊǿƛǎŜΣ ǘƘŜ 

ƳŀƴǳŦŀŎǘǳǊŜǊΩǎ ƛƴǎǘǊǳƳŜƴǘŀǘƛƻƴ ŀƎŜƴǘ Ƴǳǎǘ ōŜ ƛƴǎǘŀƭƭŜŘ ƻƴ ǘƘŜ ƳƻƴƛǘƻǊŜŘ ǎŜǊǾŜǊ ŦƻǊ IŀǊŘǿŀre Sentry to function 

properly. 

As Sentry Software is continuously working on the support of new hardware information, sources and new 

platforms that can be monitored with Hardware Sentry will continue to grow.  

Please check our web site www.sentrysoftware.net to find the latest updates. Updates are in the form of 

patches for Hardware Sentry are free and do not need an upgrade of the KM itself, unless there are 

structural changes. 

Hardware components monitored 

Depending on the managed system, Hardware Sentry monitors: 

Á Disks (RAID and non-RAID disks)  

Á Disk Enclosures 

Á Fans 

Á Memory modules 

Á Network interfaces 

Á Power supplies 

Á Processors 

Á Temperature 

Á Voltage 

Important  

For details on what hardware components are detected on each system, please see the Connectors & Platforms 

Reference Table in the Reference Guide and click on the Connector Name applicable to your system/typical platform. 

All product documentation is also available in an online format accessible from within the product as well as in the 

Hardware Sentry Online Technical Library on the Sentry Software website. 

www.sentrysoftware.net
http://www.sentrysoftware.net/downloadHardwareSentry.asp
http://www.sentrysoftware.net/library/mshw/ms_hw_help.htm
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Inside Hardware Sentry  

Architecture 

Hardware Sentry is principally composed of: 

Á A common hardware monitoring engine (MS_HW_*.km KM classes and ms_hw_*.lib PSL libraries 

that run with the PATROL Agent of each monitored computer) 

Á Several connector files (MS_HW_*.hdf) that are platform-specific 

Upon startup, Hardware Sentry tests each connector in order to detect which hardware information 

sources are available (manufacturer-specific hardware agents, standards instrumentation layers, etc.). This 

is called the "detection process". 

Once Hardware Sentry knows which hardware information sources are available and can be connected to, 

it tries to discover the hardware environment by querying these selected hardware information sources, as 

described in the corresponding *.hdf files. This is called the "discovery process". 

Finally, when the detection and discovery processes are complete, Hardware Sentry starts collecting data 

about the discovered hardware environment (status, temperatures, voltages, etc.) by querying the 

detected hardware information sources as described in the corresponding *.hdf files. This is called the 

"collection process". 

The table below shows the synopsis of the actions performed by Hardware Sentry. 

Macro Description  Corresponding PATROL process 

Activation Activates the MS_HW_MAIN class. PRE-DISCOVERY process of the MS_HW_MAIN class. 

Executed once on the PATROL Agent startup. 

Initialization Reads and interprets agent configuration, 
creates the main Hardware Sentry icon 
and activates all of the Hardware Sentry 
classes. When in debug mode, performs 
some local diagnostic tests 

DISCOVERY process of the MS_HW_MAIN class. 

Executed every hour (default period). 

Detection 
Process 

Tests each connector in order to detect 
which hardware information sources are 
available and can be connected to. 

Discovery 
Process 

Discovers the hardware environment by 
querying the previously detected 
hardware information sources. 

Creates the other class instances 
(MS_HW_TEMPERATURE, 
MS_HW_PHYSICALDISK, etc.) 
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Macro Description  Corresponding PATROL process 

Collection 
Process 

Polls previously detected hardware 
information sources to gather data about 
the hardware environment. 

Collector parameters of the MS_HW_MAIN class: 
fanColl, logicalDiskColl, otherDeviceColl, etc. 

Executed every 2
nd

 minute (default period). 

The Connectors 

9ŀŎƘ ŎƻƴƴŜŎǘƻǊ ƛǎ ŀƴ άΦƘŘŦέ ŦƛƭŜ ǘƘŀǘ ƛǎ ŘŜŘƛŎŀǘŜŘ ǘƻ ƻƴŜ ƘŀǊŘǿŀǊŜ ƛƴŦƻǊƳŀǘƛƻƴ ǎƻǳǊŎŜΦ ¢ƘŜ ǇǳǊǇƻǎŜ ƻŦ ŜŀŎƘ 

connector file is to describe how Hardware Sentry should connect to the hardware information source 

available on a platform and which information is available through this source. For example, 

MS_HW_Director41NT.hdf will describe how to get information from the IBM Director 4.1 Agent and then 

monitor an IBM xSeries server. 

!ƴ άΦƘŘŦέ ŦƛƭŜ Ŏŀƴ ǘŜƭƭ ǘƘŜ IŀǊŘǿŀǊŜ {ŜƴǘǊȅ ŜƴƎƛƴŜ ǘƻ Řƻ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŀŎǘƛƻƴǎΥ 

Á Query a SNMP agent (get, get_next, and tables) 

Á Execute a WBEM query 

Á Execute an OS command 

9ŀŎƘ άΦƘŘŦέ ŦƛƭŜ ǳǎŜǎ ŀ Ƴƛx of these possible actions with some computing capabilities to make Hardware 

Sentry gather useful data in a given hardware information source. 

Note on HDF f i les 

¢ƘŜ άΦƘŘŦέ ŦƛƭŜǎ ŀǊŜ ƭƻŎŀǘŜŘ ǳƴŘŜǊ ǘƘŜ άMS_HW_hdf έ ŦƻƭŘŜǊ ǳƴŘŜǊ ά%PATROL_HOME%/libέΦ !ƭƭ άΦƘŘŦέ ŦƛƭŜǎ ŀǊŜ 

installed on all platforms. 

The Detection Process 

As Hardware Sentry is preloaded by the PATROL Agent, it begins its operations upon the agent startup. 

Once the Hardware Sentry pre-discovery PSL process has activated the MS_HW_MAIN class, the PATROL 

Agent spawns the Hardware Sentry discovery PSL process. This PSL process takes two actions: the detection 

and the environment discovery. Here is a description of this detection process. 

Á DŜǘ ǘƘŜ ƭƛǎǘ ƻŦ ŀǾŀƛƭŀōƭŜ ŎƻƴƴŜŎǘƻǊǎ όάϝΦƘŘŦέ ŦƛƭŜǎ ƛƴ ǘƘŜ %PATROL_HOME%/lib/MS_HW_hdf 

folder) 

Á CƻǊ ŜŀŎƘ άΦƘŘŦέ ŦƛƭŜ ŦƻǳƴŘΣ ǘŜǎǘ ǘƘŜ ŘŜǘŜŎǘƛƻƴ ŎǊƛǘŜǊƛŀ όh{ ǘȅǇŜΣ b¢ ǎŜǊǾƛŎŜΣ ǇǊƻŎŜǎǎŜǎΣ {bat ǊŜǉǳŜǎǘΣ 

etc.) 

Á aŀǊƪ ǘƘŜ άΦƘŘŦέ ŦƛƭŜǎ ŀǎ ϦŘŜǘŜŎǘŜŘϦ ƻƴŎŜ ŀƭƭ ƛǘǎ ŘŜǘŜŎǘƛƻƴ ŎǊƛǘŜǊƛŀ ƛǎ ǎǳŎŎŜǎǎŦǳƭƭȅ ǇŀǎǎŜŘΦ ¢ƘŜǊŜ Ƴŀȅ 

be several connectors detected at one time (typically: one connector for the temperatures, 

voltages, etc., one for the RAID disk controller and one for the non-RAID disk controller) 

Á Launch the discovery process 
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Note 

To optimize the detection process and gain some time, ǘƘŜ ŘŜǘŜŎǘƛƻƴ ǇǊƻŎŜǎǎ ƛǎ ƘŜŀǾƛƭȅ ǇŀǊŀƭƭŜƭƛȊŜŘΦ !ƭƭ ǘƘŜ άΦƘŘŦέ ŦƛƭŜǎ 

are processed simultaneously. 

The Discovery Process 

The discovery process is launched just after the end of the detection process. It takes the following actions: 

Á Processes the Ϧ9ƴŎƭƻǎǳǊŜΦ5ƛǎŎƻǾŜǊȅϦ ǎŜŎǘƛƻƴ ƻŦ ǘƘŜ ŘŜǘŜŎǘŜŘ ŎƻƴƴŜŎǘƻǊǎ όάΦƘŘŦέύ ǘƘŀǘ ŘŜǎŎǊƛōŜs the 

computer model and creates the main Hardware Sentry and computer icon (class: 

MS_HW_ENCLOSURE). Most of other icons (disk controllers, fans, temperatures, etc.) are created 

under this computer icon. 

Á Launches the disk controller discovery that processes the "DiskController.Discovery" section of each 

ŘŜǘŜŎǘŜŘ άΦƘŘŦέ ŦƛƭŜ ŀƴŘ ŎǊŜŀǘŜs the MS_HW_DISKCONTROLLER icons. 

Á Launches the other discoveries (fans, temperatures, voltages, power supplies, logical disks, physical 

disks and other devices) that processes ǘƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ǎŜŎǘƛƻƴǎ ƻŦ ŜŀŎƘ ŘŜǘŜŎǘŜŘ άΦƘŘŦέ ŦƛƭŜ ŀƴŘ 

creates the corresponding icons. 

Note 

With a view to optimization, the discovery process is as parallelized as possible. All the independent objects are 

processed at the same time. 

The Collection Process 

Once the discovery process is complete, the collection process starts: 

Á Every two minutes, Hardware Sentry spawns several PSL processes (fanColl, physicalDiskColl, 

logicalDiskColl, temperatureColl, etc.) 

Á These PSL processes are responsible for the collection of information about a given device type. For 

example, fanColl gathers fan information from the different detected hardware information 

sources, as described in the cƻǊǊŜǎǇƻƴŘƛƴƎ άΦƘŘŦέ CŀƴΦ/ƻƭƭŜŎǘ ǎŜŎǘƛƻƴΦ 

Á The PSL processes are "attached" to the main Hardware icon (MS_HW_MAIN class) and not to the 

corresponding classes and instances. No collection is performed on objects that have been paused. 

Á When a device is marked as "missing" by the discovery process (i.e. had been discovered and is no 

longer discovered), the collection process no longer queries the hardware information source, and 

sets an alarm status to the object. 
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Monitoring  

Monitoring the hardware components with Hardware Sentry is very simple. Once the KM is properly 

installed, as per the instructions given in the Installation Guide, Hardware Sentry automatically detects all 

the various hardware components and displays them in the PATROL interface. There is no configuration or 

άǎŜǘςǳǇέ ǘƻ ōŜ ŘƻƴŜ ƛƴ ƻǊŘŜǊ ǘƻ ƳƻƴƛǘƻǊ ǘƘŜ ƘŀǊŘǿŀǊŜ ƻŦ ȅƻǳǊ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜΦ !ƭƭ ȅƻǳ ƘŀǾŜ ǘƻ Řƻ ƛǎ 

set/modify thresholds (if required) and set alert actions as per your specific requirements in order to be 

notified about an error or failure. 

This section gives details about all the components monitored by Hardware Sentry.  
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The Basics 

Automatic detection of hardware components ɀ No configuration required 

Hardware Sentry requires no configuration to discover and monitor the hardware components within your 

BMC Performance Manager environment.  

Once the KM is installed and loaded properly after ensuring that all prerequisites have been as described in 

the Installation Guide (such as installing the manufacturer-specific hardware agents etc.), an icon labeled 

Hardware appears in the Console and the KM discovers all the hardware components of the managed 

system. 

 

What you can do with the KMȣ 

The easiest way to figure out all that you can do with Hardware Sentry is to investigate the menu 

commands it offers, and see what these menu commands allow you to do. To illustrate this, the example 

taken is that of the Dell PowerEdge computer as shown in the picture above. 
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Menu commands from the Hardware icon  

Hardware is the main Hardware icon for each managed system. Right-click on the Hardware icon > KM 

Commands > 

The parent menu commands are as follows: 

 KM Settings: Displays all the command options for different monitoring settings. See table below 

for description all options offered through KM Settings  

 ¢Ƙƛǎ {ȅǎǘŜƳΩǎ {ŜǘǘƛƴƎǎ: Allows you to set system properties and credentials to be used for 

monitoring. See table below for description of all options offered through This SystemΩs Settings 

 Add a Remote System to Monitor: Enables you to monitor another system remotely using either 

SNMP or WMI/WBEM or Telnet/SSH 

 Instant Hardware Health Report: Displays an instant hardware health report for the managed 

system 

 Schedule Hardware Health Reports: Enables you to schedule automated generation of hardware 

health reports for all hardware components monitored on the local host (including remote hosts) 

on an hourly, daily, weekly or monthly basis at given times and days 

 Pause Monitoring: Enables you to pause the monitoring of the system 

 Resume Monitoring: 9ƴŀōƭŜǎ ȅƻǳ ǘƻ ǊŜǎǳƳŜ ǘƘŜ ƳƻƴƛǘƻǊƛƴƎ ǘƘŀǘΩǎ ōŜŜƴ ǇŀǳǎŜŘ 

 Trigger a KM Discovery: Enables you to trigger a full discovery at any time (default discovery once 

every hour) 

 Reinitialize KM: Enables you to triggers a complete re-initialization of Hardware Sentry 

 About: States basic product information and BMC Software support contact information 

The following two tables give you a quick glimpse of all the options offered through KM Settings and This 

SystemΩs Settings 

file:\\aryabhat\c$\dev\Hardware%20Sentry\Help\Source\HTMLHelp\!SSL!\WebHelp\schedule_hardware_health_reports.htm
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KM Settings 

Hardware>K M Commands> KM Settings > 

Alert ActionsΧ 
Enables you to select the Alert 
Actions i.e. different methods of 
notifications to be executed by 
Hardware Sentry when a parameter 
breaches its threshold 

 

Threshold Mechanism SelectionΧ 
Allows you to select the threshold 
mechanism: 
Automatic (by default): Hardware 
Sentry determines the mode of 
threshold management best suited to 
the system. The different modes are: 
Tuning: Hardware Sentry uses the 
internal PATROL mechanism to set 
thresholds 
PCM/Event Management: Hardware 
Sentry automatically sets thresholds 
through PCM/Event Management 
No thresholds: Hardware Sentry does 
not set any thresholds and lets you 
specify them manually 

 

Missing Device DetectionΧ 
Enables/Disables missing device 
detection. By default, Hardware 
Sentry detects άƳƛǎǎƛƴƎ ŘŜǾƛŎŜǎέ ƛΦŜΦ 
devices previously monitored but 
which have disappeared during the 
monitoring or after a reboot or due 
to some other cause 
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Hardware>K M Commands> KM Settings > 

Intrusion Detection AlertsΧ 
Allows you to decide when an 
intrusion detection alert for the 
enclosure/ systems chassis should be 
raised 
 The IntrusionStatus parameter of 
each enclosure object discovered by 
Hardware Sentry reports whether or 
not the chassis has been opened, and 
triggers an alarm as per user settings. 

 

Network Link AlertsΧ 
Allows you to choose the 
monitoring/alert settings for the 
network link status 

 

Internal KM Issues NotificationΧ 
Allows you to enable/disable and 
select the type of information 
messages displayed by Hardware 
Sentry in the system output window 
of the PATROL Console 
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Hardware>K M Commands> KM Settings > 

Unknown Status ManagementΧ 

Allows you to select the actions to be 
performed if Hardware Sentry 
ǊŜǘǳǊƴǎ ŀƴ ά¦ƴƪƴƻǿƴέ ǎǘŀǘǳǎ ǿƘŜƴ ƛǘ 
is unable to detect a device or sensor 

 

Discovery IntervalΧ 

Enables you to customize the 
discovery cycle. By default, discovery 
is performed every hour 

 

Polling IntervalΧ 

Enables you to customize the polling 
cycle. By default, the polling interval 
is done every two minutes 

 

Additional SettingsΧ Allows you to: 
Restore Device or Sensor MonitoringΥ .ǊƛƴƎǎ ǳǇ ǘƘŜ άwŜǎǘƻǊŜ Device or 
{ŜƴǎƻǊ aƻƴƛǘƻǊƛƴƎέ ǿƛȊŀǊŘ ǘƻ ǊŜǎǘƻǊŜ ƻƴŜ ƻǊ ǎŜǾŜǊŀƭ ƻōƧŜŎǘǎ ŀŦǘŜǊ ǘƘŜƛǊ 
monitoring has been stopped (if removed) 
Display Settings for UNIX console: Gives you the option to turn on the UNIX 
console mode and modify all object labels to fit the PATROL UNIX Console 
label size 

Enable Debug Mode: Activates or deactivates the debug mode. The debug 
Mode displays debug messages in the PATROL System Output Window or 
saves it in a file if you enter the file path. 
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This Systemȭs Settings 

Hardware > KM Commands > 4ÈÉÓ 3ÙÓÔÅÍȭÓ 3ettings  > 

Connection, Credentials and 
/ƻƴƴŜŎǘƻǊǎΧ 
Allows you to set the properties 
and credentials or the security 
settings (SNMP string) and/or the 
account used by Hardware Sentry 
to launch external commands. 
 
 
 
 
 
 
 
The next step allows you to 
set/modify the way connectors are 
selected: By Hardware Sentry 
(default) or by the user (manual) 
Hardware Sentry uses a set of 
connectors to discover and monitor 
the various hardware components. 
Each Connector is dedicated to a 
hardware instrumentation 
technology. 
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Hardware > KM Commands > 4ÈÉÓ 3ÙÓÔÅÍȭÓ 3ettings  > 

!ƭŜǊǘ !ŦǘŜǊ b ¢ƛƳŜǎΧ 
Allows you to customize the alert 
thresholds mechanism in order to 
avoid false alerts.  
You can set/change the number of 
times thresholds can be breached 
before an alert is triggered. 
 

 

Tune Threshold TolerancesΧ 
Allows you to tune the numeric 
thresholds obtained from a 
ƳŀƴǳŦŀŎǘǳǊŜǊΩǎ ŀƎŜƴǘΣ ƻǊ ǘƘŜ 
default thresholds used by 
Hardware Sentry. 
You can increase or decrease 
threshold values by a given 
percentage for each numeric 
parameter 

 

Remove this SystemΧ 
Enables you to remove a remote 
system added to the monitoring 
environment 
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Device specific KM commands 

 The KM commands that are offered by right-clicking on a monitored hardware component/device are: 

 Instant Hardware Health ReportΧ: Displays a report about the health of a device.  

 Modify Alert ThresholdsΧΥ Enables you to modify alert thresholds 

 Pause MonitoringΧ: Enables you to pause the monitoring of the hardware component 

 Resume MonitoringΧ: Enables you to resume the monitoring that had previously been paused 

 RemoveΧ: Allows you to remove the object from the monitoring environment 

 Refresh ParametersΧ: Allows you to refresh the parameters of the monitored object 

 !ŎƪƴƻǿƭŜŘƎŜ ά·έ !ƭŜǊǘκ!ŎƪƴƻǿƭŜŘƎŜ !ƭŜǊǘ ŀƴŘ wŜǎŜǘ 9ǊǊƻǊ /ƻǳƴǘ etc.: Depending on the 

component/device monitored and the type of system it is monitored on, there may be certain 

additional commands to acknowledge alerts, or acknowledge alerts and reset the error count etc.  

For instance, in the case of Network Interfaces there is an additional command: Acknowledge 

LinkStatus Alert 

Device-container  KM commands 

Hardware Sentry creates άŎƻƴǘŀƛƴŜǊǎέ ŦƻǊ ŜŀŎƘ ŘŜǾƛŎŜΦ  

For instance, an icon is created for Network Interfaces under which all actual network interfaces discovered 

will be grouped. 

9ŀŎƘ ǎǳŎƘ άŘŜǾƛŎŜ ŎƻƴǘŀƛƴŜǊέ has commands such as: Pause Monitoring; Resume Monitoring; Remove; 

Refresh Parameters whose actions are applicable to all objects under it. 

Note 

The Reference Guide lists all the menu commands for each application class along with parameter details.   

http://www.sentrysoftware.net/downloadHardwareSentry.asp
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Monitoring Temperatures, Fans, Voltages and Power -Supplies 

 

Hardware Sentry automatically detects the 

information sources available on the 

monitored computer and displays the 

hardware information provided by those 

sources in the PATROL Consoles in the 

corresponding container. 

If a hardware information source provides 

useful data about temperatures, fans, 

voltages or power-supplies, an icon is 

automatically created for each sensor 

found in the system as well as one or more 

parameters. 

 

For each displayed sensor, one or more 

graphs are built with the data polled every 

two minutes. These graphs can be viewed 

by double-clicking the parameter under 

the corresponding icon in the PATROL 

Console. 

The location or the type of the sensor may 

appear in the icon label if this information 

is available as well. 

Depending on the platform and sensors, and if possible, alert thresholds are automatically set by Hardware 

Sentry. When the parameter value reaches these thresholds, the parameter triggers a warning or an alarm 

and this alert is sent by the PATROL Console to the operators and administrators. 

Note 

If a device appears to be missing, the Status parameter will trigger an alert if necessary. 

 

Note 

The parameters discovered depend on the server type. All parameters may not be discovered on all servers. Please 

refer to the Connector and Platform details in the Reference guide to see which parameters are displayed for the 

different servers, and for details on the available menu commands, please see the Application Classes section in the 

same guide This documentation is also available in an online format from with the product as well as in the Hardware 

Sentry Online Technical Library accessible on the Sentry Software website. 

http://www.sentrysoftware.net/library/mshw/ms_hw_help.htm
http://www.sentrysoftware.net/library/mshw/ms_hw_help.htm
http://www.sentrysoftware.net/library/mshw/ms_hw_help.htm
http://www.sentrysoftware.net/library/mshw/ms_hw_help.htm
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Fans 

To avoid overheating, fans are installed on critical devices such as: processors, power supplies, 

etc.). If a cooling system is not present, an overheated system can throttle the speed of 

processors and cause slow-downs or ultimately cause shut-downs. Monitoring fans is important 

since they ensure maintaining the right temperatures for optimal functioning of the system. 

Depending on the information available, the Speed and/or SpeedPercent and/or Status parameters will be 

displayed for each detected fan device: 

Á The Speed parameter represents the speed of the corresponding fan in rotations/minute. An alert is 

triggered if the fan speed is too low for proper functioning. 

Á The SpeedPercent parameter represents the speed of the corresponding fan in percentage of its 

maximal speed. An alert is triggered if the fan speed is too low for proper cooling. 

Á The Status parameter represents the current status of the fan. An alert is triggered if the fan stops 

spinning or does not spin fast enough. 

Temperatures 

As with any electronic device, chips and other components of a computer stop working when 

overheated. Overheating could result in several unrecoverable errors, crashes and even hardware 

damage. Temperatures may rise too high when a device is abnormally overloaded; a fan is not 

working properly or when the ambient temperature is too hot. Monitoring the temperatures of 

the critical devices of your system allows you to take preventive action and avoid a crash from 

overheating. 

Depending on the information available, the Temperature and/or Status parameters will be displayed for 

each detected temperature sensor: 

Á The Temperature parameter represents the current temperature reading in Celsius degrees (°C). An 

alert is triggered if the temperature rises too high. 

Á The Status parameter represents the current status of the temperature. An alert is triggered if the 

temperature gets too high. 

 

 

 

 

 

 

 

 

http://www.sentrysoftware.net/library/mshw/ms_hw_fan.htm
http://www.sentrysoftware.net/library/mshw/ms_hw_temperature.htm
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Power supply 

Power supply is the component that transforms the AC Line into electric power needed by 

the computer. Therefore the power supply is a highly critical device of a computer that 

should never fail. Due to this, most vendors build servers with redundant power supplies. 

Monitoring power supplies allows the operators to be alerted when a power supply fails, or 

in some cases, even when a power supply is overloaded. 

Depending on the available information, the UsedCapacity and/or Status parameters will be displayed for 

each power supply or power unit device: 

Á The UsedCapacity parameter represents the power currently in use as a percentage. An alert is 

triggered when the ǇƻǿŜǊ ǎǳǇǇƭȅΩǎ ƳŀȄƛƳǳƳ ǇƻǿŜǊ ƻǳǘǇǳǘ ƛǎ ǊŜŀŎƘŜŘΦ 

Á The Status parameter represents the current status of the power supply. An alert is triggered if an 

error occurs with the power supply. 

Voltages 

Power supplies convert the AC line power into voltages and currents needed by the motherboard 

of the computer. The stability of the motherboard (and therefore that of the overall computer) 

strongly depends on this power converter. Voltages that are too low or too high may lead to 

unpredictable system crashes. Monitoring the value of the different voltages needed by the 

motherboard will help in detecting system instability. 

Depending on the available information, the Voltage and/or Status parameters will be displayed for each 

voltage sensor on the motherboard: 

Á The Voltage parameter represents the voltage output in milliVolts (mV). An alert is triggered if the 

voltage goes out of the range. 

Á The Status parameter represents the current status of the voltage. An alert is triggered if the 

voltage output is too low for proper functioning. 

http://www.sentrysoftware.net/library/mshw/ms_hw_powersupply.htm
http://www.sentrysoftware.net/library/mshw/ms_hw_voltage.htm
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Monitoring Disks 

 

Hardware Sentry automatically detects the 

information sources available on the monitored 

computer and displays the hardware information 

provided by those sources in the PATROL Consoles 

in the corresponding container. 

If at least one hardware information source 

provides useful data about the storage in the 

computer, an icon will be created for each storage-

related device in the PATROL Console: disk 

controllers, physical disks and logical disks.  

Physical and logical disks icons are created below the disk controller icons they are attached too. Each icon 

is labeled with a description of the device: ID, size, vendor, role, etc. 

Note 

If a device appears to be missing, the Status parameter will trigger an alert if necessary. 

 

Note 

The parameters discovered depend on the server type. All parameters may not be discovered on all servers. Please 

refer to the Connector and Platform details in the Reference guide to see which parameters are displayed for the 

different servers, and for details on the available menu commands, please see the Application Classes section in the 

same guide This documentation is also available in an online format from with the product as well as in the Hardware 

Sentry Online Technical Library accessible on the Sentry Software website. 

Disk controllers 

A disk controller is a card inside a computer that connects one or several physical disk drives to this 

computer. Some intelligent disk controllers (such as RAID controllers) manage several physical disks as a 

single logical disk which is the only disk exposed to the operating system. Monitoring both physical and 

logical disks is essential to ensure that storage is available. 

The purpose of the Disk Controller instance is to act as a container for Logical Disks and Physical Disks 

monitoring, and symbolize the way hard drives are setup on the platform. In addition, some information 

regarding the Disk Controllers, like their brand, model or driver version, is displayed in the InfoBox. 

Depending on the information available, the BatteryStatus and ControllerStatus parameters will be 

displayed. 

Á The BatteryStatus parameter triggers an alert to predict that the disk controller battery will be 

unable to support the controller in the event of a power failure. 

Á The ControllerStatus parameter displays the status of the disk controller. 

http://www.sentrysoftware.net/library/mshw/ms_hw_help.htm
http://www.sentrysoftware.net/library/mshw/ms_hw_help.htm
http://www.sentrysoftware.net/library/mshw/ms_hw_help.htm
http://www.sentrysoftware.net/library/mshw/ms_hw_help.htm
http://www.sentrysoftware.net/library/mshw/ms_hw_diskcontroller.htm
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Note 

If a controller goes missing, all its disk dependencies will be missing as well. 

Physical Disks 

Physical disks must be monitored to avoid loss of data, unavailability and performance 

degradation. When available, S.M.A.R.T. technology is used to predict a disk failure. 

Depending on the available information, the PredictedFailure, ErrorCount and/or Status 

parameters will be displayed for each discovered physical disk: 

Á The PredictedFailure parameter uses S.M.A.R.T. technology to predict physical disk failures. An alert 

will be triggered if a breakdown of a Physical Disk is predicted. 

Á The ErrorCount parameter is incremented each time an error occurs on this physical disk. An alert is 

raised from the first detected error. The operator can reset the counter and clear the alert through 

a menu command in the PATROL Console. 

Á The Status parameter represents the current status of the physical disk. An alert is triggered if the 

physical disk is not available for proper operation. 

Logical Disks 

RAID or advanced disk controllers expose several physical disks as a single logical disk to the operating 

system. The status of a logical disk typically corresponds to the status of a RAID array (on-line, degraded, 

rebuilding, etc.). The Status parameter is displayed for each logical disk discovered. 

Á The Status parameter represents the current status of the logical disk. An alert is triggered when 

the logical disk is not fully operational (degraded, rebuilding, etc.) or not available at all. 

Note 

For non-RAID disk controllers (as most of IDE controllers, for example), no logical disk will be displayed. 

http://www.sentrysoftware.net/library/mshw/ms_hw_physicaldisk.htm
http://www.sentrysoftware.net/library/mshw/ms_hw_logicaldisk.htm
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Monitoring Processors, Memory  modules and Network Interfaces  

 

Hardware Sentry automatically detects the 

information sources available on the monitored 

computer and displays the hardware information 

provided by those sources in the PATROL Consoles in 

the corresponding container. 

If at least one hardware information source provides 

useful data about the most critical non-storage 

devices in the computer, an icon will be created for 

each device in the PATROL Console: processors, 

memory modules and network interfaces. 

Processors, memory modules and network interfaces icons are created under a computer icon. Each icon is 

labeled with a description of the device: ID, size, vendor, role, etc. 

Note 

LŦ ŀ ŘŜǾƛŎŜ ŀǇǇŜŀǊǎ ǘƻ ōŜ ƳƛǎǎƛƴƎΣ ǘƘŜ ά{ǘŀǘǳǎέ ǇŀǊŀƳŜǘŜǊ ǿƛƭƭ ǘǊƛƎƎŜǊ ŀƴ ŀƭŜǊǘ ƛŦ ƴŜŎŜǎǎŀǊȅΦ 

 

Note 

The parameters discovered depend on the server type. All parameters may not be discovered on all servers. Please 

refer to the Connector and Platform details in the Reference guide to see which parameters are displayed for the 

different servers, and for details on the available menu commands, please see the Application Classes section in the 

same guide This documentation is also available in an online format from with the product as well as in the Hardware 

Sentry Online Technical Library accessible on the Sentry Software website. 

Processors 

Processors (also called CPU, Central Processing Unit) are undoubtedly very critical devices within a 

computer. While a processor fault may often lead to a system crash without a chance for a monitoring tool 

to catch the error, it is still helpful to monitor the processors of servers. 

In case of a system crash due to a fault in the processor, the system reboots automatically. The reboot is 

either triggered by the operating system or by the motherboard itself. If a processor is no longer 

functioning, it is automatically disabled by the BIOS and, if there is one other processor left, the operating 

system starts with one processor less. 

http://www.sentrysoftware.net/library/mshw/ms_hw_help.htm
http://www.sentrysoftware.net/library/mshw/ms_hw_help.htm
http://www.sentrysoftware.net/library/mshw/ms_hw_help.htm
http://www.sentrysoftware.net/library/mshw/ms_hw_help.htm
http://www.sentrysoftware.net/library/mshw/ms_hw_cpu.htm
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Hardware Sentry monitors each processor and verifies if it is present and running. If a processor is missing 

upon a reboot, Hardware Sentry triggers an alert. 

On some recent or high-end servers, processors are able to correct some operation errors by themselves 

(like the ECC memory). If this information is available, it is shown in the PATROL Console by Hardware 

Sentry. In addition, if the processor is able to predict a failure, this information will be monitored by 

Hardware Sentry and shown in the PATROL Console. 

Depending on the information available, the Status and/or CorrectedErrorCount and/or PredictedFailure 

parameters will be displayed for each discovered processor (CPU): 

Á The Status parameter represents the current status of the processor. An alert is triggered if the 

processor is not available for proper operation (missing, disable by the BIOS due to a POST error, 

etc.). 

Á The PredictedFailure parameter reports the predicted failure analysis performed by the processor 

itself. This information is based on the rate of corrected errors. 

Á The CorrectedErrorCount parameter represents the number of errors that have been automatically 

corrected by the processor. This information can be very useful to predict a failure in the near 

future. 

Memory Modules 

The main memory of a computer is actually as critical as the processors since almost all processor 

operations deal with memory. A single memory fault could lead to a severe computer crash with potential 

data corruption. On servers, the memory modules (the devices where the memory data is actually stored) 

often include auto-correction features (ECC), and sometimes even better: RAID5-like memory 

configuration. These features and configurations allow the memory modules to report statistics on failures, 

to predict failures, to hot-replace a memory module upon failure, etc. 

Depending on the available information and the features provided by the motherboard and the memory 

modules, the ErrorCount and/or PredictedFailure and/or Status parameters will be displayed for each 

discovered memory module: 

Á The ErrorCount parameter reports the number of errors detected by the memory module and then 

corrected. A steadily growing value means that the memory module is not reliable and that it could 

encounter errors that it is unable to correct, which could then lead to a system crash. 

Á The ErrorStatus parameter deals with the same kind of errors as the ErrorCount parameter but in a 

more accurate manner. The only difference is that, once a specified threshold is reached, an alert is 

triggered, so the number of errors will not actually be displayed. It is unnecessary to set an error 

threshold as these thresholds are calculated and set by the systems hardware agent. 

Á The PredictedFailure parameter reported by the memory modules predicts failure by analyzing the 

trend of the number of detected/corrected errors (thanks to the ECC technology). If this parameter 

goes into alarm, replacement of the faulty module is highly recommended. 

http://www.sentrysoftware.net/library/mshw/ms_hw_memory.htm
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Á The Status parameter represents the current status of the memory module. An alert is triggered if 

the memory module reports a failure (in a RAID5-like configuration) or if it goes missing after a 

computer reboot. 

Network Interfaces 

Network interfaces are devices that serve as a common interface for various other devices within a local 

area network (LAN), or as an interface to allow networked computers to connect to an outside network. It 

is therefore essential to make sure these devices are linked to the network and function properly. For each 

network interface discovered, the Status, ErrorPercent and/or LinkStatus parameters are displayed: 

The Status parameter represents the current status of the network interface. An alert is triggered when the 

network interface does not respond. 

Á The ErrorPercent parameter gives the percentage of transmitted and received packets that were in 

error (due to low-level protocol error or physical media problems). A warning is raised when this 

percentage goes above 10% and an alarm when above 30%. A frequent high error percentage 

implies there is a serious problem with the cable or the interface. 

Á The LinkStatus parameter shows the current status of the network interface to the network (i.e. 

whether or not it is plugged-in). By default, Hardware Sentry will trigger a warning if a network 

interface previously connected to the network is now unplugged. However, it will not trigger an 

alert for network interfaces that were never connected. 

To change this setting, right-click the main Hardware icon and select KM Commands > KM Settings > 

Network Link Alerts... This will display the dialog box shown below: 

 

 

 

 

 

Three options are possible: 

Á ALWAYS trigger an alert when a 

network interface is not linked 

to a network: if a network card 

is unplugged, Hardware Sentry 

will trigger an alert no matter 

what. 

Á NEVER trigger an alert when a 

network interface is not linked 

to a network: this basically 

turns off the monitoring of the 

network link. 

Á Trigger an alert ONLY if the 

previously plugged-in network 

interface is unplugged (default). 

http://www.sentrysoftware.net/library/mshw/ms_hw_network.htm
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Monitoring  Remote Systems 

Hardware Sentry is able to monitor the hardware of a system remotely through the network. The purpose 

of this function is not to monitor all servers from one agent, but to be able to monitor devices on which one 

cannot install a PATROL Agent, like the chassis of blade servers, tape libraries, etc. 

Hardware Sentry monitors systems remotely through the SNMP, SSH, Telnet and WBEM/WMI protocols. 

This means that only SNMP, SSH, Telnet and WBEM/WMI based connectors will function properly for 

remote devices.  

Note 

Configuring Hardware Sentry to monitor another system remotely does not prevent it from monitoring the hardware 

of the local host where the KM is running. Once configured to monitor another system remotely, the KM will show 

two icons side-by-side in the PATROL Console: άIŀǊŘǿŀǊŜ ƻƴ ƭƻŎŀƭ Ƙƻǎǘέ ŀƴŘ άIŀǊŘǿŀǊŜ ƻƴ ғwŜƳƻǘŜ{ȅǎǘŜƳҔέΦ 

How to monitor a device remotely 

1. wƛƎƘǘ ŎƭƛŎƪ ƻƴ ǘƘŜ ƭƻŎŀƭ ƘƻǎǘΩǎ Hardware icon > KM Commands > Add a Remote System to Monitor 

 

2. Read the License agreement, accept it and click on Next. 
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3. Identify the system you want to monitor remotely and click Next. 

 

 Host name: Enter the host name of the remote system 

 IP address or fully qualified name: Leave this field blank if you specify the host name above 

 System type: Select a platform from the drop down list to specify the system type. The options are: 

OpenVMS, HP Tru64 UNIX, HP-UX, IBM AIX, Linux (Red Hat, SuSe), Out-of-band monitoring, Storage, 

Sun Solaris, Windows NT 4.0/2000/XP/2003 

4. Select the connectors Hardware Sentry should use to monitor the remote system/device. 

 

The connectors displayed depend on the system-type specified in the previous step. 

5. Select the appropriate connectors and click Next. 
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Note 

The following panels depend on the system type of the remote element and the protocols used to connect to it. For 

information on which connectors are suitable for each system, please refer to the Connector and Platform Reference 

Table in the Reference Guide.  

If the connectors selected use SNMP, this panel will appear: 

 

 SNMP community: Enter the SNMP community string and click Next. 

If the connectors selected use WMI or WBEM, the following panels will ask for connection credentials: 

  

 WMI/WBEM credentials: Enter the WMI/WBEM credentials and click Finish/Next. 

http://www.sentrysoftware.net/downloadHardwareSentry.asp
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If the connectors selected requir e Telnet or SSH to connect to the remote element, the following  

 panel will appear. 

 

 Telnet/SSH: Select either Telnet or SSH and enter the credentials required to execute the protocols 

and click Next.  

 Sudo options: On UNIX/Linux platforms, you have the option of permitting Hardware Sentry to use 

the sudo utility to execute external commands using root. 

 

Select the command/s, enter the command line to execute the sudo utility and click Accept. 
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Final step in the remote monitoring wizard common to all platforms/systems 

 

Click Finish and Hardware Sentry will perform a new full discovery to detect this new remote system. 

The Hardware icon for the local host will change to Hardware on localhost and an icon labeled Hardware 

on <remotehostname> will appear. This represents the device you are now monitoring remotely, along 

with icons for all of the detected parameters of this remote device/system. 
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Detecting Missing Devices 

The missing device detection mechanism of Hardware Sentry alerts operators when a device that was 

previously detected in the system is no longer found. 

This mechanism is very useful when, for example, a non-redundant physical disk does not restart during a 

system reboot and therefore is no longer seen by the operating system and the monitoring software. 

 

When a device is no longer discovered, its Status parameter goes into alarm and its label directly shows 

that it is missing. 

The missing device detection feature is enabled by default. 

You can however deactivate the feature by right-clicking on the Hardware icon > KM Commands > KM 

Settings > Missing Device Detection. 

Note 

Disabling this option when some missing devices have already been detected will trigger a removal of these devices 

from the monitoring environment. 
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Monitoring  Connectors 

By default Hardware Sentry automatically tests which connectors are best-suited to the managed system. 

Once it decides which connectors are applicable to the managed platform, an instance of the 

MS_HW_CONNECTORS class is created in the PATROL console and its status is monitored regularly to 

ensure the availability of the underlying technology. 

Example 

Hardware Sentry is running on an HP Proliant server with HP Insight Management Agent. 

Upon startup, Hardware Sentry detects HP Insight Management Agent, and starts using the corresponding connector 

to discover the server hardware configuration and monitor the discovered devices. 

Additionally, Hardware Sentry creates an icon in the PATROL Console representing the HP Insight Management Agent - 

Server connector. 

Every 2 minutes, its Status parameter is updated. 

If, for some reason, the HP agent stops working, an alarm is raised on the Status parameter and the devices that were 

discovered through to this connector are taken offline. 

 

¢ƘŜ ŎƻƴƴŜŎǘƻǊ ƳƻƴƛǘƻǊƛƴƎ ƳŜŎƘŀƴƛǎƳ ƘŜƭǇǎ t!¢wh[ ŀŘƳƛƴƛǎǘǊŀǘƻǊǎ ŘŜǘŜŎǘ ΨǊŜŀƭΩ ƘŀǊŘǿŀǊŜ ŜǊǊƻǊǎ ŀǎ ƛǘ 

enables a higher monitoring accuracy by not confusing errors actually encountered by hardware 

components with errors owing to a connector or monitoring-tool failure.  

Á When connectors are automatically detected by Hardware Sentry, the connectors are grouped 

under an instance labeled Detected Connectors. 

Á When connectors are manually selectedas for remote monitoring, the connectors are grouped 

under an instance labeled Selected Connectors. 

 The parameters for connector monitoring are: 

Test Report: This parameter describes the tests run to evaluate the availability of the technologies used by 

this connector to monitor the system. 

Status: The parameter displays the status of the connector. 

To change the settings of connectors, right-click on the IŀǊŘǿŀǊŜ ƛŎƻƴ Ҕ Ya /ƻƳƳŀƴŘǎ Ҕ ¢Ƙƛǎ {ȅǎǘŜƳΩǎ 

Settings > Connection, Credentials and ConnectorsΧ 
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Thresholds, Alerts & Notification 

This section deals with thresholds, alerts and notification. Alert thresholds are dynamically set by Hardware 

Sentry. However, it is possible change the thresholds, the alert settings as well as the threshold mechanism 

itself. Hardware Sentry also offers you the possibility of selecting the type of notification (Alert actions) to 

be sent once an alert is raised. The section has the following sub-sections: 

Á Threshold Mechanism Selection 

Á Modifying alert thresholds on parameters  

Á Alert after N times ς advanced alert settings 

Á Alert Actions 
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Threshold  Mechanism Selection 

Managing thresholds means selecting/modifying the mechanism by which Hardware Sentry sets thresholds 

for all parameters of the monitored components. This is done by right-clicking on the Hardware icon > KM 

Commands > KM Settings > Threshold Mechanism Selection 

By default, Hardware Sentry automatically sets alert thresholds on the monitored parameters. Depending 

on the computer it is running on - Hardware Sentry sets different thresholds for the different parameters 

(temperature, voltage etc.).  

The different threshold mechanisms 

To set the thresholds, Hardware Sentry uses one of the following two mechanisms, best suited to the 

managed system: 

Á Tuning: A standard internal PATROL mechanism, known as the Override parameters in PATROL but 

called Tuning in Hardware Sentry. With this mechanism, Hardware Sentry sets the thresholds of 

each parameter of each monitored object by setting a specially formatted variable under the 

/___tuning___ tree in the PATROL Agent configuration.  

Or 

Á PCM/Event Management: PATROL for Event Management (formerly known as EventSpring) or 

PATROL Configuration Manager or PCM, formerly known as AgentSpring 

By default, Hardware Sentry determines which of the above two mechanisms is best suited to the managed 

system and uses that. This is the Automatic setting in the Threshold Mechanism Selection wizard. 

To see which mode is currently used for the system, or to modify the Automatic mechanism, right-click on: 

the main Hardware Sentry/local host icon > KM Commands > KM Settings > Threshold Mechanism 

Selection... 
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Select one of the following options: 

 Automatic (default): Hardware Sentry determines and uses the threshold mechanism best suited 

to the managed system 

 Tuning: If selected, Hardware Sentry will manage its thresholds through the standard the internal 

PATROL mechanism (Override parameters). Thresholds are stored in the PATROL Agent 

configuration under the /___tuning___ tree.  

 PCM/Event Management: if this option is selected, Hardware Sentry will manage its thresholds 

through the PCM or Event Management mechanism.  

Thresholds are stored in the PATROL Agent configuration under the /AS tree. This option requires 

that you set up the PATROL for Event Management KM on your PATROL Agent. PATROL for Event 

Management has to be enabled and preloaded.  

Note 

If you use PATROL for Event Management to manage thresholds in PATROL, it is strongly recommended that 

you use this option in Hardware Sentry too. 

 

Warning! 

In order to avoid side effects and unpredictable behavior, if you select the "PCM/Event Management" 

thresholds management option, Hardware Sentry will automatically remove the thresholds set through the 

other method. That is: if you select the "PCM/Event Management" option, Hardware Sentry will 

automatically remove all the thresholds stored in the /___tuning___ tree in the PATROL Agent configuration. 

 No Thresholds: Hardware Sentry will not set any thresholds on the monitored objects. You are 

required to set them manually. 

For details on how to manually set thresholds on the parameters, please see the next topic: Modifying alert 

thresholds. 
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Modifying alert  thresholds  on parameters  

Whenever possible, Hardware Sentry automatically sets thresholds for parameters. These thresholds are 

retrieved from the information available from the hardware agents and they are generally accurate. 

Generally, there is no need to modify these thresholds but in case Hardware Sentry cannot obtain them, or 

if you prefer a more fault-tolerant monitoring, you can modify the thresholds of each parameter through 

the command menu. 

1. Right-click on the monitored sensor/device (not directly on the parameter) > KM Commands > 

Modify Alert Thresholds. 

 

2. The first panel shows the list of parameters for that particular object, select the parameter whose 

thresholds you wish to modify: 
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3. Select the mode:  

 

 Let Hardware Sentry set appropriate alert thresholds: Select this option (recommended) to let 

Hardware Sentry determine and set the alert thresholds best suited to the 

parameter/device/system. Next brings to the following panel that displays the threshold values: 

 
 

Confirm the selection by clicking Finish or click Back to manually set thresholds for the parameter. 
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 Manually customize alert thresholds: Selecting this option brings you to a panel where you are can 

set new thresholds for the parameter. 

  

 

Automat ic Threshold Mechanism Sett ing 

If you select the Automatic thresholds mechanism option (see Threshold Mechanism Selection), your customized 

thresholds are stored under the /___tuning___ tree in the PATROL Agent configuration and then can be modified 

through the άOverride parameter" feature of the PATROL Console. 

 

PCM/Event Management Threshold Mechanism Sett ing 

If you select the PCM/Event Management thresholds management option, your customized thresholds are stored 

under the /AS tree in the PATROL Agent configuration and then can be modified through the PATROL for Event 

Management (EventSpring) interface or through the PATROL Configuration Manager graphical user interface.  
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Tune Threshold Tolerance  

The Tune Threshold Tolerance feature enables you to fine-tune your monitoring thresholds for those 

parameters that have numeric values. This feature can be helpful to either tighten your monitoring or make 

it more flexible to prevent frequent alerts. The fine-ǘǳƴƛƴƎ ǿƻǳƭŘ ŘŜǇŜƴŘ ƻƴ ŜŀŎƘ ǎȅǎǘŜƳΩǎ ōŜƘŀǾƛƻǊ ŀƴŘ 

your specific needs. 

To access this feature, right-click on the Hardware icon > KM Commands > This SysǘŜƳΩǎ {ŜǘǘƛƴƎǎ Ҕ ¢ǳƴŜ 

Threshold Tolerance. 

 

Threshold tolerance can be fine-tuned by increasing or decreasing the values in percentages for numeric 

parameters of the following components: 

Á Fan: Speed and SpeedPercent 

Á Network interface: ErrorPercent 

Á Temperature: Temperature 

Á Power supplies: UsedCapacity 

Á Voltages: Voltage 
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Alert after N times ɀ advanced alert settings  

Hardware Sentry offers a global advanced alert setting in order to prevent false alerts. You can now 

set/modify the number of times thresholds can be breached before triggering an alert. 

¢Ƙƛǎ ŀŘǾŀƴŎŜŘ ŀƭŜǊǘ ǎŜǘǘƛƴƎΣ ŎƻƳƳƻƴƭȅ ƪƴƻǿƴ ŀǎ ά!ƭŜǊǘ ŀŦǘŜǊ N ǘƛƳŜǎέ is accessible by right-clicking the 

main Hardware icon > This {ȅǎǘŜƳΩǎ {ŜǘǘƛƴƎǎ > Alert after N TimesΧ 

 

Hardware Sentry parameters can be categorized in three main groups: 

 Connector parameters: Status parameters of the MS_HW_CONNECTORS class 

 Numeric parameters: Parameters that have numeric values such as Temperature, Voltage, 

ErrorPercent, etc. 

 Discrete parameters: Parameters that have values such as 0=OK, 1=Degraded/Predicted Failure, 2 = 

Failed etc. These parameters display the status of the device. Example: Status, LinkStatus, 

PredictedFailure, ControllerStatus etc. 

By setting or changing the number of times a threshold can be breached before it triggers an alert ς you can 

avoid unnecessary false alerts.  

¢Ƙƛǎ ƛǎ ŀ άƎƭƻōŀƭέ ǎŜǘǘƛƴƎΣ ŀnd applies to the parameters of all the monitored devices of the system. 
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Alert  Actions  

Alert Actions enables the PATROL administrator to choose specific actions to be performed when a 

hardware error or failure is detected. With the Alert Actions feature, it is possible to either: 

Á Customize the way a hardware problem notification is performed, or 

Á Specify a recovery action to be run when a problem occurs 

Hardware Sentry can be configured to run one, several, or all types of Alert Actions when an alert is 

triggered regarding the monitored hardware.  

.ȅ ŘŜŦŀǳƭǘΣ ǳǇƻƴ ƘŀǊŘǿŀǊŜ ŦŀƛƭǳǊŜΣ IŀǊŘǿŀǊŜ {ŜƴǘǊȅ ǘǊƛƎƎŜǊǎ ŀ t!¢wh[ ŜǾŜƴǘ ŀƴŘ ŀƴƴƻǘŀǘŜǎ ǘƘŜ ǇŀǊŀƳŜǘŜǊΩǎ 

graph with a comprehensive report of the problem, giving details about the failure, the possible 

consequences and the recommended action to solve the problem. 

The Alert Actions that can be performed by Hardware Sentry are: 

Á Trigger a PATROL Event 

Á !ƴƴƻǘŀǘŜ ǘƘŜ tŀǊŀƳŜǘŜǊΩǎ DǊŀǇƘ 

Á Execute an OS command 

Á Execute a PSL command 

Á Send a Pop-up to the PATROL Consoles 

Á Write a line to a LOG file 

Á Send a Basic SNMP trap 

Á Send a custom SNMP trap (advanced) 

Alert Actions are highly customizable. One can customize the string that is sent through SNMP, set the 

username/password that is used to execute the OS Command, define the content of the PATROL event sent 

by Hardware Sentry, etc. 

Additional information regarding the alert, such as the parameter name or its value, can be available by 

using Alert Action Macro Variables. This information can be used to further customize the Alert Action 

triggered by Hardware Sentry and provide more details about the problem that occurs. 
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Editing Alert Actions  

To modify the Alert Actions executed by Hardware Sentry upon a hardware failure,  

right-click on the main Hardware Sentry/local host icon > KM Commands > KM Settings > Edit Alert 

!ŎǘƛƻƴǎΧ 

Select the Alert Actions to be executed 

 

Check the boxes corresponding to the 

actions you would like executed upon a 

hardware failure. 

By default, Hardware Sentry: 

Á Triggers a PATROL event  

Á Annotates the parameter that 

raises the alert. 

Trigger a PATROL Event 

 

If you select Trigger a PATROL Event, you 

need to enter the string that will be displayed 

with the event. A PATROL Event can be 

viewed from: 

Á Standard PATROL Consoles (Classic 

Console, PATROL Central) 

Á PATROL Enterprise Manager 

Á BMC Impact Manager 

Á Other third-party products that 

interface with PATROL. 

Note 

As this action is triggered by default by Hardware 

{ŜƴǘǊȅΣ ǘƘŜǊŜ ƛǎ ƴƻ ƴŜŜŘ ǘƻ άŜƴǘŜǊέ ǘƘŜ ǘŜȄǘ ƛƴ ǘƘŜ 

field unless you wish to modify the content that it 

reports in PATROL events. 
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Note 

 ¢ƘŜ t!¢wh[ ŜǾŜƴǘ ǘƘŀǘ ƛǎ ǘǊƛƎƎŜǊŜŘ ƛǎ ǘƘŜ ΨпмΩ ŜǾŜƴǘ ŦǊƻƳ ǘƘŜ ǎǘŀƴŘŀǊŘ t!¢wh[ ŎŀǘŀƭƻƎΦ  

 

Note 

You can use macros that will be replaced at runtime. The list of available macros is described under the section Alert 

Action Macro Variables. 

!ÎÎÏÔÁÔÅ ÔÈÅ 0ÁÒÁÍÅÔÅÒȭÓ 'ÒÁÐÈ 

 

If you select the !ƴƴƻǘŀǘŜ ǘƘŜ ǇŀǊŀƳŜǘŜǊΩǎ 

graph action, you need to enter the string 

that will be displayed within the annotation 

point. 

Note 

You can use macros that will be replaced at 

runtime. The list of available macros is 

described in Alert Action Macro Variables. 

Execute an OS command 

 

If you select the Execute an OS 

command action, you need to: 

Á Enter a command line to 

be executed 

Á Enter a user and password 

used to run the command.  

The command can be a program 

utility or a script shell, and can 

have arguments. 

Warning! 

The command must be non-interactive (no window, no user input). 

 

Note 

 You can use macros that will be replaced at runtime. The list of available macros is described in the section Alert 

Action Macro Variables. 
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Execute a PSL command 

 

If you select the Execute a PSL 

command action, you need to 

enter the PSL statement to be 

executed by the PATROL Agent. 

Although, only a single line is 

permitted, it can have several PSL 

instructions.  

Warning! 

The PSL command is recommended for PATROL advanced users only. 

 

Note 

You can use macros that will be replaced at runtime. The list of available macros is described in the section Alert 

Action Macro Variables. 

Send a Pop-up to the PATROL Consoles 

 

If you select the Send a pop-up to 

the PATROL Consoles action, you 

need to enter the message that 

will be displayed in the pop-up as 

well as the title of the pop-up 

window. 

Warning!  

Too many pop-ups could annoy the operators. 

 

Note 

You can use macros that will be replaced at runtime. The list of available macros is described in the section Alert 

Action Macro Variables. 
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