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Customer Support

You can obtain technical support by using the Support page on the BMC Software Web site or by contacting
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Support Web Site

You can obtain technical support from BMC Software 24 hours a day, 7 days a week at
http://www.bmc.com/support_homeFrom this Web site, you can

read overviews about support services and programs that BMC Software offers

find the most current information about BMC Software products

search a database for problems similar to yours and possible solutions

order or download product documentation

report a problem or ask a question
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Support by Telephone or E-mail
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find telephone and email contact information for the BMC Software support center that services your location,
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Before Contacting BMC Software

Before you contact BMC Software, have the following information available so that Customer Support can begin
working on your problem immediately:

A product information

d product name
& product wersion (release number)

d license number and password (trial or permanent)
A operating system and environment information
& machine type
& operating system type, version, and service pack or other maintenance level such as PUT or PTF
d system hardwareonfiguration
8 serial numbers
& related software (database, application, and communication) including type, version, and service pack or
maintenance level
A sequence of events leading to the problem
A commands and options that you used
A messages receivd (and the time and date that you received them)

0 product error messages
8 messages from the operating system, sucHide system full
8 messages from related software


http://www.bmc.com/support_home
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Overview

While out -of-the -box BMC Software® monitoring solutions are available for the most common

applications, several companies often also use various custom application S.

Until recently, monitoring these cust om applications, often critical as they are intrinsically
linked to the business, was feasible only through a custom PATROL® Knowledge Module®.
Developing a PATROL® KM, although not an impossible task still involves a lot of

programming, project management, release and maintenance management skills, all of which
are growing scarce and/or costly.

BMC® Performance Manager Monitoring Studio is a KM for PATROL® that allows you to set up

the monitoring , without any codi ng, of almost any application , device or IT component for
which there is no out -of-the-box monitoring solution available. In a few clicks, and thanks to
intelligent wizards, you can cover up to 100% of your critical applications in your BMC
Software® monit oring environment.
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1 - About Monitoring Studio

BMC Perfor mance Manager Monitoring Studio is a module that allows PATROL administrators to
set up the monitoring of custom applications and of applications or IT components for which
there is no existing KM.

Once installed, Monitoring Studio provides a graphical us er interface that allows
administrators to configure Monitoring Studio and set up which application or IT component is
to be monitored and how it should be monitored. Once BMC Performance Manager Monitoring

Studio is properly configured, the application or other IT component is monitored within the
PATROL Console and operators are alerted when a failure or anomaly occurs.

1.1 - What you can do with Monitoring Studio

An easy-to-use GUI to setup the monitoring

Monitoring Studio provides an easy graphical wuser inte rface that enables PATROL
administrators to rapidly set up the monitoring of an application or any other IT component,
without having to do any coding. The administrator can create icons for the applications in the
PATROL Console and can specify in a highl y detailed way what must be monitored for this IT
component.

Monitoring Studio has tools to:

- Monitor processes of an application

- Monitor file content, files, folders and file systems used by an application

- Parse complex log files (multi -line, xml, html te  xt)

- Launch commands or scripts to query the application

- Send requests to a Web front -end of the application

- Send queries to the database back -end of the application

- Poll SNMP agents and listen for SNMP traps

- Poll and monitor JMX enabled applications with in your PATROL environment

- Execute, monitor and analyze WMI queries

- Monitor other KMs parameters and integrate them within your application/IT component
monitoring

- Run String and Numeric value searches

The entire configuration of Monitoring Studio is stored in the agent configuration tree
under: /IMASAI/SENTRYS8
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2 - Installing and integrating BMC Performance Manager Monitoring
Studio

Essential

Being a Knowledge Module (KM) for BMC® Software PATROL, i t is essential to i nstall the KM on
the following compon ents of the PATROL framework:

- Managed systems with a PATROL Agent
- PATROL Console (Classic)

- PATROL Console Servers (PATROL 7 framework only)

- PATROL Central i Web Edition

A hitp://localhost:50001/print_splash-htm - Microsoft Internet Explorer [9(=1(E3]

- | |
B

"7 welcome Select Products and Components to Install

The tree below lists the products and components you can
install. Items listed as QuickStart packages contain pre-
packaged products and components with pre-defined
configurations. Expand the tree to select one or more products,
components, or QuickStart packages.

oz
o
[+4
s

nstalling... @ Product Selection
T =-d Knowledge Medules for PATROL by Sentry Software
-8 MBMC Performance Manager Monitoring Studio

Estimated Disk Space Needed: MB
Disk Space Available: | 25807 MB

[
Help... < Back | [ Newt > |[ it

S|

The active part of Monitoring Studio resides on the PATROL Agent , therefor e:

- A PATROL Agent must be installed on each server that needs monitoring

- BMC Performance Manager Monitoring Studio must be installed on each PATROL Agent.

Please refer to the BMC Performance Manager Monitoring Studio i_Installation Guide _ for
further details on the installation procedure.

2.1 - Loading Monitoring Studio KM for PATROL®

Once installed as per the procedure described in th e Installation guide, and p rior to using
Monitoring Studio KM for PATROL , you must load the Knowledge Modules (KMs) on the PATROL
Console. Follow the steps below to load Monitoring Studio KM for PATROL:

Loading the KM on PATROL Console for Windows or on PATROL Console for UNIX

- Select File > Load KM in the PATROL Console menu and in the dialog box, select
SW_SENTRY8.kml and click [Open]

Loading the KM on PATROL Central Operator

- Select Action > Load Knowledge Modules é and int he dialog box, check the box next to
the managed systems for which you wish to load Monitoring Studio KM for PATROL and
click [Next]

- Click the Knowledge Module lists tab, check the box near SW_SENTRY8.kml and click

[Next] and then c lick on [Finish]


http://www.sentrysoftware.net/downloadMonitoringStudio.asp
http://www.sentrysoftware.net/library/swsy/sw_sy_help.htm
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Loading the KM on PATROL Central Web Edition

- In the General Tasks panel, click Load Knowledge Modules and in the dialog box, click
on the managed systems for which you wish to load Monitoring Studio KM for PATROL and

click [Next]

- Select SW_SENTRY8.kml from the list a

nd click [Next] and then c lick on [Finish]

Application classes on the Monitored systems and Console

If the KM is properly loaded, the following 22 classes should be loaded on the Monitored

System and Console:

Menu Command

Description

SW_APPLICATIONS

Monitors application/container icons

SW_DB_QUERIES

Executes and monitors database queries

SW_FILES

Monitors files and file content

SW_FILE_SECURITY

Monitors file security

SW_ FILESYSTEMS

Monitors file-systems

SW_FOLDERS

Monitors folders

SW_HTTP_REQUESTS

Monitors web-based applications, executes HTTP requests

SW_HTTP_WEBFARM

Monitors web farms

SW_JMX

Polls and monitors JMX-enabled application servers

SW_KMWATCH

Monitors parameters of other KMs

SW_NTEVENTS

Monitors Windows Event Logs

SW_ NTPERFORMANCE

Monitors Windows Performance

SW_ NTSERVICES

Monitors Windows Services

SW_NT_WMI

Executes and monitors WMI queries

SW_NUMBERS

Enables extracting numeric values

SW_OSCOMMANDS

Executes, monitors and parses command lines and scripts

SW_PROCESSES

Monitors Processes

SW_SENTRY

Main application class

SW_SNMP_POLIING

Polls and monitors SNMP agents

SW_SNMP_TRAPS

Monitors and listens for SNMP traps

SW_STRINGS

Executes string searches

SW_TRANSFORM

Transforms complex (multi-line, HTML, XML) text to enable string/numeric value

searches

10
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2.2 - Preloading Monitoring Studio

For optimal functioning of Monitoring Studio, it is strongly recommended that you configure
the PATROL Agent to preload the KM. This means that the PATROL Agent will automatically
load Monitoring Studio upon startup and will not wait for a console requesting the KM.

oLTARE - Wocont C[5]
D||@| 5|50 | O
Apply Confi X
pply Configuration X
Configuration Variable ~
w0 __tuning__ penm *
& % :genﬁemp Bioan]  HostHomes il <
- e >
23 ccHw_HP Eem
(3 InethitsSetup e
(0 MASAL 3
(2 NTOSKM pem
& (3 Perfmon pen scaubidou
(10 RecoveryActions pem
- SENTRY pem
=] per] Bt Humber Protacol
smp
Bpemd |38 = [TcP |
Perf]
perf
Bred] 0K UseDefaut | Cancel |
[B) Per ffrmmeemarrooT -~
PortConnectType BOTH
B preloadedirs EVENT_MANAGEMENT k|, NT_PERFMON _WIZARD ki, NT_BASE k¢
B pra\nadedms»‘-\rm =
[ . ¥
=3 3
Otals: dfer.0 added:108 deleted 0. - 75% complete ~
ompleted getting configuration data from "VOLTAIRE' at port 3181. - 100% complete =
Ready

This can be done by setting the /AgentSetup/preloadedKMs configuration variable of each
PATROL Agent where Monitoring Studio has been installed.

To set a configuration variable, you n eed to use PATROL Configuration Manager (PCM),
WPCONFIG.EXE (Windows) or xpconfig (UNIX/Linux). For more information about these tools,
please refer to the BMC Software PATROL documentation.

The /AgentSetup/preloadedKMs is a comma -separated list of KM file s or KM lists that have to
be loaded by the agent upon startup. Basically, it looks like the following:

EVENT_MANAGEMENT.kmI,NT_PERFMON_WIZARD.kmI,NT_BASE.kml,AS_EVENTSPRING.kin

Add SW_SENTRYS8.kml to this list as shown below and then apply the configuratio n:
EVENT_MANAGEMENT.kmI,NT_PERFMON_WIZARD.kmI|,NT_BASE.kml,AS_EVENTSPRING.khSW_SENTRY8.kml

11
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3 - Configuring the monitoring

Determining exactly what should be monitored on an application strongly depends on the
application itself. Nevertheless, cer tain basic guidelines can be followed:

1. Specify the resources used by your application
- Processes of your application, or the Windows services of your application
- File systems (or logical disks) used by your application

- Directories (folders) where your appl ication runs (where transactional data is stored,
where queries are queued, etc.)

- Files critical to your application (to check their presence, size, growth, etc.)

- Other middleware information provided by other KMs, if your application relies on
some middle ware software that can be monitored by specific KMs (Oracle, Tuxedo,
MSMQ, etc.)

- Other middleware information provided by Windows performance counters if your
application relies on middleware software under Windows and provides perfmon data

2. Specify the in formation sources (where/how can you get information about the
application):

- Flat files that contain useful information about your application
- LOG files in which your application writes data (traces of the operations)
- Web pages (your application provides a web front -end that should be tested)

- Database queries (your application relies on a database server and some tables
contain useful data or procedures that should be tested)

- SNMP agents (your application provides information through an SNMP agent that can
be polled or that sends SNMP traps)

- OS commands or scripts that test the application, giving its status or other useful
information

- JMX enabled servers that you want to poll

3. Specify what should be searched for in these information sources
- Strings (regula r expressions) that have to be found or not found

- Numeric values that will be extracted and used to build graph s in the console (with
alert thresholds)

4. Specify what Monitoring Studio should do when an application failure has been
detected.

- Decide what kin d of Alert Action s should be taken when an error is detected

12
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4 - Day-to-day monitoring with BMC Performance Manager Monitoring
Studio

Once properly configured, the application or IT component is monitored and displayed in the
PATROL Console. This IT componen t is from now onwards monitored just like any other
standard component of the system (hardware, OS, middleware, etc.).

=-{3) PATROL Main Map

G145} Tasks

=@k ARYABHAT_3181
-5 com+
§> Event Management

m'*

@ Database Query: master

2% File System: C:

i LOG File: Jopt/myApplication/log/myApp¥.log
¢ [-EJ WML temperature

-» Windows Operating System

Operators use Monitoring Studio to monitor applications just like any other KM with an aim to:
- getting information about the applicati on

- trigger ing various tests

- refresh ing values

- getting histories

- receiving alerts etc.

13
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1 - Application/container icons

Objective

The aim of the application/container tool is to group several monitoring objects related to the

same monitored application, |IT component or device. It greatly facilitates the monitoring
management of applications /components in and permits you to have a clean and well -
structured hierarchy of the monitored objects.

Method (summary)

1. Create a new application or container icon (it is created directly under the managed
computer icon in the PATROL Console).

You can create sub -containe rs within your application/container . This is very useful to
ensure that the monitoring matches your actual applications as closely as possible.

2. Specify an application name (or container name) and enter properties that will be useful to
operators such as:

- description of the application
- person to be contacted in case of an application failure, etc.

I n addition, it i s possible t o specify up t o three
monitoring management of applications:

- You can set command lines that a llow @ $arting or Stopping 0 of the application from
the menu command.

- You can speci fy AiSignature fileso whose exi stence
is currently present on the system and consequently should be monitored (great for
clustered applica tions).

- Th e t hird opti on consists o f setting idre pdry wsafulifoor n
monitoring an application whose properties may change from one system to another.

Result

The application /container icon appears in the PATROL console and then you can create /add
other monitored objects belonging to that application under it. This way they are all grouped

together. This is useful, for instance, if you wish to apply global alert actions to all monitored

objects belonging to one application. Applic ation containers enable you to have a clean and
structured hierarchy of your monitored objects.

1.1 - Creating and editing application/container icons

To create a new application/container icon, [ right -click ] the Monitoring Studio icon in the
PATROL Console and select [KM Commands] > [New] > [Application icon (container)...]

15
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€% New Application/Container Icon

Managed System:ARYABHAT 3181

Welcome to the application/container icon wizard.

This wizard helps you create a new container icon.

Typically, you can use such icons to group several
monitoring tools for the same monitored
application. This icon will be placed under the
managed host icon in the console.

Once the container icon is created, you can
[right-click] on it to add new monitoring of
processes, files, command lines, etc.

Cancel | Next > | Help >>

To edit an existing application/container icon, [ right -click ] the application/container icon
> select [KM Commands] > [Edit]

To create sub -containers, [ right -click ] the application/contai ner icon under which you
want to create a sub -container > select [KM Commands] > [New] > [Sub -container...]

Step 1: Identifying the application to monitor (naming a container)

<& New Application/Container Icon

Managed System:ARYABHAT_3181

Container name: (Application name)

Description: (optional)

I

Contact: (optional)

l

I Let me setup advanced options

< Back | Next > Help >>

7 Container name : Enter the name of the container or application to monitor. Th is will be
used to build the label of the icon in the PATROL Console.

Description (optional) : Description of the application or IT component being monitored.

Contact (optional) : Enter the name of the person to be alerted or who can provide
support in case of an application failure.

7 Let me setup advanced options : Selection enables setting advanced options.

16
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Step 2: Advanced options (optional)

Selecting AAdvanced opti opreviousi step,tdisglays the following panel with 3 options:

ew Application/Container Icon

Managed System:ARYABHAT_3181

Advanced options for the "MyApp" application/container: (optional)

Start -- Stop l Provide the operators with a way to start and
stop "HMyApp™.

The presence/absence of the Signature Files
automatically enables/disables the monitoring of
“MyApp", typically in a clustered environment.

Signature Files

Application Constants l Application Constants are variables that can be
used when creating the monitoring of "MyApp" and
modified at a later time.

< Back | Next > Help >>

Click on the desire d button to show a popup window for the corresponding option.

7 Start -- Stop i This option enables the starting and stopping of an application through a
Monitoring Studio KM command. To activate this feature, you need to specify two command
lines: one to s tart the application, and the other to stop it, and then enter user credentials
to run these commands.

On clicking the Start -- Stop button in the panel shown above, the following panel pops -up:

<% Start and stop options for “MyApp”

Specify here how "HyApp" can be stopped and started
(optional)

"MyApp" can be started with the following command line:
/opt/myApplication/bin/myAppStart.sh

"MyApp" can be stopped with the following command line:

!/opt/myapplication!hin/mynppstop.sh

Run these commands as this user: Password:

|root 36 36 96 36 36 96 36 36 36 36 %

If you specify these commands, the operators will be able to
start or stop "MyApp" at their wish from the PATROL consoles
by using the Start/Stop KM Commands on this
application/container icon.

Accept l Cancel

7 < App lication name> can be started with the following comman d line : Set a command
line to start the application.

7 < App lication name> can be stopped with the following command line : Set a
command line to stop the application.

7 Run these commands as this user with password : Enter a login and password to
execute the sta rt and stop command lines.

17
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Make sure you click on the [Accept] button before you go to the next step. If you click
on the [Cancel] button, the newly applied settings will be disregarded!

From now on, you can start or stop this application by righ t-clicking on the
application/container icon > [KM commands ] > [ Manage ] > [ Start the
application / Stop the application ]

Signature files : This is a feature for managing the monitoring of clustered applications.

The presence of signature files indicates that the managed application is currently

available on the system and consequently should be monitored.

When none of these signature files are present, it means that the application is not

actually present on the system and consequently should not be monitored . In such case,

Monitoring Studio will disable the entire monitoring of this application. This can be

extremely useful when the application is hosted by a "fail -over" cluster.

When you click on the [Signature files] button in the first p a npetli oonfs 0 Ad v a

the following panel is displayed:

<% Automatic activation/deactivation of the monitoring

If none of the signature files specified below are present, the monitoring will
be automatically disabled.

Paths to the signature files:

l

Signature files are typically used for clustered applications that can switch
from one cluster node to another. Specify here one of the clustered application
files and the monitoring of this application will be enabled only when the
application is running on this node (Aryabhat). When the application is running
on another node (thus not running on Aryabhat) the monitoring will be disabled.

Cancel

7 Paths to the signature files : Up to four signature file paths can be entered in these
fields. The application monitoring will be performed only if a minimum of one of these
four files is found. The presence of a signature file means that the application is
currently present and should be monitored.

If none of the required files can be found, the application monitoring will be turned
offline.

These file names do not accept wildcards.

Warning!
Make sure you click on the [Accept] button before you go to the next step. If you click
on the [Cancel] button, the freshly applied settings will be disregarded!
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7 Application Constants : This feature facilitate s the monitoring management of an
application across vario us systems. This feature is very useful for monitoring an
application whose properties may change from one system to another.

Basically, AApplication constantso all ow you t o create a
templ ateo dedi cated t o ft dneapphimationt(@ ranythgng else) and use this

template on several systems even if the application uses different paths, IDs, credentials

etc.

< Application Constants

You can specify up to 5 constants re-usable later as macros in the monitoring
objects that belong to the "HMyApp" application/container.

Constant name Value
Constant 1: ‘ = [ [” Required
Constant 2: ] = [ [~ Required
Constant 3: ‘ = ‘ " Required
Constant 4: | = [~ Required

" Required

Constant 5: }

If a constant is declared as REQUIRED but has no value set,

the’monitoring of “MWApp” will be disabled- L

Cancel [

You define the APP_PATH constant with the [/ opt/ MyApp val
Fi |l e An aobbyestiinsMonitoring Studio, you can specify%{APP_PATH}/log/MyApp.log

as the path to the LOG file. If on another system, this application is located under the

directory (/u sr/local/MyApp for example), you can use the same configuration of

Monitoring Studio (export and import) and just modify the APP_PATH constant on the

new system.

You specify the monitoring of a remote device using SNMP polling and SNMP trap

listening objects in Monitoring Studio. Instead of specifying the IP address of the remot e
device directly in these SNMP objects, you can define a DEVICE_IPADDRESS Application
Constant and use %{DEVICE_IPADDRESS} in the SNMP polling and SNMP listening

objects of Monitoring Studio. If, the IP address changes later, you will only need to

modify the value of the DEVICE_IPADDRESS constant, instead of editing every SNMP

polling and trap listening object.

7 Constant name : Enter the name of the constant. Example: APPLICATION_PATH
7 Value : Set a value for the constant. Example:/opt/myApp
7 Required : Checkt he box to activate this newly -set application constant.

When you check the « Required » box, the monitoring of the application container and all
dependent objects are taken offline if the value of the application constant is not set. This

ensures that no monitoring operation is performed until the required application constants are
properly set. This is particularly useful when you create an application monitoring template

where all the defined application constants are empty. In this case, you first impor t the
configuration template and then give a value to all of the required application constants

before the monitoring actually starts . Click on [ Accept ] and from now on, the application
constant/s will be taken into consideration by Monitoring St udio.
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Step 4: Monitoring Studio settings

- 7 New Application/Container Icon

Managed System:ARYABHAT_3181

Container/Application name:
MyApplication

Object ID:
MyApp

The object ID is used internally by Monitoring
Studio and stored in the PATROL Agent's
configuration. It cannot contain blanks or special
characters.

< Back | Finish Help >>

7 Container/Application name : Label that will be displayed in the PATROL Console for this
application/container monitoring

7 Object ID: PATROL internal identifier of this application /container.
Click on [ Finish ] and the applic ation/container icon will appear in the PATROL console.

Application icons/container objects are instances of the SW_APPLICATIONS class.

1.2 - Removing an application icon/container

You can remove an application icon or container from the PATROL Console simply by right -
clicking the application icon and selecting [KM Commands] > [Delete] . After confirmation,
the application icon and all its depending objects will be removed from the PATROL Console
and from the agent configuration.

Deletion of an application icon or container cannot be undone.
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2 - Command Line analysis

Objective

The aim of this tool is to execute a command line and parse the output of this command,
verify the status of the execution by searching for a string, run an infinite background
command and/ or stop a command execution if the timeout elapses.

Despite the fact that BMC Performance Manager Monitoring Studio offers a variety of
monitoring tools with extensive capabil ities, you may have an in -house script or command that
you need to run and analyze at regular intervals in order to monitor your application.

You can configure Monitoring Studio to execute any command line and parse the output of this
command. In addition, the command line execution feature allows you to:

- stop the command execution once a given timeout is reached
- verify the status of the execution by searching for a string
- run a background command that never ends

Thus, the command line execution feature giv es you the options you need to properly execute,
analyze and monitor the script or command line.

The program or script being executed must not need any user interaction and must not
create any window. Monitoring Studio will analyze its output, i.e . what has been written
to the stdout and stderr streams.

Note

In some way, the command line analysis features provides a "do -it-yourself" kind of tool
allowing you to execute any shell script or VBScript and search for Strings and Numeric

values in the r eturned output.

2.1 - Create or edit a command line analysis

To create a new Command Line analysis, [ right -click ] the application/container icon in the
PATROL Console and select [ KM Commands ] >[ New ] >[ Command Line analysis... 1.

<% New command line execution

Managed System:ARYABHAT_3181

Welcome to the command line execution wizard.

This wizard helps you add the execution of a
command line or script.

This command line will be executed on Aryabhat.
This then offers the possibility to run string
searches and extract numeric values from the
output.

Please note that this command must not display any
window and must not require any user interaction.

cancel |  Mext > J Help >> |

To edit an existing Command Li ne analysis, [right -click] the Command Line icon in the
PATROL Console and select [KM Commands] > [Edit]
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Classic command execution

Step 1: Entering the command line to execute

+ New command line execution

Managed System:ARYABHAT_3181

This wizard helps you add the execution of a command line or script.

Command line to execute:
ping Kant

Execute this command line as...

Username : | Leave these fields blank if you want
this command line to be executed as the

Password: | PATROL Agent default account (patrol).

[~ This command needs to be launched only once and runs continuously

< Back Next > | Help >>

7 Command line to execute . Enter the OS command line or the path to the script that
Monitoring Studio will execute.

7 Execute this command line as Username/Password . Enter a username and password if
the command line needs to be run with a user account different from that of the default
PATROL Agent account.

Note

You can use the %{TIME: é} and %{LASTTI ME: é} macros in the command
be executed. They will be replaced respectively by the current time and by the last

execution ti me. See the AAdditional informationod chapter

format the macros.

Exampl
The following command line runs the diagnose.sh shell script and parses its output:
/lopt/myApp/bin/diag/diagnose.sh

@
n

The following command executes a VBS script:
CSCRIPT.EXE //NoLogo C: \MyApplication \bin\diag\diagnose.vbs

The following command dumps th e error log on IBM AlIX and does only take into account
the new lines that have been logged since the last polling:
error Tais %{LASTTIME:%m%d%H%M%S}
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Step 2: execution period and execution timeout

Ast he fAThis command needs to be | aumghedntoindyowalcyed ampmt irain

is not checked , the following dialog box is displayed.

ew command line execution

Managed System:ARYABHAT_3181

Execute: ping Kant
Stop the command if it takes longer than +!| seconds
P 9 128 2

In such case, an alarm will be raised on the ExecutionStatus parameter. You can
additionally trigger the execution of another command line in order to release
or clean resources that would have been engaged by the timed-out command.

Command to execute if the timeout above is reached (optional):

< Back | Next > Help >>

7 Stop t he command i f it t akes | onge FThe timea afteréwhishe the n d s

command will be stopped.

Note

If the timeout is reached, the value of the ExecutionStatu s parameter will be set to 1,
indicating that the command failed to execute properly. No further analysis will be
performed (String and Numeric Value searches).

7 Command to execute if the timeout above is reached : A sort of recovery/cleaning
action that wil | be executed when the timeout is reached.
Note
The {%PID} macro can be used to indicate the PID of command line process being
interrupted.

Step 3: Command execution validation

This option is useful to avoid basic execution errors like "File not found" bec ause the
command line was mistyped. The following panel will pop up:

'w command line execution

Managed System:ARYABHAT_3181

Execute: ping Kant

Command execution validation (optional)

The command output must match with the following regular expression to be
considered as properly executed:

Once it has been executed, if the output of the command does not match with the
regular expression above, its execution will be considered as failed and an
alarm will be raised on the ExecutionStatus parameter. In such case, no further
analysis on its output will be performed.

< Back | Next > Help >>
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7 Command execution validation : The regular expression entered here will be searched in
the output o f t he command. | f it i s not f ound, t he
will be set to 1, indicating that the command failed to execute properly.

Step 4: Monitoring Studio Settings

Y 7 New command line execution

Managed System:ARYABHAT_3181
Monitoring Studio will create an object in the console to represent
the monitoring of this 0S Command.
You may use the default values or enter a display name as well as an
ID to identify the object in the PATROL environment.
Object display name:
!DS Command: ping Kant
Object internal identifier (ID):
[pingKant
What thresholds do you want to set for the newly created object?
I want to use the default thresholds |
I want to use the default thresholds
I want to set custom thresholds
I want to use the default thresholds and customize them
I do not want to set any thresholds for now
< Back Finish | Help >>

7 Object display name . Label that will be displayed in the PATROL Console for this
command line monitoring object.

7 Object internal identifier (ID) . PATROL internal identifier of this OS command
monitoring.

7 What thresholds do you want to set for the newly created object? The drop -down list
allows you to select the mode of setting alert thresholds:

- Use default thresholds . Uses the default thresholds set by Mo nitoring Studio

- Set custom thresholds . Allows you to customize the thresholds for all parameters of the
instance

- Use default thresholds and customize them : Sets the default Monitoring Studio
thresholds on certain parameters (see list of parameters with def ault thresholds) and then

allows you to customize any/all of them. This is mainly intended to help save time if you
wish to customize the thresholds of just one of many parameters for the instance, and
leave the default settings for the others.

Note
If you select Use default thresholds and customize them ; on clicking [Finish], the
Set Thresholds panel will appear, and certain parameters for the instance will
appear with an asterisk symbol - indicating that they already have thresholds. You
can then customiz e (any/all) the thresholds of the parameters as per your specific
needs.
- Do not set any thresholds : No thresholds will be set on any parameter of the instance,
and as a result no alerts will be triggered. Monitoring Studio will poll the object and return
the output of the polling T but will not raise any alerts until you set thresholds.
Thresholds can be set or modified at anytime by right - clicking on the instance > KM

commands > Set Thresholds.

Note
For details on the parameters discovered, p lease refer to the Reference Guide

v al

ue
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fiNever-endi ngo command executi on

Step 1: Entering the command line to execute

<% New command line execution

Managed System:ARYABHAT_ 3181

This wizard helps you add the execution of a command line or script.

Command line to execute:

Execute this command line as...

Username : | Leave these fields blank if you want
this command line to be executed as the

PATROL Agent default account (patrol).

Password: |

v This command needs to be launched only once and runs continuously

< Back Next > Help >>

7 Command line to execute : Enter the OS command line or the path to the script that
Monitoring Studio will execute.

7 Execute this command line as Username/Password . Enter a username and password if
the command line needs to be run with a user account different from that of the default
PATROL Agent account.

7 This command need s to be launched only once and runs continuously A Anev-er
endingo command i s a program or script t hat runs al | t he t
instead executed just once and the returned value of the command is displayed in the
ReturnOutput parame ter. Also, String and Numeric value searches are performed as new
output is received.

You can use the %{TI ME: é} and %{ LASTTI ME: é} macros in the
be executed. They will be replaced respectively by the current time and by the last
execution ti me. See the AAdditional informationod chapter

format these macros.

Examples

The following command line runs the diagnose.sh shell script and parses its output:
/lopt/myApp/bin/diag/diagnose.sh

The following comman d executes a VBS script:
CSCRIPT.EXE //NoLogo C: \MyApplication \bin\diag\diagnose.vbs

The following command dumps the error log on IBM AIX and does only take into account
the new lines that have been logged since the last polling:
error Tais %{LASTTIME:%m %d%H%M%S}

1
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Step 2: Confirm never-ending command and additional command to execute to stop the never-ending
command

If you select the option "This command needs to be launched only once and runs continuously"
in step 1, the following pop -up asks you to con firm your choice:

<% Command line execution

Managed System:ARYABHAT_3181

A "never ending” command has no timeout and will be

“} continuously running.

Are you sure you want to select this execution mode?

Once the "never -ending" option has been confirmed, the following dialog box confirming that
the command line will be executed just once and will run continuously is shown:

<% New command line execution

Managed System:ARYABHAT_3181

Execute: ping Kant

This command line will be executed only once and will run continuously.
Monitoring Studio will check its output for new lines to be analyzed regularly.

In some case, Monitoring Studio may need to abort the execution of this command.
A standard operating system signal is then sent to the command asking it to
stop. In this case, you can trigger the execution of another command line in
order to release or clean resources that would have been engaged by the
interrupted command, if necessary.

Additional command to execute in such case:

< Back | Next > Help >> |

7 Additional command to execute in such case (when the never -ending command needs to
be interrupted) : This is the command to execute in order to stop the execution of the
never -ending command. This command will be run when the command analysis is deleted
from the PATROL configuration. This is required to put an end to the execution of the
command.

Click [Next]
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Step 3: Monitoring Studio settings

<% New command line execution

Managed System:ARYABHAT 3181

Monitoring Studio will create an object in the console to represent
the monitoring of this 0S Command.

You may use the default values or enter a display name as well as an
ID to identify the object in the PATROL environment.

Object display name:

!OS Command: ping Kant

Object internal identifier (ID):

[pingKant

What thresholds do you want to set for the newly created object?

II want to use the default thresholds |2

I want to use the default thresholds

I want to set custom thresholds

I want to use the default thresholds and customize them
I do not want to set any thresholds for now

< Back Finish Help >>

7 Object display name . Label that will be displayed in the PATROL Console for this
command line monitoring.

7 Object internal identifier (ID) . PATROL internal identifier of this OS command
monitoring.

7 What thresholds do you want to set for the newly created object? The drop -down list
allows you to select the mode of setting alert thresholds:

- Use default thresholds . Uses the default thresholds set by Monitoring Studio

- Set custom th resholds : Allows you to customize the thresholds for all parameters of the
instance

- Use default thresholds and customize them . Sets the default Monitoring Studio

thresholds on certain parameters (see list of parameters with default thresholds) and then
allows you to customize any/all of them. This is mainly intended to help save time if you
wish to customize the thresholds of just one of many parameters for the instance, and
leave the default settings for the others.

If you select Use default threshold s and customize them ; on clicking [Finish], the
Set Thresholds panel will appear, and certain parameters for the instance will

appear with an asterisk symbol - indicating that they already have thresholds. You

can then customize (any/all) the thresholds of the parameters as per your specific
needs.

- Do not set any thresholds : No thresholds will be set on any parameter of the instance,
and as a result no alerts will be triggered. Monitoring Studio will poll the object and return
the output of the polling T but will not raise any alerts until you set thresholds.

Thresholds can be set or modified at anytime by right - clicking on the instance > KM
commands > Set Thresholds.

Note
For details on the parameters discovered, please refer to the Reference Guide
Command line analysis objects are instances of the SW_OSCOMMANDS class.
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3 - Database Query analysis

Objective

The aim of this Database query tool is to execute SQL queries on Microsoft SQL and/or Oracle
databases and monitor their return output within your PATROL environment.

You can then run string or numeric value searches within the return output to get /monitor the
result in myriad ways. You need no longer run separate SQL queries.

Method

If the application you wish to monitor uses a database server, you can test this database by

sending applicative queries to the database server, or by testing the conte nt of some critical
application tables. Once you have specified your SQL query, you can search for strings in the

result set and build graphs using the numerical values returned. Queries can be set up to
perform complex tasks with just the click of a butto n, and they can be saved for future use.

Monitoring Studio can execute SQL queries on remote databases (since v8.3). In order to
do remote SQL queries, Monitoring Studio requires the SQL Server client or the Oracle
SQL*Plus utility to be installed and configured on the computer where Monitoring Studio
is actually running.

As query results are stored by Monitoring Studio in a pipe -separated table format, it is easy to
specify strings to be searched or numeric values to be extracted from a database query .
Please refer to the Searching for strings and Extracting numeric values section s for more
information. Below is an e xample of how the database query result is formatted a nd then
being searched for strings and numeric values:

QUEUEDDOL 343

| | |
QUEUEODQO02 | 0 | Test |
QUEUECOO03 | 17 | pending |
QUEUEODQ04 | 1 | output |
QUEUEDOOS | 0 | Input |
NUEUEODOG | 0 | Testing |

3.1 - Create or edit a database query analysis

To create a new database query analysis, [right -click] the application/container icon in
the PATROL Console and select [KM Commands] > [New] > [Database Query anal ysi.s é]
To edit an existing Database query analysis, [right -click] the Database query analysis icon

in the PATROL Console and select [KM Commands] > [Edit]
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Step 1: Selecting the database type

lew Database Query

Managed System:KANT_3181

Welcome to the Database Query analysis wizard.

This wizard helps you execute, monitor and analyze
a database query.

You can specify the execution of an SQL query and
then search for strings and/or numeric values in
the result.

¢
#5 wer o

; 14001#44 Note: Once selected, the type of the database

Select the type of database server::

o

loracle Database Server LI

server cannot be changed.

Cancel | Next > | Help >> |

7 Select a database server : Specify here whether the datab ase used by your application is
an Oracle Database Server or a Microsoft SQL Server.

Note

Only Oracle databases are supported on UNIX. Therefore, if the PATROL agent is running
on a UNIX system, the first step is omitted.

Step 2 7 a: Oracle database connection settings and query to be executed

<% New Database Query

Managed System:KANT_ 3181
Oracle Database Server connection settings
System identifier (Oracle SID) or connection string:
Tip
Username: Passwnrd:‘
SQL*Plus settings {(on kant)
Oracle location: (ORACLE_HOME or Instant Client path)
| Tip
Optional alternate TNS_ADMIN path:
SQL Query to be executed:
ti t: (e d:
Query timeou 128 = seconds
Cancel Next > [ Help >> j
7 System identifier (Oracle SID) or connection string : Specify the Oracle SID of the
database server you want to connect to as declared in the tnsnames.ora file.
If the Oracle Instant Client is installed, you can spe cify the server hostname and port by

using the syntax: //hostname:1521/oracleSID.

7 Username : Database account used to connect to the server.
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Password : Password associated with the specified username.

Oracle location . Path to the Oracle client. This can be e ither ORACLE_HOME if the Oracle
Database Server or Full Client is installed (example: c: \Oracle\ora92), or the path to
Oracle Instant Client (example: /opt/oracle_instant_client).

7 Optional alternate TNS_ADMIN path : If the Oracle Database Server or Full Cli ent is
installed and the tnsnames.ora file is not located in the default directory, you can specify
the path to the directory which contains tnsnames.ora and that will allow SQL*Plus to
resolve the Oracle SID you entered in the first field.

7 SQL Query to be executed : One -line SQL statement that will be executed by the Oracle
server and whose result will be parsed by Monitoring Studio. This can be also the path to
an existing SQL script file.

7 Query timeout : Time in seconds. When this timeout is reached, Monit or Studio considers
the Oracle database to be unreachable and triggers an alert on the ExecutionTime
parameter.

Oracle service name : BACKENDDB

Username : sysApp

Password : *xx**x*

SQL query : SELECT COUNT(*) FROM PendingCustomers

Behavior : will connect to the BACKENDDB Oracle server instance using the sysApp
database account and ask the server to return the number of rows in the Pending
Customers table. This query should give a number representing the number of waiting
customers for the application.

No te about SQL*Plus

Monitoring Studio uses Oracle SQL*Plus to connect to an Oracle Database Server.
Therefore, SQL*Plus needs to be installed on the computer where Monitoring Studio and
the PATROL Agent are running.

SQL*Plus is installed by default with Or acle Database Server (from version 7.x to 10g).
If you are configuring local queries, you need to enter the current ORACLE_HOME as the
Oracle location.

SQL*Plus is also installed by default with the Oracle Database Client (from version 7.x
to 10g). If the Oracle Database Client has been installed on the computer where the
PATROL Agent is running, you need to enter the current ORACLE_HOME as the Oracle
location.

Starting with version 10g, Oracle now provides a new lightweight client: Oracle Instant
Client. This new client is made of several packages. In order to make Oracle queries
with Monitoring Studi o, you need to instal/l t he
Basi c Liteo) as wel|l as il nstant Client SQL*PI u
unzipped the Oracle packages as the Oracle location.

Il nstant 1
Speci f

o

S

On Windows, Monitoring Studio will try to detect by itself the SQL*Plus settings. On
Linux and UNIX, Monitoring Studio will detect the proper SQL*Plus settings only if the
PATH environment variable contains the directory of the SQL*Plus binary.

Note about the Oracle system identifier (Oracle SID)

If Oracle Database Server of the full Oracle Database Client is installed on the computer
where the PATROL Agent and Monitoring Studio are running, SQL*Plus will u se the
classic name resolution system. In this case, the Oracle system identifier (Oracle SID)
that you enter in the first field will be resolved by using the tnsnames.ora file.

In most cases, the tnsnames.ora file is located in the $SORACLE_HOME/network/a dmin
directory. If it is located in another specific directory, you must specify the optional
alternate TNS_ADMIN path (only enter the path to the directory).
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The tnsnames.ora needs to be maintained by an Oracle administrator. Please consult
your database administrator if the Oracle system identifier of the database you want to
connect to is not registered in the tnsnames.ora file.

If the Oracle Instant Client is installed on the computer where the PATROL Agent and
Monitoring Studio are running, you do not need the tnsnames.ora file. Instead, you can
use the following syntax for the Orac le system identifier:
//server_hostname:1521/database_sid

Clicking [Next] will bring you to the last panel with the Monitoring Studio settings.

Step 2 i b: Microsoft SQL Server connection settings and query to be executed

If you selected Microsoft SQL server in the first panel of the wizard, then this is what follows:

< New Database Query

Managed System:KANT_3181

Database query for SQL-Server

SQL Server host name: Connect to the database server as:
ideFault

Username :

SQL Server instance name: \
[default Password:
1

patabase name: Authentication mode:
+ SQL Server( Windous

imaster

SQL Query to be executed:

The query will timeout after ﬁih iﬁ seconds

Cancel | Next > Help >>

7 SQL Server host name : Name of the server where SQL Server is running (host name or IP
address).
7 SQL Server instance name . Specify the SQL server instance name if there are several

SQL Server instances installed. Leave "default" if there is a single instance.
Database name : Name of the database within the instance or within the server.
Username : SQL Server accou nt to be used to connect to the database.

Password : Password associated with the specified username.

N N NN

SQL Query to be executed : One -line SQL command that will be executed by the SQL
server, whose output will be parsed by Monitoring Studio

Note
The instance name is only supported for Microsoft SQL Server 2000 and higher versions.
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Step 3: Monitoring Studio settings

< New Database Query

Managed System:KANT_3181

Monitoring Studio will create an object in the console to represent
the monitoring of this Database Query.

You may use the default values or enter a display name as well as an
ID to identify the object in the PATROL environment.

Object display name:

‘Database Query: select name from Agent

Object internal identifier (ID):

TselectnameFromn

What thresholds do you want to set for the newly created object?

l

—

want to use the default thresholds <

I _want to use the default thresholds

I want to set custom thresholds

I want to use the default thresholds and customize them
I do not want to set any thresholds for now

< Back Finish | Help >>

7 Object display name . Label that will be displayed in the PATROL Console for this database
query monitoring.

7 Object internal identifier (1D) : PATROL internal identifier of this database query
monitoring.

7 What thresholds do you want to set for the newly created object? The drop -down list
allows you to select the mode of setting alert thresholds:

- Use default thresholds : Uses the default thresholds set by Monitoring Studio

- Set custom thresholds . Allows you to customize the thresholds for all parameters of the
instance

- Use default thresholds and customize them . Sets the default Monitoring Studio
thresholds on certain parameters (see list of parameters wi th default thresholds) and then

allows you to customize any/all of them. This is mainly intended to help save time if you
wish to customize the thresholds of just one of many parameters for the instance, and
leave the default settings for the others.

Note
If you select Use default thresholds and customize them ; on clicking [Finish], the
Set Thresholds panel will appear, and certain parameters for the instance will
appear with an asterisk symbol - indicating that they already have thresholds. You
can then cu stomize (any/all) the thresholds of the parameters as per your specific
needs.
- Do not set any thresholds : No thresholds will be set on any parameter of the instance,
and as a result no alerts will be triggered. Monitoring Studio will poll the object and r eturn
the output of the polling T but will not raise any alerts until you set thresholds.
Thresholds can be set or modified at anytime by right - clicking on the instance > KM

commands > Set Thresholds.

Note
For details on the parameters discove red, please refer to the Reference Guide
Database query analysis objects are instances of the SW_DB_QUERIE S class.
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4 - Extracting numeric values

Objective

The aim of this tool is to extract actual values from a given text and build graphs with these
values and set alert thresholds. This can be performed on many of the monitored objects such
as files, folders, WMI , database queries, SNMP, JMX polling, etc.

Problems with an application are not always as simple as a sentence explaining that an "error
has occurred.” Sometimes, an application reports its health by providing critical numbers, like
waiting customer numbe r, queued requests, processing time, etc. Perhaps you need to know
how many clients are waiting for a connection to your application or how many jobs still need

to be treated. Monitoring Studio allows you to extract a numerical value from an information
source, build a graph and set alert thresholds in order to trigger alerts if the number breaches
the threshold

Method (summary)

The numeric value searching function works a bit differently on "running sources" (LOG files
and never -ending command lines) than on flat sources (flat files, command lines, Web
requests, etc.):

- On "running sources” (LOG files and never ending command lines), the numeric values
are searched only in new lines since the last polling.
- On "flat sources" (flat files, command lines, Web requests , database queries),
numeric values are searched in the entire source (the whole file, the whole standard
output, the whole HTTP response, the whole data -set).
If several values are found, it is possible to select which value should be kept: th e last value

found, the average of all values, the minimum or maximum or a total of all values. A graph is
then built with these values.

4.1 - Create or edit a numeric value extraction

To create a new numeric value search, [right -click] the information source ic on (file, Web
request, etc.) in the PATROL Console and select [KM Commands] > [New] > [Numeric
value extraction...]

53 7 New Numeric Value search for "optmyApplicationlogmyApplog_2"

Managed System:ARYABHAT_3181

V’Q Welcome to the Numeric Ualue search wizard.

ik
H‘m \ ) This wizard helps you extract numeric values from
;19 > 'LOG File: /opt/myApplication/log/myAppx.log’ and
build a graph with these values in the PATROL
Consoles.

In order to extract numeric values, you have to
specify which lines must be searched in, and then
where the numeric value can be found in these
lines.

cancel | Next > J Help >> |

To edit an existing numeric value search, [right -click] the numeric value extraction icon in
the PATROL Console and select [KM Commands] > [Edit]
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Step 1: Lines to be taken into account

In the first step of the wizard, you are asked to provide information about the line(s) in which
the numeric value will be searched for:

lew Numeric Value search for ‘optmyApplicationlogmyApplog_2'

Managed System:ARYABHAT_3181

Lines to be taken into account

Please, specify which lines from 'LOG File:
fopt/myApplication/log/myApp*.log' should be taken into account.

Extract numeric values from (311 lines ‘:J

all lines
line numbers (fill in below)

= = = .|Lines matching the regular expression below
v If using line numbers, SKip DI4NK LINES

You can configure Monitoring Studio to look for numeric values only in some
specific lines of 'LOG File: fopt/myApplication/log/myApp=.log’'. If you
choose to specify the line numbers, you can use the following formats, for
example: "4;6;8", or "3-", or "-5", or "1;3-5;7-9".

< Back | Next > Help >>

7 Line to be taken into account . Specify which lines are to be searche d for the numeric

value. The information to enter subsequently depends on this first choice. There are three
modes to choose from:

- All lines : In this case there is no need to enter anything, as all lines of the text will

be scanned for the Numeric value se arch. This might mean that several numeric
values will be found.

- Line numbers (fill in below) : Only entered line numbers will be scanned. If this
mode is selected, the line numbers must be entered in the text field below.

Line numbers are specified as fol lows:
X, y: line x and line y
x-y: all lines from x to y inclusive
x: all lines from 1 to x inclusive

x-: all lines from x to the end of the file inclusive

Checking the ASkip blank |l ineso box wil!/l effectively igno
lines.
- Lines matching the regular expression below : The lines scanned will be lines

matching the Regular expressions entered. If this mode is selected, the regular

expression that will be used to identify the lines must be typed in the text field

below. All lines matching the regular expression search will be scanned and other
lines will be ignored.
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After selecting the lines in which the numeric value will be search

information about where in the lines the numeric value should be found:

"+ New Numeric Value search for ‘optmyApplicationlogmyApplog_2'

Managed System:ARYABHAT_ 3181

Location of the numeric value in the selected lines

Please, specify where the numeric value is located in the previously
selected lines from 'LOG File: fopt/myApplication/log/myAppx.log’.

The numeric value is located:

after the string v‘

after the string

before the string

at the character offset
in the column number

per, how are columns Column separators

Expected format: The numeric value should look like |1800888.80 ~

¥ The value can be negative (prefixed by a dash (-) sign)

< Back Next > Help >>
7 The numeric value is located

information to enter depends on this choice.

- After/ before t he

- Extracting numeric values

ed, you are asked to provide

There are four different modes to choose from and the

Thet vaiue ghould be found after or before the string

entered. Select if the numeric value should be searched after or before the specified
string and type the string that will indicate the position of the number.

- At t he charact er Thefvdliseeshodal

d be at a specific character offset in the

line. Enter the offset number in the box. Monitoring Studio will look for the numeric

value at that exact character offset in the line.

will be collected. A character offset i s nothing but the character "number", for
example, you want to search for a value that starts from the 7 " character in the
line... so you will enter "7" as the character offset.

- In t he col umn n:u b greéiously selected lines contain several columns
identified by a separator character. Enter the column number that should contain the
value and c¢click the ACol umn separatorso button t

€% Column separators s X

If using a column number, the following characters must be
considered as column separators:

v Blank space I ; (semicolon) Other (fill in below):
v Tabulation [~ , {(comma)

1 (pipe)

* Consecutive separators must be treated as a single one
" Consecutive separators mean empty columns

Cancel

The panel shows the available default separators: Blank space, semicolon

and pipe. Check or un

separators in the " Other " text box.

7 Consecutive separators must be treated as a single one

consecutive separators must be treated as a single separator.

7 Consecutive separators mean empty columns

Each

individual column separator and the column is considered empty.
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Just type the separators one after the other.

separator is

If no numeric data is found, no value

Typically, it indicates

treated as an
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The above two options are especially useful for data separated by blanks.

7 Expected format : Select how the numeric values are formatted. This option allows you to
extract numeric values that use blank, comma or points as decimal and thousand
separators.

7 The value can be negative : Specify if the numeric v alues that you are looking for can be
negative.

Note

If Monitoring Studio does not find a number at the specified location, no numeric value will be extracted and
the PATROL graph will not be refreshed (space characters are ignored).

Step 3: Value selection from multiple matches

ew Numeric Value search for ‘'optmyApplicationlogmyApplog_2'

Managed System:ARYABHAT_3181

Additional computation options

It is possible that several lines contain the searched numeric values.
However, each time the 'LOG File: /opt/myApplication/log/myApp=.log*
parameters are refreshed, only one value will be kept by this Numeric Value
search.

What Monitoring Studio should do when several numeric values that match
your criteria are found in ‘LOG File: /fopt/myApplication/log/myApp=.log‘?

If several numeric values are found, [keep the last value found j

keep the first value found
keep the last value found
. calculate the average -
Rescaling: [pjyide the value by | ‘keep the lowest value

keep the greatest value
add up all values

< Back | Next > ‘ Help >>

In case several values are found in the searched text, it is necessary to identify which one
should be used to set the parameter value and build the graph in the PATROL Console.

7 The five possible choices are:
- Keep the first value found
- Keep the last value found (default)
- Calculate the average
- Keep the lowest value
-  Keep the greatest value
- Add up all values

7 Rescaling : You can configure Monitoring Studio to rescale the value that is being
extracted in order to have a more readable gr aph in the PATROL Console. You can:

- Do no rescaling

- Divide the value by a value that then gives you the reading in terms best suited to
you.

- Multiply the extracted value by a constant factor.

This can be useful if you extract numeric values in bytes but p refer to show a graph in
megabytes. In such a case, you would divide the values by 1048576 (1024*1024).
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Step 4: Monitoring Studio settings

<% New Numeric Value search for ‘optmyApplicationlogmyApplog_2'

Managed System:ARYABHAT_3181

Monitoring Studio is going to create an object in the console to
represent the monitoring of this Numeric Ualue Search.

You may use the default values or enter a display name as well as an
ID to identify the object in the PATROL environment.

Object display name:

tNumeric Value Search: Processing Time

Object internal identifier (ID):
[MynppuProcessingTime

What thresholds do you want to set for the newly created object?

'I want to use the default thresholds v
I want to use the default thresholds

I want to set custom thresholds

I want to use the default thresholds and customize them

I do not want to set any thresholds for now

| < Back | Finish | Help >>

7 Object display name : Label that will be displayed in the PATROL Console for this numeric

values extraction object
7 Object internal identifier (ID) : PATROL internal identifier of this numeric value search

monitoring.
7 What thresholds do you want to set for the newly created object? The drop -down list

allows you to select the mode of setting alert thresholds:

- Use default thresholds : Uses the default thresholds set by Monitoring Studio

- Set custom thresholds . Allows you to customize the thresholds for all parameters of the
instance
- Use default thresholds and customize them . Sets the default Monitoring Studio

thresholds on ce rtain parameters (see list of parameters with default thresholds) and then
allows you to customize any/all of them. This is mainly intended to help save time if you

wish to customize the thresholds of just one of many parameters for the instance, and

leave the default settings for the others.

Not e

If you select Use default thresholds and customize them ; on clicking [Finish], the
Set Thresholds panel will appear, and certain parameters for the instance will appear
with an asterisk symbol - indicating that th ey already have thresholds. You can then
customize (any/all) the thresholds of the parameters as per your specific needs.

- Do not set any thresholds : No thresholds will be set on any parameter of the instance,
and as a result no alerts will be triggered. M onitoring Studio will poll the object and return
the output of the polling T but will not raise any alerts until you set thresholds.

Thresholds can be set or modified at anytime by right - clicking on the instance > KM
commands > Set Thresholds.

Note
For details on the parameters discovered, please refer to the Reference Guide
Numeric value search objects are instances of the SW_NUMBERS class.
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5 - File monitoring and analysis

Objective

The aim of this powerful File

User Guide

monitoring tool is to instantly detect and be alerted if any files

- File monitoring and analysis

go missing, if a file is growing at a steady speed, whether it is being regularly updated,
whether its security settings have changed, etc.
The File monitoring and a nalysis tool is one of the most important tools within

Performance Manager Monitoring Studio ,
which are critic al. Monitoring Studio allows yo

- To monitor
security

- Parse file content to retrieve useful data (i
and numeric values to build graph s).

the main characteristics of these files such as:

as most applications deal with files and many of
u to:

presence, size, growth &

ncluding strings that should be present or not

The most typical usage of file monitoring is parsing a LOG file. Most applications use LOG files
to trace their operations and notify operators when failures occur.

Difference between flat files and LOG files

-called “f lat files" are always entirely parsed when you

As opposed to the LOG files, so

specify strings or numeric values to search in the file.

will be scanned when searching for string

Method (summary)
To monitor a file you must first:

1. Specify whether it is a flat file or
therefore need to be parsed entirely

appended at the end of the file and ther
2. Indica te the path t o t he f il

3. Select which characteristics should be
the AFil e Security ¢

4. Then you can create one or more new s
will raise alerts wh

If you have large multi

numeric value sea rches on it.

5. You can also create on

-line records,
transform the content with the text pre

In LOG files, only the new lines
s or numeric values.

a LOG file
as opposed to LOG files where new lines are
efore only these new lines n

e you want to monitor é

checked for that file.
hecko

(In addition, you may use
feature to verify sec

tring search objects u nder the file object

en a string is found.

or XML files or complex LOG files, you can first
-processing tool, and then run string and

e or more numeric value search objects under the file object

that will extract numeric values from file content and build graphs.

Result

Once the set
extractions,

PATROL Console looks like the picture below:

file monitoring has been up,

) j LOG File: Jopt/myApplication/log/myApp*.log;

- £1 File Securitv: mvAop®.loa

- (_;] Numeric Value Extraction: version number
- -4 String Search: error

L © ,; Text Pre-Processing: multi2Single
. llly LastChanged

----- il Size

~~~~~ Ef Exists

text preprocessing, and file security has been set up,

along with string searches, numeric value
the objects hierarchy in the
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5.1 - Create or edit a file monitoring

To create a new file monitoring and analysis, [ right -click ] the application/c ontainer icon in
the PATROL Console and select [ KM Commands ] > [ New] > [ File monitoring and
analysis... 1.

<% New File monitoring and analysis

Managed System:ARYABHAT_3181

Welcome to the file monitoring and analysis
wizard.

This wizard allows you to monitor the presence,
size, growth and security of a file..

Once the monitoring is setup, you can analyze the
file content through the KM commands: String
search and Numeric value extraction.

Please specify the type of file you would like to
monitor:...

* LOG file; parse only NEW LINES at each polling

"~ FLAT file; parse the ENTIRE FILE at each polling

cancel | Next > | Help >>J

To edit an existing file monitoring, [right -click] the file icon in the PATROL Console and
select [KM Commands] > [Edit]

To monitor the security s ettings of this file, [right -click] on the file icon (once it has been

created) in the PATROL Console and select [KM Commands] > [New] > [File Security

checké] See t he s e ¢ Filie osecuridyn mofiitoring 0 for mor e i nf oautmehitsi o n ab
feature.

To specify strings to search in this file, [right -click] the file icon (once it has been created)

in the PATROL Console and select [KM Commands] > [New] > [String search...] . See

chapter "Searching for strings" for more information about this feature.

To specify numeric values to extract from in this file, [right -click] the file icon (once it has

been created) in the PATROL Console and select [KM Commands] > [New] > [Numeric

Val ue s e ar.Sbeéchapter "Searching for numeric values" for more information about this

feature.
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file to monitor

After specifying the type of file: LOG or flat, in the first panel of the file monitoring wizard,
identify the file you wish to monitor

<’} Edit file monitoring and analysis ‘FLAT File: mshw_debug.txt'

Managed System:KANT_3181

file name and path:

*?' to replace only one

v Exists

v Size

v LastChanged
-

v GrowthSpeed
v GrouwthPercentage

c:\myApplication\log\myApp.log

Note: You may use wildcards such as 'x*' to replace any number of characters, or

character. Monitoring Studio will monitor the most

recent file matching the mask entered.

Select the parameters you want to monitor for this file:

File's presence

File's size in KiloBytes

Time elapsed since the last modification of the file
File's growth speed in KiloBytes per minute

File's growth percentage

Cancel | Next > Help >>

7 File name and path

Note

. enter the path and the name of the file to be monitored.

Wildcards can be used in the path or file name. In this case, the most recently modified
or created file matching the criteria will be monitored. The wildcard characters that can

be used are:

'?': replaces one ch aracter,

'*': replaces one

or more characters.

It is also possible to use a format function to dynamically assign the current date or
time in the file name or pat h. Si mply insert t lared
patho field, r e pl a cotsrbg datehf@ mat Bymbeods: d

%{ ASCTI ME: é} For a | i st of f or mat symbol s, me ani

the Format symbols for the %{ ASCTIME:é } ma c rclapter.

- File monitoring and analysis

f

ng

ol I owi

and

Example:

Monitor : /opt/myApplication/log/myApp*.log
Behavior : Monito ring Studio will look for the most recent file that matches the mask

(/lopt/myApplication/log/myApp_20030807_1711 e.g.) and start the monitoring of this
file. When the application stops writing in this LOG file and creates a new one

(/lopt/myApplication/log/ myApp_20030808_0512 e.g.).

Monitoring Studio analyses the current file for changes and searches for strings and
numbers, and then switch to this new file. This way, no information is lost when

switching from the previous file to the new one.

S

n i
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7 Select the parameters you want to monitor : Select only those relevant to this file
monitoring and deselect the others. Herebds a table with the
Name Description
Exists Determines whether the file exists or not

Unit: 0 = Exists, 1 = Does not exist

GrowthPercentage File growth percentage
Unit: Percent per minute (%/min)

GrowthSpeed File growth speed
Unit: Kilobytes per minute (KB/min)

LastChanged Elapsed time since the File was modified
Unit: Minutes

Size File size
Unit: Kilobytes (KB)

Please bear in mind, that when you set or edit thresholds i the thresholds dialogue box
will display only those parameters selected at this stage. At a later stage, if you wish to
monitor more parameters of this file (or less), click on the instance > KM commands >

Edit and select or de -select the parameters.

7 Click [Next] . You arrive at the last panel of the file monitoring set -up process.
Note
A warning panel will appe ar if the file does not actually exist/if the path entered is
incorrect.

Step 2: Monitoring Studio Settings
You arrive at the final panel with the options for label, ID and thresholds:

3 gy |

Managed System:ARYABHAT_3181

Monitoring Studio is going to create an instance in the console to
represent the monitoring of this File.

You may use the default values or enter a display name as well as an
ID to identify the instance in the PATROL environment.

Instance label:

LOG File: /opt/myApplication/log/myAppx.log

Instance internal identifier (ID):
{optmynpplicationlogmynpplog

What thresholds do you want to set for the newly created instance?

I want to use the default thresholds I
I want to use the default thresholds
I want to set custom thresholds
I _want to use the default thresholds and customize them
I do not want to set any thresholds for nouw
< Back Finish Help >>
7 Object display name : Label that will be displayed in the PATROL Conso le for this file
monitoring.
Object internal identifier (I1D) : PATROL internal identifier of this monitored object.
What thresholds do you want to set for the newly created instance? A drop -down list

allows you to select the mode of setting alert thresholds
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- Use default thresholds : Uses the default thresholds set by Monitoring Studio

- Set custom thresholds : Allows you to customize the thresholds for all parameters of the
instance

- Use default thresholds and customize them : Sets the default Monitoring Studio

thresholds on certain parameters (see list of parameters with default thresholds) and then

allows you to customize any/all of them. This is mainly intended to help save time if you

wish to customize the thresholds of just one of many parameters for the insta nce, and
leave the default settings for the others.

Note

If you select Use default thresholds and customize them ; on clicking [Finish], the
Set Thresholds panel will appear, and certain parameters for the instance will

appear with an asterisk symbol - indi cating that they already have thresholds. You

can then customize (any/all) the thresholds of the parameters as per your specific

needs.

- Do not set any thresholds for now : No thresholds will be set on any parameter of the
instance, and as a result no alert s will be triggered. Monitoring Studio will poll the object
and return the output of the polling i but will not raise any alerts until you set thresholds.

Thresholds can be set or modified at anytime by right - clicking on the instance > KM

comma nds > Set Thresholds.

Note
For details on the parameters discovered, please refer to the Reference Guide
File monitoring objects are instances of the SW_FILES class
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6 - File security monitoring

Objective

The aim of this tool is offer you a complete coverage of file monitoring by allowing you to
ensure that file security is respected.

With a few clicks, you can monitor the access and rights of groups and users and define who
should be alerted if the file content is changed or security is breached.

6.1 - Create or edit a File security monitoring

To create a new File security monitoring, [ right -click ] the File monitorin g icon in the
PATROL Console and select [ KM Commands ] >[ New ] >[ File security check... ].
To edit an existing File security monitoring, [right -click] the File security icon in the

PATROL Console and select [KM Commands] > [Edit]

Step 1: Selecting the security parameters

The first panel of the File security wizard allows you to select the different file security
options you wish to monitor.

X T New File Security check for ‘LOG File: Jopt/myApplication/log/myAp... = [ g

Managed System:ARYABHAT_3181

File: /opt/myApplication/log/myApp=.log

This wizards helps you add a File security monitoring.

I want to check the following security options:

v The granted file access rights

v The user that ouwns the file

v The group that may have access to the file
v The file inteqrity

Cancel | Next > Help >>

7 The granted file access rights
7 The user that owns the file
7 The group that may have access to the file
7 The file inte grity
Check the options you wish to monitor and click [Next] to proceed.
Note
By default, Monitoring Studio uses the current file attributes and owners in the next
steps. If the current file configuration is the correct one, simply click on [Next] until th e

end of the wizard.
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Step 2: Filebds access rights

This panel hel ps y ou t o define t he type of al ert t o trigage
different from the ones entered. Depending on the operating system the PATROL agent is
running on, you may get dif ferent options.

On UNIX and Linux systems

¥ I New File Security monitoring for 'LOG File: myApp*.log’

Managed System:EUCLIDE_3181

File: /fopt/myApplication/log/myAppx*.log

[Trigger a WARNING iZJiF the file's access rights are not exactly as below.

File's access rights: ;total Access rights help

Note: use '?' as a wild card to replace any character in the access rights.
No interpretation will be performed for this/these character(s).

< Back | Next > Help >>

7 Type of alert : The first dropdown list enables you to choose the type of alert to trigger if
t he current file mo d e does not mat ch t he flexpectedo file
either raise an Alarm, Warning, or Information, or not raise any alert at all and simply

monitor the file mode for informational purpose only.

7 File access rights . These are the classic file access rights that can be looked up by
executing am fommand.

The access rights consist of 10 characters, for example: - TWXT - XTI -X.

The first character indicates the entry type:
b: block special file
c: character special file
d: directory
I: symbolic link
n: network special file
p: fifo (also called a \"named pipe \") special file
s: socket
-: or dinary file

The following 9 characters are interpreted as three sets of three characters each which
identify, access and execute permissions for the owner, group, and others categories.

The-Afli ndi cates t hat per mi ssi on i s not g r @an be gut togétheriir u s per mi
any combination, except that the x, s, S, t, and T characters are mutually exclusive.

The access rights characters are interpreted as follows:
-: Deny all permissions in the corresponding position.
r: Grant read permission to the cor responding user class.
w: Grant write permission to the corresponding user class.

x: Grant execute (or search in directory) permission to the corresponding user class.
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s: Grant execute (search) permission to the corresponding user class. Execute the file a
if by the owner (set user ID, SUID) or group (set group ID, SGID), as indicated by

position.

S: Deny execute (search) permission to the corresponding user class. Execute the file as

if by the owner (set user ID, SUID) or group (set group ID, SGID), as in dicated by
position.

t: Grant execute (search) permission to others. The "sticky" (save text image) bit is set.

T: Deny execute (search directory) permission to others. The "sticky" (save text image)
bit is set.

On Windows systems

The file access rights de pend on the Access Control List (ACL) on Windows systems. An ACL is
a table that tells a computer operating system the access rights each user has to a particular
system object, such as a file directory or individual file.

Each object has a security attri bute that identifies its access control list. The list has an entry
for each system user with access privileges. The most common privileges include the ability
to:

- Read a file (or all the files in a directory)
- Write to the file or files

- Execute the file (i fitis an executable file, or program).

<% New File Security monitoring for 'LOG File: Jopt/myApplication/log/myApp*.L... = [ g

Hanaged System:ARYABHAT_ 3181

File: /opt/myApplication/log/myApp=.log

Trigger a WARNING j if the file's access

rights are not set [exactly as below. |

Granted access rights Username or group

I Read | Write | Execute

I Read | Write | Execute [

" Read | Write [ Execute

B

Read [ Write | Execute [

I” Read | Write | Execute [

" Read | Write [ Execute

" Read | Write | Execute [

I Read | Write [ Execute

< Back Next > ‘ Help >> J

In Windows, an access control list is associated with each system object:

- Each ACL has one or more access control entries (ACEs) consisting of the name of a user
or group of users.

- The user can also be a role nam e, such as "programmer," or "tester."

- For each of these users, groups, or roles, the access privileges are stated in a string of
bits called an access mask .

- Generally, the system administrator or the object owner creates the access control list for
an ob ject.
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7 In this panel, you can enter up to 8 users or groups and select whether they can read,
write or execute the file by checking the boxes at the left of the user name.

7 You are also asked to provide the type of alert to trigger (Alarm, Warning or Informa tion)
i f the fileds access rights differ from the ones entered.

7 1t i s al so possible to set an alert when the fileds access
(exactly as below) or if other users in addition to those in the panel (at least as below)

have ac cess to the file as well.

Step 3: Filebds owner

Moni toring Studio can check i f the fileds owner is a certain
one or two users entered and trigger an alert accordingly.

7 Select the type of alert and whether or not the file 0s owner shoul d mat ch t he
entered in the text boxes.
Step 4: Fil eds group

Moni toring Studi o can check i f t he fileods group di ffers fron
an alert accordingly.

7 Select the type of al ert t o be errgiogpgmeatcieed orwdiffers frdmi thee 6 s o wn
owners entered in the text boxes: Do nothing; Trigger and alarm; Trigger a warning;
Trigger an information
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