
 

BMC® Performance Manager 

Monitoring Studio  
User Guide 

 
 
 
 

 
 
 
 
 

 
 

 
 

Supporting  

Monitoring Studio KM for PATROLÈ version 8.5.00 by Sentry SoftwareÊ  
 
 
 
 
 
 
 
 
 
 
 
 
 

June, 2007



 

 
Contacting BMC Software  

You  can  access  the  B M C So f t ware  Web  s i te  a t  h t tp : / /w ww. bmc .com/.  From this Web site, you can obtain 
informat ion about the company,  i ts products, corporate offices, specia l  events, and career 
opportuni t ies. 
 
 

 

United States and Canada  

 

Outside United States and 
Canada  

 

 
Ad dress BM C So f t ware ,  Inc .  2101  C i tyWes t  B lvd .  

Hous ton  TX 77042-2827 
Te lep ho ne 

 
Fax 

(01 )  713  918  8800 

 
(01 )  713  918  8000 

 
Te lep ho ne 713  918  8800 o r   

800  841  2031 
 

 
Fax 713  918  8000  
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Customer Support 

You  can  ob ta in  techn ica l  suppo r t  by  us ing  the  Suppo r t  pag e  on  the  B MC So f tware  Web  s i te  o r  by  con tac t ing  
Cus tomer  Suppo r t  by  te lephone  o r  e-ma i l .  To  exped i te  you r  inqu i ry ,  p lea se  see  ñBefore Contacting BMC 

Software.ò 

Support Web Site  

You  can  ob ta in  techn ica l  suppo r t  f rom BM C So f tware  24  h ou rs  a  day ,  7  days  a  week  a t   

h t tp : / /www .bmc .com /suppo r t_home.  From this Web si te,  you can 

Â re a d  o ve rv ie w s  a b o u t  s up po r t  se r v ic e s  a n d  p ro g ra m s th a t  B MC  So f t wa re  o f f e r s  
Â f i n d  th e  m o s t  c u r r e n t  i n f o rm a t io n  a bo ut  B MC  S o f t wa re  p ro d uc ts  
Â se a rc h  a  d a ta ba se  f o r  p ro b le m s  s im i la r  to  yo ur s  a n d  po ss ib l e  so l u t io n s 
Â o rd e r  o r  d o wn lo a d  pro d uc t  d o c um e n ta t io n  
Â re po r t  a  p ro b le m  o r  a sk  a  que s t io n  
Â su bsc r ibe  to  re c e i ve  e- m a i l  n o t i c e s  wh e n  n e w p ro d uc t  v e r s i o n s  a re  re le a se d  
Â f i n d  wo r ld w id e  B MC  So f twa re  s up po r t  c e n te r  lo c a t io n s  a n d  c o n ta c t  in f o rm a t i o n ,  in c l ud in g  e - m a i l  a d d re ss e s ,  f a x  

n um be rs ,  a n d  te le ph o n e  n um be r s   

Support by Telephone or E -mail  

In  the  Un i ted  S ta tes  and  Canada ,  i f  you  need  techn ica l  sup po r t  and  do  no t  have  access  to  the  Web ,  ca l l  

800 537 1813 .  Ou ts ide  the  Un i ted  S ta tes  and  Canada ,  p lea se  con tac t  you r  loca l  suppo r t  cen te r  fo r  ass is tance .  To  
f ind  telephone  and  e-ma i l  con tac t  in fo rma t ion  fo r  the  BM C So f twa re  suppo r t  cen te r  tha t  se rv ices  you r  loca t ion ,  
re fe r  to  the  Con tac t  Cus tomer  Suppo r t  sec t ion  o f  the  Suppo r t  page  on  the  B M C So f t ware  Web  s i te  a t  

h t tp : //www .bmc .com /suppo r t_home.   

Before Contacting BMC Software  

Befo re  you  con tac t  B M C So f t ware ,  have  the  fo l low ing  in f o rma t ion  ava i lab le  so  tha t  Cus tomer  Suppo r t  can  beg in  

wo rk ing  on  you r  p rob lem  immed ia te ly : 

Â pro d uc t  in f o rm a t io n  

ð  p roduc t  name 
ð  p roduc t  ve rs ion  ( re lease  number ) 
ð  l i cense  number  and  password  ( t r ia l  o r  pe rmanen t ) 

Â o pe ra t in g  s ys te m  a n d  e n v i ro n m e n t  in f o rm a t io n  

ð  mach ine  type 
ð  ope ra t ing  sys tem  type ,  ve rs ion ,  and  se rv ice  pack  o r  o the r  ma in tenance  leve l  such  as  P UT  o r  PT F 
ð  sys tem ha rdware  con f igu ra t ion 

ð  se r ia l  numbers 
ð  re la ted  so f tware  (da tabase ,  app l ica t ion ,  and  commun ica t io n )  inc lud ing  type ,  ve rs ion ,  and  se rv ice  pack  o r  

ma in tenance  leve l 

Â se q ue n c e  o f  e ve n t s  le a d in g  to  th e  p ro b le m 

Â c o m m a n d s  a n d  o p t io n s  th a t  yo u  use d  

Â m e ssa ge s  re c e i ve d  ( a n d  th e  t im e  a n d  d a t e  th a t  yo u  re c e i ve d  th e m )  

ð  p roduc t  e r ro r  messages 

ð  messages  f rom  the  ope ra t ing  sys tem,  such  as  f i l e  sy st e m  f u l l  
ð  messages  f rom  re la ted  so f tware   

http://www.bmc.com/support_home
http://www.bmc.com/support_home
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Overview 

Whi le  o u t - o f - the - box  BM C Sof t ware ® m on i t o r in g  so lu t io ns a re  ava i lab le  f o r  the  mo st  co mm on  
app l ica t io ns,  seve ra l  co mpan ies o f ten  a l so  u se  v ar io us c us to m app l i ca t i on s.   

Un t i l  re cen t ly ,  m on i to r ing  th ese  cus t o m app l i c a t ion s,  o f ten  cr i t i ca l  a s  they  a re  in t r i ns ica l l y  

l inked  to  the  b us i nes s,  wa s fea s ib le  o n ly  th r o ugh  a  cu st om  PA TRO L ® K now ledge  M odu le ®.  
Deve lop ing  a  PA TRO L ® KM ,  a l tho ugh  n ot  a n  imp os s ib le  ta sk  s t i l l  i nvo lve s  a  lo t  o f  

p rog ra mm ing ,  p r o je c t  m anage ment ,  re lea se  and  ma in te nan ce  man agemen t  sk i l l s ,  a l l  o f  w h i ch  
a re  g ro wing  sca rce  a nd /o r  co st ly .   

BMC® Per fo rma nce  Manage r  Mo n i t o r i ng  S tud i o  i s  a  KM  for  PAT RO L® tha t  a l l ow s you  to  se t  up  

the  m on i to r ing ,   w i tho u t  a ny  c od i ng ,  o f  a l mo st  any  app l i ca t ion ,  dev i ce  o r  IT c omp onen t  f o r  
wh i ch  the re  i s  no  ou t - o f - the - b ox  mon i to r ing  s o l u t io n  ava i lab le .  In  a  f ew c l i cks ,  and  th anks t o  

in te l l igen t  w iz a rds ,  you  can  cove r  up  to  1 00 % of  your  c r i t i c a l  app l i ca t ion s in  your  BM C  

Sof twa re® mon i t o r ing  env i ron men t .  
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Getting Started 

1 -  A b ou t  Mon i t or i ng  S tu d i o  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  8  

2  -  I n t eg r at in g  B MC  P er f or manc e Man ag er  Mon i t or in g St ud i o  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  9  

3  -  Mon i t or in g  wi th  Mon i t or in g  St u di o . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  8  

4  -  C onf i g ur in g  Mon i t or i n g St ud i o  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  12  

5 -  D a y- t o- d ay m on i t or in g  wi t h  B MC P er f or manc e Man ag er  Mon i t or in g St u di o  . . . . . . . . . . . . . . . .  13  
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1 - About Monitoring Studio  

BMC Per f or mance  Manage r  Mon i to r ing  S t ud io  i s  a  modu le  tha t  a l l ow s PAT RO L adm in i s t r a to rs  t o  
se t  up  the  mon i to r ing  o f  cu st om app l i ca t i on s a nd  o f  app l i ca t ion s o r  IT c omp onen ts  f o r  w h i ch  

the re  i s  no  ex i s t i ng  KM.   

Once  i ns t a l led ,  Mon i to r ing  S tud io  p r ov ides  a  g raph ic a l  us e r  in te r fa ce  tha t  a l lo w s  

admin is t ra t o r s  t o  con f igure  Mo n i t o r i ng  S t ud io  an d  se t  up  wh i ch  app l i ca t ion  o r  IT  co mpo nent  i s  
to  be  mo n i t o red  and  h ow i t  sh ou ld  be  m on i to re d .  Once  BM C Per f o r man ce  Manage r  Mon i to r in g  

S tud io  i s  p roper ly  c on f ig ured ,  the  app l ica t io n  or  o the r  IT co mpone nt  i s  mon i to red  w i th in  th e  
PATR OL Con so le  and  oper a to rs  a re  a le r ted  whe n a  fa i lu re  or  an om aly  o ccu rs .   

1.1 -  What you can do with Monitoring Studio  

An easy-to-use GUI to setup the monitor ing 

Moni to r ing  S tud i o  p rov ides an  ea sy  g raph ica l  u se r  in te r face  t ha t  enab les PA TR O L  

admin is t ra t o r s  to  rap id ly  se t  up  the  mon i to r ing  o f  an  app l ica t io n  or  any  o t he r  IT co mpo nent ,  

w i th ou t  hav ing  to  do  any  c od ing .  The  ad min is t ra to r  can  c rea te  ic ons  fo r  the  app l i ca t ion s i n  th e  
PATR OL  C ons o le  and  ca n  spec i f y  in  a  h igh l y  de t a i led  way  what  mus t  be  m on i t o red  fo r  th is  IT  

co mponen t .   

Monitoring Studio has tools to :  

-  Moni to r  p roce s ses o f  a n  app l i ca t i on  

-  Moni to r  f i le  c on ten t ,  f i le s ,  f o lde r s  and  f i le  sys te ms u sed  by  an  app l i ca t ion  

-  Parse  co mp lex  l og  f i les  (mu l t i - l i ne ,  xml ,  h t ml  te x t )  

-  Laun ch  co mma nds o r  s cr ip ts  t o  que ry  t he  app l i ca t ion  

-  Send  request s  t o  a  Web  f ron t - end  o f  the  app l i ca t ion  

-  Send  quer ies  to  t he  da taba se  back - e nd  o f  the  ap p l ica t io n   

-  Pol l  SNM P agent s  and  l i s te n  fo r  SNM P t rap s  

-  Pol l  a nd  mo n i t o r  JMX e nab led  app l ica t io ns w i th in  your  PA TRO L env i ron men t  

-  Execu te ,  mo n i t o r  and  a na ly ze  WM I que r ies  

-  Moni to r  o the r  K Ms  pa rame te r s  and  in teg ra te  t hem wi th i n  your  app l ica t io n / IT c ompo nen t  

mon i to r ing  

-  Run S t r ing  and  Nu mer ic  va l ue  sea rc hes  

Note  

The  en t i re  con f ig ura t ion  o f  Mon i to r ing  S t ud io  i s  s to red  in  the  agen t  c on f igu ra t ion  t ree  
under :  / MASA I/SEN TR Y8  
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2 - Installing and integrating BMC Performance Manager Monitoring 
Studio 

Essent ial  

Be ing  a  Kno wledge  M odu le  ( KM)  fo r  BMC ® Sof t w are  PAT RO L,  i t  i s  e sse n t ia l  to  i ns ta l l  the  KM  on  

the  fo l l ow ing  co mpo n ent s  o f  the  PAT RO L f ra mew ork :  

-  Managed  sy stem s w i th  a  PA TR O L Ag ent  

-  PATR OL Con so le  (C las s i c)  

-  PATR OL Con so le  Serve r s  (PA TR OL 7  f rame wo rk  o n ly )  

-  PATR OL Cent ra l  ï Web  Ed i t i on  

 

Impo rt an t !  

The  a ct ive  par t  o f  Mo n i t o r i ng  S tud i o  res ides on  t he  PATR O L Agent ,  t he re fo r e :   
-  A  PATR OL Agen t  mu st  be  i ns t a l led  o n  eac h  se rv e r  tha t  ne eds m on i to r ing   

-  BMC Per f o r man ce  Manage r  Mo n i t o r i ng  S tud io  m ust  be  in s ta l led  on  e ach  PATR O L Agent .   
P lease  re fe r  to  the  BM C Per fo rm ance  M anager  M on i t o r i ng  S tud i o  ï In sta l la t ion  Gu ide  f o r  

f u r the r  de ta i l s  on  the  in s ta l la t ion  p ro cedure .  

2.1 -  Loading Monitoring Studio KM for PATROL®  

Once  in s ta l led  as pe r  the  p r ocedu re  desc r ibed  in  th e  In s ta l la t ion  gu ide ,  and  p r io r  to  us ing  

Mon i to r ing  S t ud io  KM f or  PA TR O L ,  yo u  mus t  l oa d  the  K now ledge  M odu le s (K Ms)  on  the  PAT RO L  
Con so le .  Fo l lo w the  s teps be l ow t o  lo ad  Mon i to r i ng  S tud io  K M for  PA TR OL :  

Loading the KM on PATROL Console for Windows or on PATROL Console for UNIX 

-  Se l ect  F i le  >  Lo ad KM  in  t he  PA TRO L Con s o le  me nu  and  in  the  d ia l og  box ,  se le c t  
SW_SENTRY 8.kml a nd  c l i ck  [ Open ]  

Loading the KM on PATROL Central Operator  

-  Se lect  Ac t ion  >  Loa d Know le dg e Mo du l es é  a nd  in  t he  d i a l og  box ,  c heck  the  b ox  nex t  t o  
the  managed  sys tem s  f o r  wh i ch  you  w i sh  to  l oad  M on i t o r ing  S t ud io  KM  for  PA TRO L  and  

c l i ck  [Ne xt ]  

-  Cl i ck  the  Kno w led ge  Mo du l e  l is ts  tab ,  che ck  the  box  near  SW_SEN TRY8.k ml and  c l i ck  

[Nex t ]  and  the n  c l i ck  o n  [ F in ish ] .  

http://www.sentrysoftware.net/downloadMonitoringStudio.asp
http://www.sentrysoftware.net/library/swsy/sw_sy_help.htm
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Loading the KM on PATROL Central Web Edi t ion  

-  In  the  Gen era l  T asks  pane l ,  c l i ck  L oad  Kno w l edg e Mo du l es  a nd  in  the  d ia log  b ox ,  c l i ck  

on  the  man aged  syste ms fo r  wh i ch  you  w i sh  to  load  Mon i to r ing  S tud i o  KM for  PA TRO L and  
c l i ck  [Ne xt ]  

-  Se lec t  SW_S ENTRY8 .kml f r om t he  l i s t  a nd  c l i ck  [ Next ]  and  then  c l i ck  on  [F in ish ] .  

Appl icat ion classes on the Monitored systems and Console  

I f  t he  KM i s  p rope r ly  lo aded ,  the  fo l lo w ing  22  c l asse s sh ou ld  be  l oaded  on  the  Mo n i t o red  
System a nd  Con so le :  

 

Menu Command Description 

SW_APPLICATIONS Monitors application/container icons  

SW_DB_QUERIES Executes and monitors database queries  

SW_FILES Monitors f iles and f ile content  

SW_FILE_SECURITY Monitors f ile security 

SW_ FILESYSTEMS Monitors f ile-systems 

SW_FOLDERS Monitors folders 

SW_HTTP_REQUESTS Monitors web-based applications, executes HTTP requests  

SW_HTTP_WEBFARM Monitors web farms 

SW_JMX Polls and monitors JMX-enabled application servers  

SW_KMWATCH Monitors parameters of other KMs 

SW_NTEVENTS Monitors W indows Event Logs  

SW_ NTPERFORMANCE Monitors W indows Performance 

SW_ NTSERVICES Monitors W indows Services  

SW_NT_WMI Executes and monitors W MI queries  

SW_NUMBERS Enables extracting numeric values  

SW_OSCOMMANDS Executes, monitors and parses command lines and scripts  

SW_PROCESSES Monitors Processes 

SW_SENTRY Main application class  

SW_SNMP_POLIING Polls and monitors SNMP agents  

SW_SNMP_TRAPS Monitors and listens for SNMP traps  

SW_STRINGS Executes str ing searches  

SW_TRANSFORM Transforms complex (mult i-l ine, HTML, XML) text to enable str ing/numeric value 

searches  
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2.2 -  Preloading Monitoring Studio 

For  op t ima l  f unc t io n ing  o f  Mo n i t o r i ng  S tud io ,  i t  i s  s t r ong ly  re co mme nded  tha t  you  c on f igu re  

the  PATR O L Agent  to  p re l oad  the  KM .  Th i s  me ans tha t  the  PAT RO L Agent  w i l l  au t om at i ca l l y  
load  Mo n i t o r i ng  S tud i o  upon  s ta r tup  and  w i l l  no t  wa i t  f o r  a  c ons o le  req uest ing  the  K M.  

 

Th i s  can  be  done  by  se t t ing  the  /Agen tSe tup /p re lo adedKMs con f ig ura t ion  va r iab le  o f  eac h  
PATR OL Agen t  whe re  Mo n i t o r ing  S tud io  has been  ins ta l led .  

To  se t  a  con f igura t io n  va r iab le ,  you  n eed  to  use  PAT RO L Conf igura t io n  Ma nager  (P CM) ,  
WPCON F IG.EX E (Wi ndow s)  o r  xp con f ig  (UN IX / L i nux ) .  F or  mo re  in f o r mat i on  ab ou t  these  to o ls ,  

p lease  re fe r  to  t he  BMC Sof twa re  PAT RO L do cum enta t i on .  

The  /Agen tSe tup /p re lo adedKM s is  a  co mma - sep ara ted  l i s t  o f  KM f i le s  or  KM l i s t s  tha t  have  t o  

be  loaded  by  the  agen t  up on  s ta r tup .  Ba s i ca l l y ,  i t  look s l i ke  t he  fo l l ow ing :  

EVENT_MANAGEMENT.kml,NT_PERFMON_WIZARD.kml,NT_BASE.kml,AS_EVENTSPRING.kml  

Add  SW_SENTR Y8 .km l  to  t h is  l i s t  as  sho wn be l o w and  then  app ly  the  c on f igu ra t io n :  

EVENT_MANAGEMENT.kml,NT_PERFMON_WIZARD.kml,NT_BASE.kml,AS_EVENTSPRING.kml,SW_SENTRY8.kml  
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3 - Configuring the monitoring 

Dete rmi n ing  exac t ly  what  s hou ld  be  mo n i t o red  on  an  app l i ca t i on  s t rong ly  depend s o n  t he  
app l ica t io n  i t se l f .  Never the le ss ,  ce r ta i n  bas i c  gu i de l ines can  be  fo l lo wed :  

1 .  Sp ec i f y  the  r esou rces  use d by  you r  app l ica t i on :  

-  Pro ces ses o f  y our  app l ica t io n ,  o r  the  Wi ndow s se rv ice s o f  you r  app l i ca t ion  

-  Fi le  sy ste ms ( or  l og i ca l  d i sks)  used  by  you r  app l ica t ion  

-  Di rect or i es  ( f o lde r s)  w here  yo ur  app l ica t io n  ru n s (wh ere  t ran sac t io na l  da t a  is  s t o red ,  

where  que r ies  a re  queued ,  e tc . )  

-  Fi les  cr i t i ca l  t o  you r  app l i ca t ion  ( to  c heck  t he i r  p resen ce ,  s ize ,  g ro wth ,  e tc . )  

-  Other  midd lewa re  i n fo r mat ion  p rov ided  by  o t h e r  KM s,  i f  you r  app l i ca t ion  re l ies  on  
so me midd le wa re  s o f twa re  th a t  can  be  mon i to red  by  spec i f i c  KMs (O rac le ,  Tuxedo ,  

MSMQ,  e t c . )  

-  Other  m idd lewa re  i n fo r mat ion  p rov ided  by  Wi ndow s pe r fo rm ance  c oun te rs  i f  y ou r  

app l ica t io n  re l ies  o n  midd lewa re  so f twa re  under  Window s and  p r ov ide s pe r fm on da ta  

 

2 .  Sp ec i f y  the  in fo rm at ion  sou rces  (whe re /h o w can  you  ge t  i n fo r mat ion  ab ou t  th e  

app l ica t io n ) :  

-  Fla t  f i les  th a t  c on t a in  u se fu l  i n fo r mat ion  ab ou t  y our  app l ica t io n  

-  LOG f i les  i n  wh i ch  yo ur  app l ica t io n  wr i tes  da ta  ( t race s o f  t he  opera t io ns)  

-  Web pages (you r  app l i ca t ion  p r ov ides a  web  f ro n t - end  tha t  sh ou ld  be  te s ted )  

-  Dat abase  quer ie s  (you r  app l ica t io n  re l ie s  o n  a  da t abase  se rve r  a nd  s ome  tab les  
con t a in  u se fu l  da ta  o r  p ro cedure s tha t  sh ou ld  be  tes ted )  

-  SNMP agent s  (you r  app l i ca t i on  p r ov ides i n fo r m at ion  th r ough  an  SNM P agent  t ha t  c an  
be  po l led  or  tha t  sends SN MP t r aps)  

-  OS co m mands  or  s cr ip ts  tha t  tes t  the  app l i ca t ion ,  g iv ing  i t s  s t a tu s  o r  o t he r  u se fu l  
in fo r mat ion  

-  JMX enab led  se rve r s  tha t  you  w ant  t o  po l l  

 

3 .  Sp ec i f y  wh at  shou ld  be  s ea rched  fo r  in  thes e  in fo rma t ion  sou rces :  

-  Str ing s ( regu la r  exp re s s ion s)  t ha t  h ave  to  be  fo und  or  n o t  f ou nd  

-  Numer ic  va l ues th a t  w i l l  be  ex t ra c ted  and  u sed  to  bu i ld  g raph s  in  t he  con so le  (w i th  
a le r t  t h re sho lds)  

 

4 .  Sp ec i f y  what  Mon i to r ing  Stu d io  shou l d  do  w hen  an  app l i ca t ion  f a i lu re  has  be en  

de te c ted .  

-  De c ide  wha t  k in d  o f  A le r t  A c t io n s  shou ld  be  take n  when an  e r r or  i s  de tec ted  
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4 - Day-to-day monitoring with BMC Performance Manager Monitoring 
Studio 

Once  p roper ly  co n f igur ed ,  the  app l i ca t i on  o r  IT  co mponen t  i s  m on i t o red  a nd  d isp layed  in  the  

PATR OL Con so le .  Th i s  IT c omp onen t  i s  f ro m now onwa rds  mo n i t o red  jus t  l i ke  a ny  o t he r  
s tanda rd  c ompo nent  o f  the  sy ste m (ha rdwa re ,  O S,  midd le ware ,  e tc . ) .  

 

 

Opera t or s  use  M on i to r ing  S tud io  t o  mo n i t o r  app l i ca t i on s ju s t  l i ke  any  o t he r  KM wi t h  an  a i m to :  

-  g e t t ing  in f o r mat ion  ab ou t  t he  app l i ca t i on  

-  t r igge r ing  va r i ou s tes ts  

-  r e f resh ing  va l ues  

-  g e t t ing  h i s t o r ie s  

-  rece iv i ng  a le r ts  e t c .  
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Monitoring Features 

1 -  A p pl ic at i on /c on t a i n er  ic ons  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  15  

2 -  C omman d  l i n e  an al ys is  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  21  

3 -  D at ab as e Q u er y an al ys is  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  28  

4 -  E xt r ac t i n g nu mer ic  va l u es  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  33  

5 -  F i l e  mon i t or i n g an d  an al ys is  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  38  

6 -  F i l e  s ec ur i t y  mon i t or i ng  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  43  

7 -  F i l e  s ys t em moni t or i n g  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  48  

8 -  F o l d er  mon i t or in g  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  50  

9 -  J MX an d  MB e an S er ver  P ol l in g  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  54  

10  -  K M W atc h:  t o  mon i t or  p ar am et ers  of  o t h er  K Ms  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  82  

11  -  Pr oc ess  mon i t or i n g . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  85  

12  -  SN MP  P ol l in g  (R et r i e v i n g va l u es  f r om a SN MP ag en t )  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  92  

13  -  SN MP  T r ap  L is t en i ng  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  95  

14  -  T ext  pr e- pr oc ess in g . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  99  

15  -  S earc h in g  f or  s t r i n gs  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  11 6  

16  -  W MI Q u er y an al ys is . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  12 2  

17  -  W eb R eq u es t  an al ys is  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  12 6  

18  -  W ebf ar m mon i t or i n g  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  13 0  

19  -  W ind ows  E ven t  mon i t or in g  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  13 5  

20  -  W ind ows  P er f or manc e C ou nt er  mon i t or i n g  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  13 9  

21  -  W ind ows  S er v ic e mon i t or i ng  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  14 3  
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1 - Application/container icons 

Objective 

The  a im  o f  the  app l i ca t ion /c on ta ine r  to o l  i s  to  g roup  seve ra l  mon i to r ing  ob jec ts  re la ted  t o  the  
same mon i to red  app l i ca t ion ,  IT co mpo nent  o r  dev ice .  I t  g rea t ly  f a c i l i ta tes  t he  m on i t o r ing  

manage ment  o f  app l i ca t ion s / comp onen ts  i n  a nd  p e rmi ts  yo u  to  have  a  c lean  a nd  we l l -
s t ru c t u red  h ie ra r chy  o f  t he  mo n i t o red  ob jec ts .  

Method (summary)  

1.  Crea te  a  ne w app l i ca t ion  or  c on ta ine r  i co n  ( i t  i s  c rea ted  d i rec t ly  under  t he  ma naged  

co mpute r  i c on  in  t he  PAT RO L C ons o le ) .  

Note  

You can  crea te  sub - co n ta i ne r s  w i t h in  yo ur  app l ic a t ion /c on ta ine r .  T h is  i s  ve ry  u se fu l  t o  

ensure  tha t  the  m on i to r ing  m atc hes yo ur  a c tua l  app l ica t io ns a s c l ose ly  as  po ss ib le .  

2 .  Speci f y  an  app l ic a t i on  na me (or  co n ta i ne r  name )  and  en te r  p r oper t ie s  t ha t  w i l l  be  u se fu l  to  

ope ra t or s  su ch  a s:  

-  descr ip t i on  o f  t he  app l i ca t i on  

-  perso n  to  be  c on ta cted  i n  ca se  o f  an  app l ic a t i on  fa i lu re ,  e tc .  

In addition, it is possible to specify up to three ñadvanced optionsò that facilitate the 

mon i to r ing  manage ment  o f  app l i ca t i on s:   

-  You can  se t  co mm and  l i nes tha t  a l l ow ñStar t in g  or  S topp ing ò of  the  app l i ca t i on  f r o m  

the  men u co m mand .   

-  You can specify ñSignature filesò whose existence means that the managed application 

is cu r ren t ly  p re sen t  o n  the  sy stem a nd  con seq uent ly  s hou ld  be  mon i to red  (g rea t  f o r  
c lu s te red  app l ic a t i ons ) .   

-  The third option consists of setting ñApplication Constantsò which are  ve ry  use fu l  f o r  
mon i to r ing  an  app l i ca t i on  w hose  p roper t ie s  may  change  f r om one  sy ste m to  an othe r .   

Result  

The  app l ic a t i on / con ta ine r  i co n  appear s  in  t he  PATR OL  c ons o le  a nd  the n  yo u  c an  crea te / add  
o the r  mo n i t o red  ob jec ts  be l ong ing  to  th a t  app l i ca t i on  unde r  i t .  Th is  way  they  a re  a l l  g rouped  

toge the r .  T h i s  i s  u se fu l ,  f o r  i ns tan ce ,  i f  you  w i s h  to  app ly  g lob a l  a le r t  a c t i ons to  a l l  m on i t o red  
ob je c ts  be l ong ing  t o  one  app l i ca t i on .  App l i c a t io n  con t a ine rs  enab le  yo u  to  have  a  c lean  a nd  

s t ru c t u red  h ie ra r chy  o f  yo ur  m on i to r ed  ob je c t s .  

1.1 -  Creating and editing application/container icons 

To c rea te  a  new app l i ca t ion /c on ta ine r  i con ,  [ r i gh t - c l i ck ]  th e  Mon i to r ing  S tud io  i con  in  the  

PATR OL Con so le  and  se lec t  [KM  Co mman ds ]  >  [Ne w]  >  [App l ica t ion  i con  ( con t a in er ) . . . ] .  
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To  ed i t  an  ex i s t i ng  app l ica t io n / con t a ine r  i co n ,  [ r i gh t - c l i ck ]  the  ap p l i ca t ion / con t a ine r  i con  

>  se le c t  [ KM Com mands ]  >  [Ed i t ] .  

To  c rea te  s ub - c on t a ine rs ,  [ r igh t - c l i c k ]  the  a pp l i ca t ion / con t a i n er  i con  under  wh i ch  yo u  

want  t o  c rea te  a  sub - con ta ine r  >  se lec t  [ KM  Co mman ds ]  >  [ Ne w]  >  [Su b - con ta ine r . . . ] .  

St ep  1 :  Id e nt i fy in g t he  a p p l ica t io n to  mo n i t or  (n a m in g  a c on ta in e r )  

 

7  Con ta ine r  nam e :  E n te r  the  na me o f  the  co n ta i ne r  o r  app l ica t io n  t o  mon i to r .  Th is  w i l l  b e  

used  to  bu i ld  the  labe l  o f  t he  ic on  in  the  PA TRO L  Con so le .  

7  Des c r i p t ion  (o p t iona l ) :  De scr ip t i on  o f  t he  app l ica t ion  or  IT c ompo nent  be i ng  mo n i t o red .  

7  Con ta ct  (o p t iona l ) :  En te r  the  n ame  o f  the  pe rso n  t o  be  a le r ted  or  w ho can  p rov ide  
suppor t  in  case  o f  an  app l i ca t ion  fa i lu re .  

7  Let  me  se tu p ad vanced  opt ions :  Se le c t ion  en a b les se t t ing  adva nced  op t io ns.  



 
 

BMC ®  Pe r f o r mance  Manage r  Mon i to r ing  S t ud io  ve rs i on  8 . 5 .0 0  

User  G u ide  -  App l i ca t ion /c on ta ine r  i co ns  

 

17  

St ep  2 :  Adv a nce d o pt io ns  (o pt io n a l )  

Se lect i ng  ñAdvanced optionsò in the prev i ou s s te p ,  d isp lay s the  fo l lo w ing  pa ne l  w i th  3  op t i ons :   

 

C l i ck  on  the  de s i re d  bu t t on  to  sho w a  popup  w in dow for  t he  c or re spond ing  op t ion .   

7  St ar t  - -  Stop ï Th i s  op t io n  enab le s t he  s ta r t in g  and  s t opp ing  o f  an  app l i ca t i on  th r ough  a  
Mon i to r ing  S tud i o  KM co mma nd .  To a ct iva te  th i s  f ea tu re ,  yo u  need  to  spec i f y  two co mm and  

l ines :  one  to  s ta r t  the  app l i ca t ion ,  and  the  o t he r  to  s t op  i t ,  and  then  en te r  u se r  c reden t i a l s  
to  run  these  co mm ands .   

 On  c l i ck i ng  the  St ar t - - Sto p  bu t t on  in  the  pane l  sho wn above ,  the  fo l lo w ing  pane l  pops - up :  

 

7  < App l i ca t ion  nam e>  can  b e  s t a r te d  wi th  th e  fo l lo win g com man d l ine :  Se t  a  co m mand  

l ine  to  s ta r t  th e  app l i ca t i on .  

7  < App l i ca t ion  n ame >  can  b e  s to ppe d wi t h  the  fo l lo w ing com man d l ine :  Se t  a  
co mma nd  l ine  t o  s top  the  app l ic a t i on .  

7  Run  these  comm ands  as  th is  use r  wi th  p asswo rd :  En te r  a  l og in  and  pa ss wo rd  t o  
execu te  the  s ta r t  and  s top  co mm and  l ine s.  
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WW aa rr nn ii nn gg !!    

Make  sure  y ou  c l i ck  on  the  [A cc ep t ]  bu t ton  be fo r e  you  go to  t he  nex t  s tep .  I f  you  c l i ck  

on  the  [ Can ce l ]  bu t to n ,  the  newly  app l ied  se t t in gs w i l l  be  d is regarded !  

Fro m n ow on ,  y ou  can  s ta r t  o r  s top  th i s  app l ic a t i on  by  r i gh t - c l i ck ing  on t he  
app l i ca t ion /con ta ine r  i con  >  [ KM com mands ]  >  [ Mana ge ]  > [ St ar t  th e  

app l i ca t ion / Stop  th e  app l ica t ion ]  

7  Si gna tu re  f i l es :  Th is  i s  a  f ea tu re  fo r  manag i n g  the  mon i to r ing  o f  c lu s te red  app l i ca t i on s.  

The  p re sen ce  o f  s igna t u re  f i le s  i nd ica tes th a t  the  managed  app l ica t io n  is  cu r ren t ly  
ava i lab le  on  the  syste m and  con sequen t ly  s hou ld  be  mon i to red .   

When n one  o f  t hese  s ig na tu re  f i les  a re  p re s en t ,  i t  mean s tha t  the  app l i ca t ion  i s  n o t  
ac tua l ly  p resen t  on  the  syste m and  con sequen t ly  sh ou ld  no t  be  mo n i t o red .  In  su ch  ca se ,  

Mon i to r ing  S t ud io  w i l l  d isab le  t he  en t i re  m o n i to r ing  o f  th i s  app l ica t io n .  Th is  ca n  be  
ex t reme ly  use fu l  when the  app l i ca t ion  is  h ost ed  by  a  " f a i l - ove r "  c lu s te r .  

When yo u  c l i ck  on  the  [ S i gnatu re  f i les ]  button in the first panel of ñAdvanced optionsò, 
the  fo l l ow ing  pane l  i s  d i sp layed :  

 

7  Paths  to  the  s i gnatu re  f i les :  Up  to  f ou r  s igna tu re  f i le  p a th s can  be  en t e red  in  thes e  
f ie lds .  The  app l i ca t i on  mo n i t o r i ng  w i l l  be  pe r fo r med  on ly  i f  a  min i mu m of  one  o f  these  

four  f i le s  i s  f ound .  The  p re sen ce  o f  a  s igna t u re  f i le  mean s tha t  the  app l i ca t i on  i s  
cu r ren t ly  p resen t  and  s hou ld  be  mon i to red .  

I f  none  o f  the  requ i red  f i les  ca n  be  f ound ,  the  app l i ca t i on  mo n i t o r i ng  w i l l  be  t u rne d  
o f f l ine .   

Note  

The se  f i le  na mes d o not  a c cep t  w i ldca rds .  
 

WW aa rr nn ii nn gg !!   
Make  sure  y ou  c l i ck  on  the  [A cc ep t ]  bu t ton  be fo r e  you  go to  t he  nex t  s tep .  I f  you  c l i ck  

on  the  [ Can ce l ]  bu t to n ,  the  f resh ly  app l ied  se t t i ngs w i l l  be  d is regarded !   
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7  App l i ca t ion  Cons t an ts :  Th is  f ea t u re  fa c i l i t a te s  t he  m on i t o r ing  ma nageme nt  o f  a n  

app l ica t io n  ac ros s va r io u s sys tem s.  Th i s  f ea tu re  i s  ve ry  use fu l  f o r  mon i to r ing  a n  
app l ica t io n  wh ose  p r oper t ies  may  ch ange  f ro m o ne  syste m t o  ano the r .   

Basically, ñApplication constantsò allow you to create a Monitoring Studio ñconfiguration 
templateò dedicated to the monitoring of an  a pp l ica t ion  ( o r  any th ing  e l se )  and  u se  th i s  

temp la te  on  seve r a l  sys te ms  even  i f  t he  app l ic a t ion  use s d i f f e re n t  pa ths ,  IDs ,  c reden t ia l s  
e tc .  

  

Exam pl e  1  

You define the APP_PATH constant with the /opt/MyApp value. When creating the ñLOG 

File Analysisò ob je ct  in  Mon i to r ing  S tud io ,  y ou  c an  spec i f y%{APP _PA TH} / log / MyApp . log  
as the  pa t h  to  t he  L OG f i le .  I f  on  an othe r  sys te m,  th is  app l ica t io n  is  lo ca ted  unde r  the  

d i rec t ory  ( /u s r / l oc a l /MyApp  fo r  examp le ) ,  you  ca n  use  the  sa me co n f igur a t i on  o f  
Mon i to r ing  S tud i o  (expo r t  and  i mpo r t )  a nd  ju s t  mod i f y  the  A PP_PA TH con sta n t  on  the  

new sy stem .  
 

Exam pl e  2  

You spec i f y  the  m on i t o r ing  o f  a  re mo te  dev ice  u s ing  SNMP p o l l ing  and  SNM P t rap  

l i s te n ing  ob je c ts  in  Mo n i t o r i ng  S tud i o .  In s tead  o f  spec i f y ing  the  IP  add re s s o f  the  re mo t e  

dev ice  d i re c t ly  i n  the se  SNMP ob je cts ,  you  can  d e f ine  a  DEV ICE _ IPA DDRESS App l ica t io n  
Con stan t  and  u se  %{ DEV IC E_ IPADDRESS}  in  the  SNMP po l l ing  and  SNMP l i s ten i ng  

ob je c ts  o f  Mon i to r ing  S t ud io .  I f ,  the  IP  add res s change s la te r ,  yo u  w i l l  on ly  need  to  
mod i f y  the  va lue  o f  t he  DEV ICE _ IPA DDRESS con stan t ,  in s tead  o f  ed i t ing  eve ry  SNMP 

po l l i ng  and  t rap  l i s ten i ng  ob je c t .   

7  Cons tan t  na me :  E n te r  t he  na me o f  the  con sta n t .  Examp le :  APP L ICA T ION_PA TH  

7  Va lue :  Se t  a  va lue  fo r  the  c ons tan t .  Exa mp le : / o p t /myApp  

7  Requ i red :  Check  t he  box  to  a c t iva te  th is  ne wly - se t  app l i ca t ion  con sta n t .   

When you  check  t he  «  Requ i red  » box ,  the  m on i t o r i ng  o f  the  app l ic a t i on  c on ta ine r  a nd  a l l  
dependent  ob jec t s  a re  taken  o f f l ine  i f  t he  va lu e  o f  the  app l i ca t ion  con sta n t  i s  no t  se t .  T h i s  

ensure s t ha t  n o  m on i t o r ing  oper a t i on  i s  pe r fo rm ed  un t i l  the  requ i red  app l ica t io n  c ons tan t s  a r e  
p roper ly  se t .  Th is  i s  pa r t i cu l a r ly  use fu l  whe n you  c rea te  a n  app l i ca t ion  mo n i t o r i ng  temp la t e  

where  a l l  t he  de f ined  app l ica t io n  con sta n ts  a r e  emp ty .  In  th is  case ,  you  f i rs t  impo r t  the  

con f ig ura t ion  temp l a te  and  th en  g ive  a  va lue  to  a l l  o f  t he  requ i red  app l i ca t ion  con sta n t s  

be fore  the  mo n i t o r i ng  actu a l ly  s t a r t s .  C l ick  on  [ Accep t ]  and  f ro m now o n ,  the  app l i ca t io n  
con stan t / s  w i l l  be  taken  i n to  con s ide ra t i on  by  M on i t o r i ng  S t ud i o .  
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St ep  4 :  M o n i tor in g  S tu d io  se t t in gs  

 

7  Con ta ine r /Ap p l i ca t ion  name :  Labe l  tha t  w i l l  b e  d isp layed  in  t he  PA TRO L C ons o le  fo r  th i s  
app l ica t io n /c on t a ine r  mo n i t o r i ng .  

7  Ob je ct  I D :  PA TR OL i n te r na l  ide n t i f ie r  o f  th is  ap p l ica t io n / c on ta ine r .  

C l i ck  on  [ F in ish ]  a nd  the  app l i c a t ion /c on ta ine r  i con  w i l l  appear  in  the  PA TRO L con so le .   

App l ica t ion  ic ons /c on ta ine r  ob je c ts  a re  in s ta nce s  o f  the  SW_APP L ICAT IONS  c las s.  

1.2 -  Removing an application icon/container  

You c an  rem ove  an  app l ic a t i on  ic on  or  c on ta in e r  f rom the  PA TR OL C ons o le  s imp ly  by  r igh t -
c l i ck ing  the  app l ica t io n  ico n  and  se le c t i ng  [KM  Com mands ]  >  [ D e le te ] .  A f te r  co n f i r mat ion ,  

the  app l ica t ion  i con  and  a l l  i t s  depend ing  ob je c ts  w i l l  be  rem oved  f r om the  PAT RO L C on so l e  
and  f ro m the  agen t  co n f igur a t i on .  

Wa rn in g!  

De le t ion  o f  an  app l i ca t ion  ic on  o r  co n ta i ne r  c ann ot  be  undo ne .  

 

http://www.sentrysoftware.net/library/swsy/sw_sy_help.htm
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2 - Command Line analysis  

Objective 

The  a im  o f  th i s  too l  i s  to  exe cu te  a  co mm and  l ine  and  p arse  the  ou tpu t  o f  th i s  co mma nd ,  
ve r i f y  the  s ta t us  o f  the  exe cu t ion  by  sear ch i ng  fo r  a  s t r ing ,  r un  an  in f in i te  backg r oun d  

co mma nd  and / o r  s top  a  c om mand  exe cu t i on  i f  t h e  t ime out  e lap ses .   

Desp i te  the  fa c t  t ha t  BM C Per f o r man ce  Man ager  Mon i to r ing  S t ud io  o f fe rs  a  va r ie ty  o f  

mon i to r ing  t oo l s  w i th  ex te ns ive  capab i l i t ies ,  you  may  have  an  in - h ou se  s cr ip t  o r  co mma nd  tha t  

you  need  to  r un  and  a na ly ze  a t  reg u la r  in te rva ls  in  o rde r  to  m on i to r  your  app l ic a t i on .  

You  c an  co n f igure  M on i to r ing  S tud i o  to  execu t e  any  com mand  l ine  and  parse  t he  ou tpu t  o f  th i s  

co mma nd .  In  add i t io n ,  the  co mma nd  l ine  exe cu t i on  fea tu re  a l l ow s you  t o :  

-  stop  t he  co m mand  exec u t i on  on ce  a  g iven  t ime o ut  i s  reac hed  

-  ve r i f y  the  s ta tu s  o f  the  exe cu t ion  by  se ar ch ing  f o r  a  s t r i ng  

-  run  a  backg rou nd  co m mand  th a t  neve r  end s  

Thu s,  the  co m mand  l ine  exec u t i on  fea tu re  g iv e s you  t he  op t io ns  you  need  to  p rope r ly  exe cu te ,  
ana lyz e  and  m on i t o r  t he  s cr ip t  o r  co mma nd  l ine .  

Wa rn in g!  
The  p r og ra m or  sc r ip t  be i ng  execu ted  mu st  no t  n eed  any  use r  i n te r act ion  a nd  mu st  n o t  

c rea te  any  w i ndow .  Mon i to r ing  S t ud io  w i l l  ana ly z e  i t s  o u tpu t ,  i .e .  wha t  has been  wr i t ten  
to  the  stdou t  and  s tde r r  s t ream s.  

 

Note  

In  so me way ,  the  c om mand  l ine  an a lys is  f ea t u re s p rov ide s a  "d o - i t - you rse l f "  k ind  o f  too l  

a l lo w ing  yo u  to  exec u te  any  she l l  s cr ip t  o r  VBSc r ip t  and  sear ch  fo r  S t r i ngs and  N ume r ic  
va lues i n  the  r e tu r ned  ou tp u t .  

2.1 -  Create or edit a command l ine analysis  

To c rea te  a ne w Co mm and  L ine  ana lys i s ,  [ r igh t - c l i ck ]  the  a pp l i ca t ion / con ta in er  icon  i n  the  
PATR OL Con so le  and  se lec t  [ KM  Co mman ds ]  >  [ New ]  >  [ Comm and  L ine  ana l ys is . . . ] .  

 

To  ed i t  a n  ex is t ing  Co m mand  L i ne  ana lys i s ,  [ r i gh t - c l i ck ]  the  Com man d L ine  i con  in  th e  

PATR OL Con so le  and  se lec t  [KM  Co mman ds ]  >  [Ed i t ] .  
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Classic command execution 

St ep  1 :  En te r in g th e c o mma n d l in e  to  ex ec ut e  

 

7  Co mm and l ine  to  e xe cu te :  En te r  the  OS  co mma nd  l ine  or  the  p a th  to  the  s cr ip t  t ha t  
Mon i to r ing  S tud i o  w i l l  exec u te .  

7  Execu te  th is  comm and l ine  as  Use rna me/ Pa ssword :  En te r  a  use rna me and  pas sw ord  i f  
the  c om mand  l ine  need s t o  be  ru n  w i th  a  use r  acc oun t  d i f f e ren t  f ro m t ha t  o f  the  de fau l t  

PATR OL Agen t  ac cou n t .  

Note  

You can  u se  the  % {T IME: é} and %{LASTTIME:é} macros in the command line that will 

be execu ted .  They  w i l l  be  rep l aced  re spec t ive ly  by  the  cur ren t  t ime  a nd  by  the  la s t  
execution time. See the ñAdditional informationò chapter for more information on how to 

forma t  the  mac ro s.  
 

Exam pl es  
The  fo l lo w ing  com ma nd  l ine  r un s the  d iagn ose .s h  she l l  s cr ip t  and  par ses i t s  o u tpu t :  

/op t / myApp /b in /d iag /d iagno se . sh  

 

The  fo l lo w ing  com ma nd  execu te s a  VBS s cr ip t :  
CSCR IPT .EXE / /No Log o C: \ MyApp l i ca t i on \ b in \ d ia g \ d iagno se .vbs  

 

The  fo l lo w ing  com ma nd  dump s th e  e r ror  log  o n  IBM A IX  a nd  does on ly  take  in to  ac coun t  
the  new l ines tha t  have  been  logged  s in ce  the  l a s t  po l l ing :  

e r ro r  ïa ïs %{ LAST T IM E:% m%d%H%M%S}  
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St ep  2 :  exec ut io n  p er io d  an d ex ecu t io n t ime o ut  

As the ñThis command needs to be launched only once and runs continuouslyò option in step 1 

is  no t  che cked ,  the  f o l l ow i ng  d ia l og  box  is  d i sp la yed .  

 

7  Stop the command if it takes longer than é seconds:  T he  t ime  a f te r  wh i ch  th e  

co mma nd  w i l l  be  s t opped .  

Note  

I f  t he  t i meou t  i s  reac hed ,  the  va lue  o f  the  Execu t ionS ta tu s  pa ra mete r  w i l l  be  se t  to  1 ,  

ind ic a t ing  tha t  t he  c om mand  fa i led  to  exec u te  p r oper ly .  N o fu r t he r  ana lys is  w i l l  be  
pe r fo r med  (S t r ing  and  Nu mer ic  Va lue  sea rc hes) .  

7  Comm and to  exe cu t e  i f  the  t imeou t  ab ove  is  re a ched :  A  sor t  o f  rec ove ry / c lean ing  
act i on  th a t  w i l l  be  exec u ted  whe n the  t ime out  i s  reached .  

Note  

The  {%P ID}  m acr o  ca n  be  used  t o  ind i ca te  the  P ID o f  c om mand  l ine  p r oce ss be i ng  

in te r rup ted .  

St ep  3 :  C o mman d  ex ecu t io n v a l id a t io n  

Th i s  op t i on  i s  use fu l  to  avo id  bas i c  execu t io n  e r ro rs  l i ke  "F i le  n o t  f ou nd"  bec a use  t he  

co mma nd  l ine  was mi s typed .  The  fo l low ing  pane l  w i l l  pop  up :  
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7  Comm and exe cu t ion  va l i da t ion :  The  regu l a r  e xp ress ion  en te red  he re  w i l l  be  sear ched  in  

the output of the command. If it is not found, the value of the ñExecutionStatusò parameter 

wi l l  be  se t  t o  1 ,  ind ica t ing  t ha t  t he  co m mand  fa i led  to  execu te  p rope r ly .  

St ep  4 :  M o n i tor in g  S tu d io  S et t in gs  

 

7  Ob je ct  d isp la y n ame :  Labe l  tha t  w i l l  be  d i sp layed  in  t he  PA TR O L C on so le  fo r  th is  

co mma nd  l ine  mon i to r ing  ob je c t .  

7  Ob je ct  in t e rna l  iden t i f ie r  ( I D ) :  PA TR OL  i n te rna l  iden t i f ie r  o f  th is  OS c om mand  

mon i to r ing .  

7  What  th resho l ds  do  you  wan t  to  se t  fo r  the  new ly c re a te d ob je ct ?  The  d rop - dow n l i s t  

a l lo ws yo u  to  se lec t  the  mode  o f  se t t ing  a le r t  th resh o lds :  

-  Use d e fau l t  th resho lds :  Use s the  de fau l t  th res ho lds se t  by  Mo n i t o r i ng  S tud i o  

-  Set  cus to m th resho l ds :  A l lo ws y ou  t o  c ust om i ze  the  th r esh o lds  fo r  a l l  pa ra mete r s  o f  the  
ins t ance  

-  Use de fau l t  th resho lds  and cus tom ize  th em :  Se t s  the  de fau l t  Mo n i t o r i ng  S tud i o  
th res ho ld s on  ce r ta in  para mete rs  ( see  l i s t  o f  pa ramete rs  w i th  de f au l t  th res ho ld s)  and  then  

a l lo ws  you  to  cu sto mi ze  any /a l l  o f  the m.  T h is  i s  m a in ly  in tended  t o  he lp  save  t ime  i f  yo u  
w is h  t o  c us tom ize  the  th resh o ld s o f  ju s t  one  o f  ma ny  par amete rs  f o r  the  in s tan ce ,  and  

leave  the  de fau l t  se t t ing s fo r  t he  o t he rs .  

Note  

I f  you  se le c t  Use  d e fau l t  th resho lds  and  cus t omize  the m ;  on  c l i ck ing  [F in i sh ] ,  the  

Set  Th resho l ds  pane l  w i l l  appear ,  a nd  ce r ta i n  parame te r s  f o r  t he  in s tan ce  w i l l  
appear  w i th  an  a ste r isk  symbo l  -  ind ica t ing  t ha t  they  a l ready  h ave  th re sh o lds .  Y ou  

can  the n  cu st omi z e  ( any /a l l )  t he  th re sh o lds o f  t he  parame te r s  as  pe r  your  spec i f i c  
needs.   

-  Do no t  se t  an y th resho lds :  No th re sh o lds  w i l l  be  se t  on  any  pa ra mete r  o f  t he  i ns t ance ,  
and  as a  re su l t  no  a le r ts  w i l l  be  t r igge red .  Mo n i t o r ing  S tud i o  w i l l  p o l l  the  ob je c t  a nd  re t u r n  

the  ou tp u t  o f  th e  po l l ing  ï bu t  w i l l  no t  ra i se  any  a le r t s  un t i l  you  se t  t h res ho ld s.   

Impo rt an t !  

Thre sh o lds can  be  se t  o r  mod i f ied  a t  any t ime  by  r igh t - c l i ck i ng  on  the  ins tan ce  >  KM 

co mma nds >  Se t  Th res ho ld s.  
 

Note  
For  de ta i l s  on  t he  para mete r s  d i sc ove red ,  p lea se  re fe r  to  t he  Re fe ren ce  Gu ide .  

http://www.sentrysoftware.net/library/swsy/sw_sy_help.htm
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ñNever-endingò command execution 

St ep  1 :  En te r in g th e c o mma n d l in e  to  ex ec ut e  

 

7  Co mm and l ine  to  e xe cu te :  En te r  the  OS  co mma nd  l ine  or  the  p a th  to  the  s cr ip t  t ha t  

Mon i to r ing  S tud i o  w i l l  exec u te .  

7  Execu te  th is  comm and l ine  as  Use rna me/ Pa ssword :  En te r  a  use rna me and  pas sw ord  i f  

the  c om mand  l ine  need s t o  be  ru n  w i th  a  use r  acc oun t  d i f f e ren t  f ro m t ha t  o f  the  de fau l t  
PATR OL Agen t  ac cou n t .  

7  Th is  com mand nee d s  to  be  l aunch ed on l y once  and runs  con t inuous l y :  A  ñnever-
endingò command is a program or script that runs all the time. It is not actually polled but 

inste ad  execu ted  ju s t  on ce  and  t he  re tu rned  va lue  o f  the  co mma nd  is  d i sp layed  in  the  
Retur nOu tpu t  pa ra me te r .  A ls o ,  S t r ing  and  Nu m er ic  va l ue  sear che s a re  pe r fo rmed  a s new  

ou tpu t  i s  re ce ived .  

Note  

You can use the %{TIME:é} and %{LASTTIME:é} macros in the command line that will 
be execu ted .  They  w i l l  be  rep l aced  re spec t ive ly  by  the  cur ren t  t ime  a nd  by  the  la s t  

execution time. See the ñAdditional informationò chapter for more information on how to 
forma t  the se  ma cr os .  

 

Exam pl es  

The  fo l lo w ing  com ma nd  l ine  r un s the  d iagn ose .s h  she l l  s cr ip t  and  par ses i t s  o u tpu t :  

/op t / myApp /b in /d iag /d iagno se . sh  
 

The  fo l lo w ing  com ma n d  execu te s a  VBS s cr ip t :  
CSCR IPT .EXE / /No Log o C: \ MyApp l i ca t i on \ b in \ d ia g \ d iagno se .vbs  

 
The  fo l lo w ing  com ma nd  dump s the  e r ror  log  o n  IBM A IX  a nd  does on ly  take  in to  ac coun t  

the  new l ines tha t  have  been  logged  s in ce  the  l a s t  po l l ing :  
e r ro r  ïa ïs %{ LAST T IM E:% m %d%H%M%S}  
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St ep 2:  C o nf i r m nev er - e n d in g co mman d an d ad d i t io na l  co mma nd to  ex ecu te to  s to p t h e n ev er - e nd in g  
comma nd  

I f  y ou  se le c t  t he  op t io n  " Th is  co m mand  ne eds to  be  lau nched  on ly  on ce  a nd  ru ns  co n t i nuo us ly "  

in  s tep  1 ,  the  fo l lo w ing  p op - up  a sks you  to  c on f i rm you r  ch o i ce :  

 

 

Once  the  "neve r - e nd ing "  op t i on  ha s been  con f i r med ,  the  fo l low ing  d ia l og  box  con f i r ming  th a t  

the  co mm and  l ine  w i l l  be  e xe cu te d jus t  once  and w i l l  run  con t inuous l y  i s  s ho wn:  

 

7  Add i t ion a l  com man d to  exe cu t e  in  such  case  (when the  neve r - e n d ing  c om mand  needs t o  
be  in te r r up ted ) :  Th i s  i s  the  co mma nd  to  exec u te  in  o rde r  to  s t op  the  execu t io n  o f  the  
neve r - end i ng  c om mand .  Th is  co mma nd  w i l l  be  run  w hen the  co m mand  an a lys is  i s  de le ted  

f rom the  PA TRO L con f igura t io n .  Th i s  i s  requ i r ed  to  pu t  a n  end  to  the  exec u t i on  o f  the  
co mma nd .  

C l i ck  [Ne xt ] .  
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St ep  3 :  M o n i tor in g  S tu d io  se t t in gs  

 

7  Ob je ct  d isp la y n ame :  Labe l  tha t  w i l l  be  d i sp layed  in  t he  PA TR O L C on so le  fo r  th is  
co mma nd  l ine  mon i to r ing .  

7  Ob je ct  in t e rna l  iden t i f ie r  ( I D ) :  PA TR OL i n te rna l  iden t i f ie r  o f  th is  OS c om mand  
mon i to r ing .  

7  What  th resho l ds  do  you  wan t  to  se t  fo r  the  new ly c re a te d ob je ct ?  The  d rop - dow n l i s t  

a l lo ws yo u  to  se lec t  the  mode  o f  se t t ing  a le r t  th resh o lds :  

-  Use d e fau l t  th resho lds :  Use s the  de fau l t  th res ho lds se t  by  Mo n i t o r i ng  S tud i o  

-  Set  cus to m th resho l ds :  A l lo ws y ou  t o  c ust om i ze  the  th r esh o lds  fo r  a l l  pa ra mete r s  o f  the  
ins t ance  

-  Use de fau l t  th resho lds  and cus tom ize  th em :  Se t s  the  de fau l t  Mo n i t o r i ng  S tud i o  

th res ho ld s on  ce r ta in  para mete rs  ( see  l i s t  o f  pa ramete rs  w i th  de fau l t  th res ho ld s)  and  then  
a l l o ws  you  to  cu sto mi ze  any /a l l  o f  the m.  T h is  i s  m a in ly  in tended  t o  he lp  save  t ime  i f  yo u  

w is h  t o  c us tom ize  the  th resh o ld s o f  ju s t  one  o f  ma ny  par amete rs  f o r  the  in s tan ce ,  and  
leave  the  de fau l t  se t t ing s fo r  t he  o t he rs .  

Note  
I f  you  se le c t  Use  d e fau l t  th resho ld s  and  cus t omize  the m ;  on  c l i ck ing  [F in i sh ] ,  the  

Set  Th resho l ds  pane l  w i l l  appear ,  a nd  ce r ta i n  parame te r s  f o r  t he  in s tan ce  w i l l  
appear  w i th  an  a ste r isk  symbo l  -  ind ica t ing  t ha t  they  a l ready  h ave  th re sh o lds .  Y ou  

can  the n  cu st omi ze  ( any /a l l )  t he  th re sh o lds o f  t he  parame te r s  as  pe r  your  spec i f i c  
needs.   

-  Do no t  se t  an y th resho lds :  No th re sh o lds  w i l l  be  se t  on  any  pa ra mete r  o f  t he  i ns t ance ,  
and  as a  re su l t  no  a le r ts  w i l l  be  t r igge red .  Mo n i t o r ing  S tud i o  w i l l  p o l l  the  ob je c t  a nd  re t u r n  

the  ou tp u t  o f  th e  po l l ing  ï b u t  w i l l  no t  ra i se  any  a le r t s  un t i l  you  se t  t h res ho ld s.   

Impo rt an t !  

Thre sh o lds can  be  se t  o r  mod i f ied  a t  any t ime  by  r igh t - c l i ck i ng  on  the  ins tan ce  >  KM 

co mma nds >  Se t  Th res ho ld s.  
 

Note  

For  de ta i l s  on  t he  para mete r s  d i sc ove red ,  p lea se  re fe r  to  t he  Re fe ren ce  Gu ide .  

Com mand  l ine  an a lys is  ob je c ts  a re  in s ta nce s o f  t he  SW_OSC OMMAN DS  c la ss.  

http://www.sentrysoftware.net/library/swsy/sw_sy_help.htm
http://www.sentrysoftware.net/library/swsy/sw_sy_help.htm
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3 - Database Query analysis  

Objective 

The  a i m o f  th i s  Da tabase  que ry  too l  i s  to  exec u t e  SQL quer ie s  on  M i cr osof t  SQL and /or  O rac le  
da tabase s and  mon i to r  the i r  re t u rn  o u tpu t  w i t h in  your  PA TRO L env i ron men t .   

You  can  then  r un  s t r i ng  or  nu mer i c  va lue  sea rch es w i th in  the  re tu r n  ou tp u t  t o  ge t / mon i to r  th e  
resu l t  in  my r iad  ways .  Y ou  need  no longe r  run  s epara te  SQ L quer ies .  

Method 

I f  the  app l i ca t i on  you  w i sh  to  mo n i t o r  use s a  d a tabase  se rve r ,  you  ca n  te s t  th i s  da taba se  by  

send ing  app l ic a t ive  que r ie s  to  the  da t abase  se r ve r ,  o r  by  tes t ing  t he  co n te n t  o f  some  cr i t i ca l  
app l ica t io n  tab les .  On ce  y ou  h ave  spe c i f ied  you r  SQ L que ry ,  yo u  can  sear ch  fo r  s t r ing s i n  th e  

resu l t  se t  and  bu i ld  g raphs u s ing  t he  nume r i c a l  va lues re tu r ned .  Quer ies  c an  be  se t  up  to  
pe r fo r m co mp lex  ta sks w i t h  ju s t  t he  c l i ck  o f  a  b u t to n ,  and  th ey  can  be  s aved  fo r  f u t u re  u se .  

Note  

Moni to r ing  S tud i o  ca n  execu te  SQ L quer ie s  on  re mote  da tabase s ( s in ce  v8 . 3 ) .  In  o rde r  to  
do  rem ote  SQ L quer ies ,  Mon i to r ing  S t ud io  req u i r es  the  SQ L Serve r  c l ien t  o r  the  Ora c le  

SQL* P lu s u t i l i t y  to  be  in s ta l led  and  c on f igu red  o n  the  c ompu te r  w here  M on i t o r i ng  S tud i o  
is  ac tua l ly  run n ing .  

As query  re su l ts  a re  s to red  by  M on i t o r ing  S tud i o  in  a  p ipe - separa ted  tab le  f o rm at ,  i t  i s  easy  t o  
spec i f y  s t r ings to  be  se ar ched  o r  nu mer i c  va l ues to  be  ex t ra c ted  f r om a  da taba se  query .  

P lease  r e fe r  t o  t he  Sea rch ing  fo r  s t r ing s  and  Ex t ra c t ing  nu mer ic  va lue s  sec t ion s  f o r  mo re  
in fo r mat ion .  Be low i s  an  e xamp le  o f  how the  da tabase  que ry  resu l t  i s  f o rma t ted  a nd  the n  

be ing  sear ched  fo r  s t r ing s and  n ume r ic  va lues :  

 

3.1 -  Create or edit a database query analysis  

To cre a te  a  new  da taba se  que ry  an a lys is ,  [ r i g h t - c l i c k ]  t he  a pp l ica t ion / con ta ine r  i con  in  

the  PAT RO L C ons o le  and  se le c t  [ KM Comm ands ]  >  [Ne w ]  >  [ Da tab ase  Que ry  analysisé].  

To  ed i t  an  ex is t ing  Da taba se  query  ana ly s i s ,  [ r i gh t - c l i ck ]  the  Da ta base  query ana l ys is  i con  

in  the  PA TR OL Con so l e  and  se lec t  [KM  Com man ds ]  >  [E d i t ] .  
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St ep  1 :  Se lec t in g th e d at a bas e typ e  

 

7  Se le ct  a  d a ta bas e  ser ve r :  S pe c i f y  he re  whe t h e r  the  da tab ase  u sed  by  you r  app l i ca t i on  i s  
an  Ora c le  Da t abase  Serve r  o r  a  M ic ro sof t  S QL Se rve r .  

Note  

Only  O rac le  da taba ses a re  supp or ted  on  UN IX .  T here fore ,  i f  the  PA TR OL agent  i s  ru nn ing  

on  a  UN IX  sys tem,  the  f i r s t  s tep  i s  om i t ted .  

St ep  2  ï a:  Or ac le da t ab as e co n n ec t io n s et t in gs  an d q ue ry  t o  b e ex ecut e d  

 

7  S y s te m id en t i f ie r  (O rac le  SI D)  o r  connec t i on  s t r ing :  Spec i f y  the  Ora c le  S ID o f  th e  
da tabase  se rve r  y ou  wa nt  to  con nec t  to  a s  dec l a red  in  the  t nsn ame s.o ra  f i l e .   

I f  t he  Ora c le  Ins tan t  C l ie n t  i s  in s ta l led ,  yo u  ca n  spe c i f y  the  se rve r  h ost name and  por t  by  
us ing  t he  syn tax :  / / ho stna me: 152 1/o rac leS ID.  

7  Usern ame :  Da taba se  ac cou n t  u sed  to  conne ct  t o  the  se rve r .  
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7  Pass word :  P as swo rd  as so c ia ted  w i th  the  spec i f i ed  use rna me.  

7  Orac le  lo ca t ion :  Pa t h  t o  the  O rac le  c l ien t .  Th is  can  be  e i t he r  ORA CL E_H OME i f  the  O rac le  
Da t abase  Serve r  o r  F u l l  C l ien t  i s  i ns t a l led  (e xamp le :  c : \ O rac le \ o ra9 2) ,  o r  the  pa t h  t o  

Ora c le  In s tan t  C l ien t  (ex amp le :  /op t /o rac le_ i ns t an t_ c l ie n t ) .  

7  Opt iona l  a l te rn a te  TN S_A D MIN pa th :  I f  the  Ora c le  Da taba se  Serve r  o r  F u l l  C l i en t  i s  

ins t a l led  a nd  the  t nsn ame s.o ra  f i le  i s  n o t  l oc a te d  in  the  de fau l t  d i re c t ory ,  y ou  ca n  spe c i f y  
the  pa th  to  the  d i rec tory  w h i ch  co n ta i ns  tn sn ames .or a  and  tha t  w i l l  a l lo w SQL *P l us t o  

reso lve  the  O rac le  S ID you  en te red  in  t he  f i r s t  f i e ld .  

7  S Q L  Que ry to  b e  ex ecu ted :  O ne - l ine  SQ L s ta t ement  tha t  w i l l  be  exe cu ted  by  the  Ora c le  

se rve r  and  who se  resu l t  w i l l  be  pa rsed  by  Mo n i to r i ng  S tud io .  T h is  ca n  be  a ls o  t he  pa t h  t o  
an  ex is t ing  SQ L s cr ip t  f i le .  

7  Query  t imeou t :  T ime  in  seco nds.  Whe n th i s  t i meou t  i s  rea ched ,  M on i t o r  S tud io  c ons ide r s  
the  O rac le  da t abase  to  be  un reach ab le  a nd  t r igge rs  an  a le r t  on  the  Exe cu t ion Ti me  

pa rame te r .  

Exam pl e  

Orac le  se r v i ce  na me :  BAC KEN DDB  

Usern ame :  sysApp  
Pass word :  * * * * * *  

SQ L que ry :  SE LEC T C OUN T( * )  F ROM Pe nd ing Cus tome rs  
Beha v io r :  w i l l  c onne ct  t o  the  BAC KEN DDB Or ac l e  se rve r  i ns t ance  us i ng  the  sy sApp  

da tabase  a cc oun t  and  ask  the  se rve r  to  re tu rn  t he  numbe r  o f  ro ws in  the  Pe nd ing  
Cus tom ers tab le .  Th is  que ry  sho u ld  g ive  a  nu mb er  rep re sen t i ng  the  nu mber  o f  wa i t ing  

cus to mer s fo r  t he  app l i ca t i on .  
 

No te  a bou t  SQL *Plus  

Moni to r ing  S tud i o  us es O rac le  SQ L*P lus to  c onne ct  to  a n  Or ac le  Da tabase  Se rve r .  
The re f ore ,  S QL *P lu s need s to  be  i ns t a l led  o n  the  comp ute r  where  M on i to r ing  S tud io  and  

the  PAT RO L Agent  a re  run n ing .   
 

SQL* P lu s i s  ins ta l led  by  de fau l t  w i th  O r a c le  Da ta base  Serve r  ( f ro m ve rs ion  7 .x  to  10g ) .  
I f  you  a re  c on f igu r ing  loc a l  que r ies ,  you  need  t o  en te r  the  cur ren t  ORAC LE _HO ME as the  

Ora c le  lo ca t ion .  
 

SQL* P lu s i s  a ls o  in s ta l led  by  de fau l t  w i t h  the  O r ac le  Da tab ase  C l ien t  ( f ro m ve r s io n  7 .x  
to  10g ) .  I f  the  Ora c le  Da taba se  C l ien t  has been  i ns ta l led  on  the  c ompu te r  w here  t he  

PATR OL Agen t  i s  runn ing ,  yo u  need  to  e n te r  t he  cur ren t  O RAC LE_ HOM E as t he  Ora c le  
loca t io n .  

 
S ta r t i ng  w i th  ve r s ion  10g ,  Ora c le  n ow p r ov ides a  new l igh twe ig h t  c l ien t :  Or ac le  Ins tan t  

C l ien t .  Th i s  new c l ie n t  i s  made  o f  seve ra l  packag es.  In  o rde r  t o  make  Ora c le  que r ies  
with Monitoring Studio, you need to install the ñInstant Client Basicò (or ñInstant Client 

Basic Liteò) as well as ñInstant Client SQL*Plusò. Specify the directory where you 
unz i pped  the  Or ac le  pa ckage s as t he  Ora c le  loc a t ion .  

 
On  Wind ow s,  Mo n i t o r i ng  S tud i o  w i l l  t ry  t o  de tec t  by  i t se l f  the  S QL *P l us se t t i ngs.  On 

L in ux  and  UN IX ,  Mon i to r ing  S tud io  w i l l  de tec t  th e  p roper  SQ L* P lu s se t t ing s on ly  i f  the  
PATH env i ro nmen t  va r i ab le  c on ta ins  the  d i re c t or y  o f  the  SQL *P l us b i nary .  

 

Note  a bou t  the  O ra c le  s ys t em  i den t i f ie r  (O ra cl e  SI D )  

I f  O rac le  Da taba se  Serve r  o f  the  fu l l  Or ac le  Da ta base  C l ien t  i s  in s ta l led  on  the  c omp ute r  

where  t he  PAT RO L Agent  and  Mon i to r ing  S tud io  a re  run n ing ,  S QL *P l us w i l l  u se  the  
c la ss i c  na me re so l u t i on  sy ste m.  In  t h i s  ca se ,  the  Orac le  sy stem iden t i f ie r  ( Ora c le  S ID)  

tha t  you  e n te r  in  the  f i rs t  f ie ld  w i l l  be  re so lved  by  us ing  the  tns name s. ora  f i le .  

 

In  mo st  case s,  t he  tn sna mes. ora  f i le  i s  lo ca ted  i n  the  $O RAC LE_ HOME /ne t wo rk /a dm in  
d i rec t ory .  I f  i t  i s  lo ca ted  i n  ano the r  spec i f i c  d i re c to ry ,  you  mus t  spe c i f y  the  op t io na l  

a l te rn a te  TNS_A DM IN pa th  (o n ly  en te r  the  pa t h  to  the  d i rec tory ) .  
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The  tn sna me s.o ra  needs to  be  ma in t a ined  by  an  Ora c le  adm in i s t ra to r .  P lease  con su l t  

your  da tab ase  ad min is t ra t o r  i f  t he  Ora c le  syste m iden t i f ie r  o f  the  da taba se  you  want  to  

conne ct  t o  i s  no t  reg is te red  i n  the  tn sna me s.o ra  f i le .  

 
I f  t he  Ora c le  Ins t an t  C l ien t  i s  ins ta l led  on  the  co mpute r  where  the  PA TRO L Agen t  and  

Mon i to r ing  S tud i o  a re  runn ing ,  yo u  do no t  need  the  tn sna mes. ora  f i le .  In s tead ,  you  c an  
use  the  fo l lo w ing  syn tax  fo r  the  Ora c le  sy ste m i den t i f ie r :  

/ / se rve r_h os tna me:1 521 /da taba se_ s id  

C l i ck ing  [ Nex t ]  wi l l  b r i ng  you  t o  the  la s t  pane l  w i th  t he  Mo n i t o r i ng  S tud io  se t t ing s.  

St ep  2  ï b:  M ic r oso f t  SQ L Se r ver  co n nec t io n s et t in gs  an d  q u ery  to  b e  ex ecu te d  

I f  you  se le c ted  M i cr os of t  SQ L se rve r  in  the  f i r s t  pane l  o f  the  w i za rd ,  then  t h is  i s  w ha t  f o l lo ws :  

 

7  SQ L Se rve r  hos t  na me :  Na me o f  the  se rve r  wh ere  SQL Serve r  i s  ru nn i ng  (ho st  na me or  IP  

add res s) .  

7  SQ L Se rve r  ins tan ce  na me :  Spec i f y  the  SQ L se rve r  i ns t ance  n ame i f  the re  a re  seve ra l  

SQL Serve r  in s tan ces ins ta l l ed .  Le ave  "de fau l t "  i f  the re  is  a  s i ng le  in s ta nce .  

7  Da ta base  nam e :  Na me o f  the  da taba se  w i th in  t he  ins tan ce  or  w i th in  the  se rve r .  

7  Usern ame :  SQ L Serve r  a cc ou n t  to  be  used  to  c o nnect  to  the  da taba se .  

7  Pass word :  P as swo rd  as so c ia ted  w i th  the  spec i f i ed  use rna me.  

7  SQ L  Que ry to  be  ex e cu te d :  One - l i ne  SQL co mma nd  tha t  w i l l  be  execu ted  by  the  S Q L  
se rve r ,  wh ose  o u tpu t  w i l l  be  parsed  by  M on i t o r in g  S tud io  

Note  

The  in s ta nce  n ame i s  on ly  supp or ted  fo r  M i cr oso f t  SQL Serve r  20 00 and  h ighe r  ve r s i ons .  
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St ep  3 :  M o n i tor in g  S tu d io  se t t in gs  

 

7  Ob je ct  d isp la y nam e :  L abe l  th a t  w i l l  be  d i sp lay ed  in  the  PA TR OL Con so le  f o r  t h is  da taba se  
query  mo n i t o r i ng .  

7  Ob je ct  in t e rn a l  i den t i f ie r  ( I D) :  PAT R O L in te rn a l  iden t i f ie r  o f  t h i s  da taba se  query  
mon i to r ing .  

7  What  th resho l ds  do  you  wan t  to  se t  fo r  the  new ly c re a te d ob je ct ?  The  d rop - dow n l i s t  
a l lo ws yo u  to  se lec t  the  mode  o f  se t t ing  a le r t  th resh o lds :  

-  Use d e fau l t  th resho lds :  Use s the  de fau l t  th res ho lds se t  by  Mo n i t o r i ng  S tud i o  

-  Set  cus to m th resho l ds :  A l lo ws y ou  t o  c ust om i ze  the  th r esh o lds  fo r  a l l  pa ra mete r s  o f  the  

ins t ance  

-  Use de fau l t  th resho lds  and cus tom ize  th em :  Se t s  the  de fau l t  Mo n i t o r i ng  S tud i o  

th res ho ld s on  ce r ta in  para mete rs  ( see  l i s t  o f  pa ramete rs  w i th  de fau l t  th res ho ld s)  and  then  
a l lo ws  you  to  cu sto mi ze  any /a l l  o f  the m.  T h is  i s  m a in ly  in tended  t o  he lp  save  t ime  i f  yo u  

w is h  t o  c us tom ize  the  th resh o ld s o f  ju s t  one  o f  ma ny  par amete rs  f o r  the  in s tan ce ,  and  

leave  the  de fau l t  se t t ing s fo r  t he  o t he rs .  

Note  

I f  you  se le c t  Use  d e fau l t  th resho lds  and  cus t omize  the m ;  on  c l i ck ing  [F in i sh ] ,  the  
Set  Th resho l ds  pane l  w i l l  appear ,  a nd  ce r ta i n  parame te r s  f o r  t he  in s tan ce  w i l l  

appear  w i th  an  a ste r isk  symbo l  -  ind ica t ing  t ha t  they  a l ready  h ave  th re sh o lds .  Y ou  
can  the n  cu st omi ze  ( any /a l l )  t he  th re sh o lds o f  t he  parame te r s  as  pe r  your  spec i f i c  

needs.   

-  Do no t  se t  an y th resho lds :  No th re sh o lds  w i l l  be  se t  on  any  pa ra mete r  o f  t he  i ns t ance ,  

and  as a  re su l t  no  a le r ts  w i l l  be  t r igge red .  Mo n i t o r ing  S tud i o  w i l l  p o l l  the  ob je c t  a nd  r e t u r n  
the  ou tp u t  o f  th e  po l l ing  ï bu t  w i l l  no t  ra i se  any  a le r t s  un t i l  you  se t  t h res ho ld s.   

Impo rt an t !  

Thre sh o lds can  be  se t  o r  mod i f ied  a t  any t ime  by  r igh t - c l i ck i ng  on  the  ins tan ce  >  KM 
co mma nds >  Se t  Th res ho ld s.  

 

Note  

For  de ta i l s  on  t he  para mete r s  d i sc ove red ,  p lea se  re fe r  to  t he  Re fe ren ce  Gu ide .  

Da t abase  que ry  ana ly s i s  ob je c t s  a re  ins tan ces o f  the  SW_ DB_Q UE R IE S  c las s.  

http://www.sentrysoftware.net/library/swsy/sw_sy_help.htm
http://www.sentrysoftware.net/library/swsy/sw_sy_help.htm
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4 - Extracting numeric values  

Objective 

The  a i m o f  th is  t oo l  i s  to  ex t ra c t  a c tua l  va lues f rom a  g iven  tex t  and  bu i ld  g rap hs w i th  the se  
va lues a nd  se t  a le r t  th res ho ld s.  Th i s  c an  be  pe r f o rmed  on  many  o f  the  mon i to red  ob jec t s  s uc h  

as f i le s ,  f o lde rs ,  WM I ,  da tabase  q uer ie s ,  SNM P,  JMX po l l ing ,  e t c .  

Prob le ms w i th  an  app l ica t io n  a re  no t  a lway s as s imp le  as a  sen tence  exp la in i ng  tha t  an  "e r r or  

has o cc ur red . "  S omet ime s,  a n  app l i ca t ion  repor t s  i t s  hea l th  by  p r ov id ing  cr i t i ca l  n umbe rs ,  l i ke  

wa i t ing  cu st ome r  nu mbe r ,  queued  reques ts ,  p ro ces s ing  t ime ,  e tc .  Pe rhap s you  need  t o  kno w  
how m any  c l ie n t s  a re  wa i t ing  fo r  a  conne ct ion  t o  your  app l i ca t ion  o r  how many  j obs s t i l l  need  

to  be  t rea ted .  M on i to r ing  S tud io  a l low s y ou  to  ex t rac t  a  nu mer i ca l  va lue  f ro m an  i n fo r mat io n  
so u rce ,  bu i ld  a  g rap h  and  se t  a le r t  th resh o ld s in  o rde r  to  t r igge r  a le r t s  i f  t he  nu mber  b reac he s  

the  th re sh o ld .  

Method (summary)  

The  nume r i c  va l ue  se ar ch ing  fun ct i on  work s a  b i t  d i f f e re n t ly  on  " ru nn i ng  s our ces "  (L OG f i le s  

and  neve r - end ing  co m mand  l ine s)  t han  on  f l a t  s our ces  ( f la t  f i le s ,  co m mand  l ine s,  We b  
request s ,  e t c . ) :  

-  On " runn ing  s our ces "  ( LOG f i les  and  neve r  e nd in g  com mand  l i ne s) ,  the  n ume r ic  va lue s  
a re  sea rched  on ly  i n  new l ines s in ce  the  las t  po l l ing .   

-  On " f la t  so urce s"  ( f la t  f i les ,  c om mand  l ine s,  Web  reques ts ,  da tab ase  q uer ie s) ,  th e  
nume r ic  va lue s  a re  sea rch ed  in  t he  en t i re  s our c e  ( the  w ho le  f i le ,  t he  who le  s tanda rd  

ou tpu t ,  the  who le  HT TP respo nse ,  the  w ho le  da t a - se t ) .  

I f  seve ra l  va lues a re  found ,  i t  i s  po ss ib le  to  se l ec t  wh ich  va lue  s hou ld  be  kep t :  th e  la s t  va l ue  

found ,  the  ave rage  o f  a l l  va l ues,  the  mi n i mum  o r  max im um or  a  t o ta l  o f  a l l  va lue s.  A  g raph  i s  
then  bu i l t  w i th  the se  va l ues.  

4.1 -  Create or edit a numeric value extraction  

To crea te  a  ne w nu mer i c  va l ue  se arc h ,  [ r igh t - c l i ck ]  the  in fo rm at ion  sou rce  i c on  ( f i le ,  We b  
request ,  e t c . )  i n  the  PA TR O L Co ns o le  and  se l ec t  [ KM Com mands ]  >  [Ne w]  >  [Num er i c  

va lue  ex t r a ct ion . . . ] .  

 

To  ed i t  an  ex is t ing  num er i c  va lue  sear ch ,  [ r i g h t - c l i c k ]  the  nume r i c  va lue  ex t ra c t i on  ico n  i n  

the  PAT RO L C ons o le  and  se le ct  [ KM Com mands ]  >  [Ed i t ] .  
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St ep  1 :  L in es  to  b e  t ake n in t o acco u nt  

In  t he  f i rs t  s tep  o f  the  w i za rd ,  you  a re  asked  to  p rov ide  in fo rma t io n  abou t  the  l i ne ( s)  in  wh i c h  

the  nu mer i c  va lue  w i l l  be  sear ched  fo r :  

 

7  L ine  to  b e  t aken  in to  a ccoun t :  Spec i f y  w h i ch  l ine s a re  to  be  sear che d  f o r  the  nu mer i c  

va lue .  The  in f o r mat i on  to  en te r  subseq uent ly  de pends on  th i s  f i rs t  cho ice .  There  a re  th ree  
modes to  c hoo se  f r om:  

-  Al l  l in es :  In  th i s  case  the re  is  no  need  to  en te r  any th ing ,  as  a l l  l i nes  o f  the  tex t  w i l l  
be  scan ned  fo r  the  N umer ic  va lue  se a rc h .  T h i s  migh t  mea n tha t  seve ra l  num er i c  

va lues w i l l  be  fo und .  

-  L ine  num be rs  ( f i l l  in  b e lo w) :  On ly  en te red  l ine  nu mbers  w i l l  be  s canned .  I f  th i s  

mode  i s  se le c ted ,  the  l i ne  nu mber s  mu st  be  en te red  in  the  tex t  f ie ld  be l ow.   

L ine  n umbe rs  a re  spe c i f ied  a s fo l l ow s:   

x ,  y :  l ine  x  and  l ine  y  

x - y :  a l l  l i nes f ro m x  to  y  in c lu s ive  

x :  a l l  l i nes f r om 1  to  x  in c lu s ive  

x - :  a l l  l i nes f ro m x  to  the  e nd  o f  the  f i le  in c lu s iv e  

Checking the ñSkip blank linesò box will effectively ignore empty lines when counting the 
lines .  

-  L i nes  mat ch ing  the  regu la r  e xp ress ion  b e l ow :  The  l i nes  s canned  w i l l  be  l ine s  
mat ch ing  t he  Regu la r  exp res s io ns  en te red .  I f  th is  m ode  is  se lec ted ,  the  regu l a r  

exp ress ion  t ha t  w i l l  be  used  t o  iden t i f y  the  l i nes m ust  be  typed  in  the  t ex t  f ie ld  
be low.  A l l  l i nes mat ch i ng  the  regu la r  exp re s s i on  sea rch  w i l l  be  s canned  a nd  o the r  

l ines w i l l  be  igno red .  
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St ep  2 :  L oca t io n of  t he  n u mer ic  va lu e  in  t he  se lec t ed  l in es  

Af te r  se le c t ing  the  l ines i n  wh i ch  the  nu mer ic  va lue  w i l l  be  searc h ed ,  you  a re  asked  to  p r ov ide  

in fo r mat ion  ab ou t  where  i n  the  l ines the  nu mer ic  va lue  sh ou ld  be  fou nd :  

 

7  The nume r i c  va lu e  is  lo ca te d :  T he re  a re  fo u r  d i f f e ren t  m odes t o  ch oo se  f ro m and  the  
in fo r mat ion  t o  en te r  depends o n  th i s  c ho i ce .  

-  After/before the stringé:  The  va lue  sh ou ld  be  found  a f te r  o r  be fo re  the  s t r in g  

en te red .  Se lec t  i f  the  nu mer i c  va lue  sh ou ld  be  sear ched  a f te r  o r  be fore  the  spec i f ied  

s t r ing  and  type  the  s t r ing  th a t  w i l l  i nd ic a te  the  pos i t ion  o f  the  nu mber .  

-  At the character offseté:  The  va lue  sh ou l d  b e  a t  a  spe c i f i c  char acte r  o f f se t  in  the  

l ine .  En te r  the  o f f se t  nu mber  i n  the  b ox .  M on i t o r ing  S tud i o  w i l l  l ook  f o r  t he  nu mer ic  
va lue  a t  t ha t  ex act  c hara cte r  o f f se t  in  the  l ine .  I f  no  nu mer i c  da ta  is  f ound ,  n o  va l ue  

w i l l  be  co l lec ted .  A  ch ara cte r  o f f se t  i s  no th i ng  bu t  the  ch ara cte r  "n umbe r" ,  f o r  
examp le ,  you  wa nt  to  sea rc h  fo r  a  va l ue  t ha t  s t a r t s  f rom  t he  7 t h  ch ara cte r  in  t he  

l ine . . .  s o  you  w i l l  en te r  " 7 "  a s  the  cha rac te r  o f f s e t .  

-  In the column numberé:  T he  p rev i ou s ly  se l ec ted  l ines  c on ta in  seve ra l  c o lu mn s  

iden t i f ied  by  a  separa tor  c hara cte r .  En te r  the  co lumn nu mber  t ha t  sh ou ld  c on t a in  th e  

value and click the ñColumn separatorsò button to specify how columns are separated. 

 

The  p ane l  sh ow s t he  ava i lab le  de fau l t  separa to r s :  B lank  spa ce ,  sem ic o lo n ,  tabu l a t i on ,  co m ma,  

and  p ipe .  Che ck  or  un - che ck  sepa ra to rs  a s  you  need .  Y ou  ca n  a ls o  add  a  l i s t  o f  cu st o m  

separa tor s  in  t he  " Othe r "  tex t  box .  J ust  type  th e  separa t or s  one  a f te r  the  o the r .  

7  Consecu t i ve  se pa ra to rs  mus t  b e  t rea te d as  a  s ing le  one :  Typ ica l l y ,  i t  i nd ic a te s  tha t  
con sec u t ive  sep ara t or s  mu st  be  t rea ted  a s a  s in g le  separa tor .   

7  Consecu t i ve  se pa ra to rs  me an  em pt y co lu mns :  Ea ch  separa to r  i s  t rea ted  a s a n  
ind iv idua l  c o lu mn sepa ra t or  and  the  c o lu mn i s  c ons ide red  emp ty .  
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The  above  t wo op t i ons a re  espe c ia l l y  use f u l  f o r  da ta  sepa ra ted  by  b lank s.  

7  Expe ct ed fo rm at :  Se le c t  how the  nu mer ic  va l u es a re  fo rma t ted .  Th is  op t io n  a l l ow s you  t o  
ex t rac t  nu mer i c  va lue s tha t  use  b l ank ,  c om ma or  p o in t s  as  de c i ma l  and  t hou san d  

separa tor s .  

7  The va lue  can  be  neg at ive :  Spe c i f y  i f  t he  n um er ic  v a lue s tha t  you  a re  l ook ing  fo r  can  b e  

nega t ive .  

Note  

If Monitoring Studio does not find a number at the specified location, no numeric value will be extracted and 
the PATROL graph will not be refreshed (space characters are ignored).  

St ep  3 :  Va lu e  se lec t io n f r om mu l t ip le  ma tch es  

 

In  c ase  seve r a l  va lues  a re  fou nd  i n  th e  se ar ch ed  tex t ,  i t  i s  ne ces sary  to  iden t i f y  w h ic h  one  

shou ld  be  used  t o  se t  the  para mete r  va lue  a nd  bu i ld  the  g r aph  in  t he  PA TRO L C on so le .   

7  The f i ve  poss i b le  cho i ces  a re :  

-  Keep  the  f i r s t  va l ue  found  

-  Keep  the  la s t  va lue  f ound  (de fau l t )  

-  Calc u la te  the  ave r age  

-  Keep  the  lo wes t  va lue  

-  Keep  the  g rea te st  va lue  

-  A dd  up  a l l  va lue s  

7  Resca l ing :  Y ou  can  c on f igu re  M on i t o r ing  S t ud io  to  res ca le  the  va lue  tha t  i s  be in g  
ex t rac ted  in  o rde r  t o  have  a  m ore  re adab le  g r ap h  in  the  PA TR OL Con so le .  Y ou  can :  

-  Do n o re sca l ing  

-  Div ide  the  va lue  by  a  va l ue  t ha t  then  g ive s yo u  the  read ing  in  te r ms  best  s u i ted  t o  

you .  

-  Mul t ip ly  the  ex t rac ted  va lue  by  a  c ons tan t  f a c t or .   

Th i s  c an  be  u se fu l  i f  yo u  ex t ra c t  nu mer i c  va l ues i n  by tes  bu t  p re fe r  t o  s how  a  g rap h  i n  
megaby tes .  In  s uch  a  ca se ,  you  wou ld  d iv ide  the  va lues by  10 485 76 ( 102 4*1 02 4) .  
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St ep  4 :  M o n i tor in g  S tu d io  se t t in gs  

 

7  Ob je ct  d is p la y n am e :  Labe l  th a t  w i l l  be  d isp l a yed  in  the  PA TR O L C on so le  fo r  th is  nu mer i c  

va lues ex t rac t io n  ob j ec t .  

7  Ob je ct  in t e rna l  iden t i f ie r  ( I D ) :  PA TRO L in te r na l  iden t i f ie r  o f  th is  n ume r i c  va lue  sear c h  

mon i to r ing .  

7  What  th resho l ds  do  you  wan t  to  se t  fo r  the  new ly c re a te d ob je ct ? The  d rop - d own  l i s t  

a l lo ws yo u  to  se lec t  the  mode  o f  se t t ing  a le r t  th resh o lds :  

-  Use d e fau l t  th resho lds :  Use s the  de fau l t  th res ho lds se t  by  Mo n i t o r i ng  S tud i o  

-  Set  cus to m th resho l ds :  A l lo ws y ou  t o  c ust om i ze  the  th r esh o lds  fo r  a l l  pa ra mete r s  o f  the  
ins t ance  

-  Use de fau l t  th resho lds  and cus tom ize  th em :  Se t s  the  de fau l t  Mo n i t o r i ng  S tud i o  
th res ho ld s on  ce r ta in  para mete rs  ( see  l i s t  o f  pa ramete rs  w i th  de fau l t  th res ho ld s)  and  then  

a l lo ws  you  to  cu sto mi ze  any /a l l  o f  the m.  T h is  i s  m a in ly  in tended  t o  he lp  save  t ime  i f  yo u  
w is h  t o  c us tom ize  the  th resh o ld s o f  ju s t  one  o f  ma ny  par amete rs  f o r  the  in s tan ce ,  and  

leave  the  de fau l t  se t t ing s fo r  t he  o t he rs .  

Not e  

I f  you  se le c t  Use  d e fau l t  th resho lds  and  cus t omize  the m ;  on  c l i ck ing  [F in i sh ] ,  the  

Set  Th resho l ds  pane l  w i l l  appear ,  a nd  ce r ta i n  parame te r s  f o r  t he  in s tan ce  w i l l  appea r  
w i th  a n  as te r i sk  sy mbol  -  ind i ca t i ng  tha t  th ey  a l ready  have  th re sh o lds .  Y ou  c an  the n  

cus to mi ze  (any / a l l )  the  th res ho ld s o f  the  pa ra m ete rs  a s  pe r  you r  spe c i f i c  needs .   

-  Do no t  se t  an y th resho lds :  No th re sh o lds  w i l l  be  se t  on  any  pa ra mete r  o f  t he  i ns t ance ,  

and  as a  re su l t  no  a le r ts  w i l l  be  t r igge red .  M o n i t o r ing  S tud i o  w i l l  p o l l  the  ob je c t  a nd  re t u r n  
the  ou tp u t  o f  th e  po l l ing  ï bu t  w i l l  no t  ra i se  any  a le r t s  un t i l  you  se t  t h res ho ld s.   

Impo rt an t !  

Thre sh o lds can  be  se t  o r  mod i f ied  a t  any t ime  by  r igh t - c l i ck i ng  on  the  ins tan ce  >  KM 
co mma nds >  Se t  Th res ho ld s.  

 

Note  

For  de ta i l s  on  t he  para mete r s  d i sc ove red ,  p lea se  re fe r  to  t he  Re fe ren ce  Gu ide .  

Numer ic  va l ue  sea rc h  ob je c t s  a re  i ns t ance s o f  t h e  SW_NUMBE RS  c las s.  

http://www.sentrysoftware.net/downloadMonitoringStudio.asp
http://www.sentrysoftware.net/library/swsy/sw_sy_help.htm
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5 - File monitoring and analysis  

Objective 

The  a i m o f  t h i s  powe r fu l  F i le  m on i to r ing  t oo l  i s  to  in s tan t ly  de te ct  and  be  a le r ted  i f  a ny  f i le s  
go  mi ss ing ,  i f  a  f i le  i s  g r ow ing  a t  a  s te ady  s peed ,  whe t he r  i t  i s  be ing  reg u la r ly  upda ted ,  

whe the r  i t s  se cur i ty  se t t ing s have  changed ,  e tc .  

The  F i le  m on i t o r i ng  and  a na lys i s  t oo l  i s  o n e  o f  the  m os t  i mpo r tan t  t oo l s  w i th in  B MC  

Per fo r man ce  Ma nager  M on i to r ing  S tud i o ,  a s  m ost  app l ic a t i ons dea l  w i th  f i le s  and  many  o f  

wh i ch  a re  cr i t i c a l .  M on i to r ing  S tud io  a l lo ws you  to :  

-  To  m on i t o r  the  ma in  cha rac te r is t i c s  o f  the se  f i le s  s uc h  a s:  p rese nce ,  s ize ,  g r ow th  &  

secu r i ty  

-  Parse  f i le  co n ten t  to  re t r ieve  u se fu l  da ta  ( in c lu d ing  s t r ings tha t  sho u ld  be  p rese n t  o r  n o t  

and  nume r i c  va lue s to  bu i ld  g raph s) .    

The  mo st  typ i ca l  us age  o f  f i le  m on i to r ing  is  par s ing  a  L OG f i le .  Mo st  app l i ca t i on s u se  LOG  f i le s  

to  t ra ce  the i r  ope ra t ion s and  n ot i f y  ope ra to rs  wh en fa i lu r es o cc ur .  

Di f fe ren ce  b e t ween  f la t  f i l es  an d LOG  f i l es  

As oppo sed  to  t he  L OG f i les ,  s o - c a l led  " f la t  f i les "  a re  a l ways e n t i re ly  par sed  when y ou  
spec i f y  s t r ings or  nu mer ic  va l ues t o  sea rc h  in  th e  f i le .  In  LOG f i le s ,  on ly  the  new l ines 

w i l l  be  sca nned  whe n sea rch ing  fo r  s t r ing s or  n u mer i c  va lue s.  

Method (summary)   

To mon i to r  a  f i le  yo u  mu st  f i rs t :  

1 .  Speci f y  whe t he r  i t  i s  a  f l a t  f i le  o r  a  LOG f i l e .  Fla t  f i les  a re  en t i re ly  upda ted  an d  

the re fo re  need  t o  be  par sed  en t i re ly  a s  opp o sed  to  LOG f i les  whe re  new l ine s a re  
appended  a t  the  end  o f  t he  f i le  and  the re f ore  on ly  these  ne w l i nes n eed  t o  be  ana ly zed .   

2 .  Ind ica te  the  pa t h  to the file you want to monitoré 

3.  Se lect  wh ich  char acte r i s t i cs  s hou ld  be  checked  fo r  tha t  f i le .  ( In  add i t ion ,  yo u  may  us e  

the ñFile Security checkò feature to verify security settings.) 

4.  Then you  c an  crea te  one  or  m ore  new s t r i ng  sea rch  ob jec ts  u nder  the  f i le  ob je c t ,  wh ic h  

w i l l  ra i se  a le r ts  wh en a  s t r ing  i s  f ound .   

I f  yo u  have  l a rge  m u l t i - l ine  re co rds,  o r  XM L f i l es  or  co mp lex  LOG f i les ,  you  can  f i rs t  

t ran sfor m the  con ten t  w i th  t he  tex t  p re - p ro c ess i ng  too l ,  and  t hen  ru n  s t r ing  a nd  

nume r ic  va lue  se a rc hes on  i t .  

5 .  You can  a ls o  c rea te  on e  o r  m ore  n ume r ic  v a lu e  sear ch  ob jec ts  under  t he  f i le  ob je c t  
tha t  w i l l  ex t rac t  nu mer i c  va l ues f r om f i le  co n ten t  and  bu i ld  g r aphs .   

Result  

Once  t he  f i le  mon i to r ing  h as been  se t  up ,  a long  w i th  s t r ing  sea rc hes,  num er i c  va lu e  
ex t rac t io ns,  tex t  p rep r oce ss i ng ,  and  f i le  sec ur i t y  has been  se t  up ,  the  ob jec ts  h ie ra rchy  i n  the  

PATR OL Con so le  lo oks l i ke  the  p i c tu re  be low :  
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5.1 -  Create or edit a f i le monitoring 

To crea te  a  ne w f i le  m on i t o r ing  and  ana ly s i s ,  [ r i gh t - c l i ck ]  the  app l i ca t i on / c o n ta i ne r  i co n  i n  

the  PA TR OL  C ons o le  and  se le c t  [ KM Com m ands ]  >  [ Ne w ]  >  [ Fi le  mon i to r ing  and  
ana l ys is . . . ] .  

 

To  ed i t  an  ex is t ing  f i le  mon i to r ing ,  [ r igh t - c l i c k ]  the  f i le  i con  in  the  PA TRO L Con so le  a nd  

se lec t  [ KM  Co mm ands ]  >  [Ed i t ] .  

 

To  mon i to r  the  se cu r i ty  s e t t i ngs  o f  t h is  f i le ,  [ r i gh t - c l i ck ]  on  the  f i l e  i con  (on ce  i t  h as bee n  
crea ted )  in  t he  PAT RO L C ons o le  a nd  se le c t  [ KM Comm ands ]  >  [N ew ]  >  [F i le  Se cu r i ty  

checké]. See the section on ñFi le  se cur i ty  mon i to r ing ò for more information about  th i s  
f ea tu re .  

 

To  spec i f y  s t r ings  to  sear ch  i n  th i s  f i le ,  [ r i gh t - c l i ck ]  the  f i l e  i con  (o nce  i t  ha s been  c rea ted )  

in  t he  PA TR OL  C on so le  and  se le c t  [ KM Com mands ]  >  [N e w]  >  [ S t r ing  s ea rch . . . ] .  Se e  
chap te r  "Sear ch ing  fo r  s t r ings "  f o r  mo re  in fo rm a t ion  ab ou t  t h is  f ea tu re .  

 

To  spe c i f y  nu mer i c  va lue s to  ex t ra c t  f r om in  t h i s  f i le ,  [ r i gh t - c l i ck ]  the  f i le  i con  (on ce  i t  ha s  

been  crea ted )  in  t he  PAT RO L Co ns o le  and  se l ec t  [ KM Comm ands ]  >  [Ne w]  >  [Num e r i c  
Value searché].  See  c hap te r  "Sear ch i ng  fo r  nu mer i c  va lue s"  f o r  m ore  in f o r mat ion  abo u t  th i s  

f ea tu re .  
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St ep  1 :  Id e nt i fy in g t he  f i le  to  mon i t or  

Af te r  spec i f y i ng  the  type  o f  f i le :  LOG o r  f la t ,  in  the  f i rs t  pane l  o f  the  f i le  m on i to r ing  w i za rd ,  

iden t i f y  the  f i le  you  w is h  to  mon i to r  

  
 

7  Fi le  na me and  p ath :  en te r  t he  pa th  and  the  na me o f  the  f i le  to  be  mon i to red .  

Note  

Wildca rds can  be  u sed  in  the  pa th  o r  f i le  na me.  In  th i s  ca se ,  t he  mo st  recen t ly  m od i f ied  
or  c rea ted  f i le  mat ch i ng  the  cr i te r ia  w i l l  be  mo n i to red .  The  w i ld card  char acte rs  t ha t  can  

be  used  a re :  
' ? ' :  rep l ace s one  ch ar acte r ,  

' * ' :  rep l ace s one  or  m ore  char acte rs .  

I t  i s  a ls o  pos s ib le  to  u se  a  fo r mat  f u nct ion  to  dy nami ca l ly  as s ign  t he  cu r ren t  da te  o r  
time in the file name or path. Simply insert the following string in the ñFile name and  

pathò field, replacing the three dot s by  da te  fo r mat  sy mbo ls :  
%{ASCTIME:é} For a list of format symbols, meaning and some examples, please see 

the  Fo rma t  sy mbol s  f o r  t he  %{  ASC T IM E : é} macros chap te r .  
 

Exam pl e :  
Mon i to r :  /op t /myApp l ica t io n / l og / myApp* . l og  

Beha v io r :  Mon i to r ing  S t ud io  w i l l  lo ok  fo r  the  m ost  r ecen t  f i le  th a t  m atc hes t he  ma sk  
( /op t /myApp l i ca t ion / log /myApp_ 200 308 07_ 17 11  e .g . )  and  s ta r t  the  m on i to r ing  o f  t h is  

f i le .  When the  app l i ca t ion  s top s w r i t ing  in  t h is  L OG f i le  and  c rea te s a  ne w one  
( /op t /myApp l i ca t ion / log / myApp_ 200 308 08_ 05 12  e .g . ) .   

 
Mon i to r ing  S tud i o  ana lyse s the  c ur ren t  f i le  f o r  c hanges and  sear che s fo r  s t r ings and  

number s ,  a nd  then  swi tch  to  th is  ne w f i le .  Th is  way ,  no  in fo r ma t ion  is  l os t  when 

swi tch ing  f ro m the  p rev io us f i le  to  th e  new o ne .  
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7  Se le ct  the  pa ra met ers  you  w an t  to  mon i to r :  Se le c t  on ly  t ho se  re leva n t  t o  th is  f i le  

monitoring and deselect the others. Hereôs a table with the parameters available: 

 

Name Description 

Exists Determines whether the f ile exists or not  
Unit: 0 = Exists, 1 = Does not exist 

GrowthPercentage File growth percentage 
Unit: Percent per minute (%/min)  

GrowthSpeed File growth speed 
Unit: Kilobytes per minute (KB/min)  

LastChanged Elapsed time since the File was modif ied 
Unit: Minutes  

Size File s ize 

Unit: Kilobytes (KB)  

Impo rt an t !  

Please  bea r  in  mind ,  tha t  when yo u  se t  o r  ed i t  t h resh o ld s ï the  t h re sho lds d ia logue  b ox  
w i l l  d isp lay  on ly  t hose  pa ra mete r s  se lec ted  a t  th is  s tage .  A t  a  l a te r  s tage ,  i f  you  w ish  t o  

mon i to r  mo re  para mete rs  o f  th i s  f i le  ( o r  le ss ) ,  c l i ck  on  t he  in s tan ce  >  K M c om mand s >  
Ed i t  and  se lec t  o r  de - se le c t  t he  para mete r s .  

7   C l i ck  [Ne xt ] .  Y ou  a r r ive  a t  the  la s t  pane l  o f  the  f i le  mo n i t o r i ng  se t - up  p ro ces s.  

Note  

A warn i ng  pane l  w i l l  appe ar  i f  the  f i le  doe s not  a c tua l ly  ex is t / i f  t he  pa th  en te red  i s  

inco r re ct .  

St ep  2 :  M o n i tor in g  S tu d io  S et t in gs  

You a r r ive  a t  the  f i na l  pane l  w i th  the  op t io ns fo r  labe l ,  ID and  t h res ho ld s:  

 

7  Ob je ct  d isp la y n ame :  Labe l  tha t  w i l l  be  d isp layed  in  the  PA TRO L Co nso le  fo r  th i s  f i le  
mon i to r ing .  

7  Ob je ct  in t e rn a l  i den t i f ie r  ( I D) :  PAT RO L in te rn a l  iden t i f ie r  o f  t h i s  mo n i t o red  ob jec t .  

7  What  th resho l ds  do  you  wan t  to  se t  f o r  th e  new ly c rea te d ins t ance?  A  d rop - dow n l i s t  

a l lo ws yo u  to  se lec t  the  mode  o f  se t t ing  a le r t  th resh o lds :  
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-  Use d e fau l t  th resho lds :  Use s the  de fau l t  th res ho lds se t  by  Mo n i t o r i ng  S tud i o  

-  Set  cus to m th resho l ds :  A l lo ws y ou  t o  c ust om i ze  the  th r esh o lds  fo r  a l l  pa ra mete r s  o f  the  
ins t ance  

-  Use de fau l t  th resho lds  and cus tom ize  th em :  Se t s  the  de fau l t  Mo n i t o r i ng  S tud i o  
th res ho ld s on  ce r ta in  para mete rs  ( see  l i s t  o f  pa ramete rs  w i th  de fau l t  th res ho ld s)  and  then  

a l lo ws  you  to  cu sto mi ze  any /a l l  o f  the m.  T h is  i s  m a in ly  in tended  t o  he lp  save  t ime  i f  yo u  
w is h  t o  c us tom ize  the  th resh o ld s o f  ju s t  one  o f  ma ny  par amete rs  f o r  the  in s ta n ce ,  and  

leave  the  de fau l t  se t t ing s fo r  t he  o t he rs .  

Note  

I f  you  se le c t  Use  d e fau l t  th resho lds  and  cus t omize  the m ;  on  c l i ck ing  [F in i sh ] ,  the  

Set  Th resho l ds  pane l  w i l l  appear ,  a nd  ce r ta i n  parame te r s  f o r  t he  in s tan ce  w i l l  
appear  w i th  an  a ste r isk  symbo l  -  ind i ca t ing  t ha t  they  a l ready  h ave  th re sh o lds .  Y ou  

can  the n  cu st omi ze  ( any /a l l )  t he  th re sh o lds o f  t he  parame te r s  as  pe r  your  spec i f i c  
needs.   

-  Do no t  se t  an y th resho lds  fo r  now :  No th re s ho lds w i l l  be  se t  on  any  par ame te r  o f  the  

ins t ance ,  and  as a  re su l t  no  a le r t s  w i l l  be  t r igg e red .  M on i t o r i ng  S tud io  w i l l  po l l  th e  ob jec t  

and  re tu rn  the  ou tpu t  o f  the  po l l i ng  ï bu t  w i l l  no t  ra i se  any  a le r ts  un t i l  you  se t  th res ho ld s.   

Impo rt an t !  

Thre sh o lds can  be  se t  o r  mod i f ied  a t  any t ime  by  r igh t - c l i ck i ng  on  the  ins tan ce  >  KM 

co mma nds >  Se t  Th res ho ld s.  
 

Note  

For  de ta i l s  on  t he  para mete r s  d i sc ove red ,  p lea se  re fe r  to  t he  Re fe ren ce  Gu ide .  

F i le  m on i to r ing  ob jec ts  a re  in s tan ces o f  the  SW_ F ILES  c la ss  

http://www.sentrysoftware.net/downloadMonitoringStudio.asp
http://www.sentrysoftware.net/library/swsy/sw_sy_help.htm
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6 - File security monitoring  

Objective 

The  a im o f  th is  too l  i s  o f f e r  you  a  c omp le te  c ove rage  o f  f i le  mon i to r ing  by  a l l ow i ng  you  to  
ensure  tha t  f i le  se cur i ty  i s  respe cted .   

W i th  a  f ew c l i cks ,  you  c an  m on i to r  t he  ac ces s a nd  r igh t s  o f  g r oups a nd  use rs  and  de f i ne  wh o  
shou ld  be  a le r ted  i f  the  f i le  co n ten t  i s  changed  o r  sec ur i ty  i s  b re ached .  

6.1 -  Create or edit a Fi le security monitoring  

To cre a te  a  new  F i le  se cu r i ty  mo n i t o r i ng ,  [ r i gh t - c l i ck ]  the  F i le  mon i to r in g  i con  in  the  
PATR OL Con so le  and  se lec t  [ KM  Co mman ds ]  >  [ New ]  >  [ F i l e  se cu r i t y  che ck . . . ] .  

To  ed i t  an  ex i s t i ng  F i le  sec ur i ty  m on i to r ing ,  [ r igh t - c l i c k ]  the  F i le  s ecu r i t y  i con  in  the  

PATR OL Con so le  and  se lec t  [KM  Co mman ds ]  >  [Ed i t ] .  

St ep  1 :  Se lec t in g th e s ec u r i ty  pa ra met ers  

The  f i r s t  pa ne l  o f  the  F i le  sec ur i ty  w i za rd  a l lo ws you  to  se lec t  the  d i f f e re n t  f i le  sec ur i ty  
op t io ns yo u  w i sh  t o  mo n i t o r .   

 

7  The  g ra n ted  f i le  a cce ss r igh ts  

7  The  u se r  th a t  o wns the  f i le  

7  The  g r oup  tha t  may  h ave  ac ces s to  t he  f i le  

7  The  f i le  in te g r i t y  

Check  the  o pt ions  you  w ish  t o  m on i to r  a nd  c l i c k  [Ne xt ]  t o  p ro ceed .  

Note  

By  de fau l t ,  Mo n i t o r i ng  S tud i o  use s the  cur ren t  f i le  a t t r ibu te s and  o wner s  in  the  nex t  

s teps .  I f  the  c ur re n t  f i le  co n f igura t io n  is  the  c or rect  one ,  s imp ly  c l i ck  o n  [Nex t ]  u n t i l  th e  
end  o f  the  w i za rd .  
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Step 2: Fileôs access rights 

This panel helps you to define the type of alert to trigger if the fileôs access rights are 

di f fe ren t  f ro m t he  ones  en te red .  Depend ing  o n  the  oper a t ing  sy ste m t he  PA TR O L agen t  i s  
runn i ng  on ,  y ou  m ay  ge t  d i f f e ren t  op t i ons .  

On U N IX an d L in ux  sys t e ms  

 

7  T yp e o f  a l e r t :  T he  f i rs t  d ropdo wn l i s t  enab le s you  to  ch oo se  the  type  o f  a le r t  to  t r igge r  i f  

the current file mode does not match the ñexpectedò file mode. Select from the list to 
ei the r  ra i se  an  A l a r m,  Wa rn ing ,  o r  In fo r ma t ion ,  o r  n o t  r a ise  any  a le r t  a t  a l l  a nd  s i mp l y  

mon i to r  the  f i le  mode  fo r  in f o r mat i ona l  p urpo se  on ly .  

7  Fi le  a ccess  r igh ts :  T hese  a re  the  c la ss ic  f i le  acce ss r igh t s  tha t  ca n  be  looked  up  b y  

executing an ñl s  ïl ò command. 

The  a cce ss r igh t s  c ons is t  o f  10  cha rac te rs ,  f o r  e xamp le :  - rwx r - x r - x .  

The  f i r s t  cha rac te r  ind ica tes t he  en t ry  type :  

b :  b lo ck  spe c ia l  f i le   

c :  c hara cte r  spe c ia l  f i le  

d :  d i re c t ory  

l :  sy mbol ic  l ink  

n :  ne tw ork  spe c ia l  f i le  

p :  f i f o  (a ls o  ca l led  a  \ "na med  p ipe \ " )  spe c ia l  f i le  

s :  so cke t  

- :  o r d i nary  f i le  

The  fo l l ow ing  9  cha rac te r s  a re  in te rp re ted  a s  th ree  se t s  o f  th ree  ch ara cte r s  eac h  wh i ch  

iden t i f y ,  a cce ss a nd  execu te  pe rm is s io ns fo r  the  owner ,  g ro up ,  and  o the r s  ca tegor ies .   

The ñ-ñindicates that permission is not granted. Various permissions can be  pu t  toge the r  in  
any  co mb ina t io n ,  excep t  tha t  the  x ,  s ,  S ,  t ,  a nd  T ch ara cte r s  a re  mut ua l ly  ex c lu s ive .  

The  a cce ss r igh t s  ch ara cte r s  a re  in te rp re ted  a s f o l lo ws :  

- :  Deny  a l l  pe r mi ss ion s in  t he  co r re spond ing  po s i t io n .  

r :  G ra n t  re ad  pe rm is s io n  to  t he  co r re spond ing  u se r  c las s.  

w :  G r an t  w r i te  pe rm is s io n  to  t he  co r re spond ing  use r  c la ss.  

x :  G ran t  execu te  (o r  sea rch  in  d i re c t ory )  pe r mi s s ion  to  t he  co r re spond i ng  use r  c l as s.  
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s :  G ran t  execu te  ( sear ch)  pe r mis s i on  t o  th e  c or respo nd ing  u se r  c l as s.  Exe cu te  the  f i le  a s  
i f  by  the  o wner  ( se t  use r  ID,  SU ID)  or  g rou p  (se t  g r oup  ID ,  SG ID) ,  a s  ind i ca ted  b y  

pos i t ion .  

S :  Deny  execu te  (se ar ch)  pe r mi ss ion  t o  the  c or respo nd ing  u se r  c las s.  Exe cu te  t he  f i le  a s  
i f  by  the  o wner  ( se t  use r  ID,  SU ID)  or  g rou p  (se t  g r oup  ID ,  SG ID) ,  a s  in d i ca ted  b y  

pos i t ion .  

t :  G ran t  execu te  (sea rc h)  pe r mi ss i on  t o  o t he rs .  The  " s t i cky "  ( save  tex t  image )  b i t  i s  se t .  

T :  Deny  exe cu te  (se ar ch  d i rec to ry )  pe rmi ss ion  to  o the rs .  T he  "s t i cky "  ( save  tex t  image )  
b i t  i s  se t .  

On W in d ows  sys t e ms  

The  f i le  a cce ss  r ig h ts  de pend  o n  the  Ac ces s C on t ro l  L is t  (AC L)  on  Wind ow s sy ste ms .  An  A CL  i s  
a  tab le  tha t  te l l s  a  c omp ute r  ope ra t ing  sy ste m t he  acce ss r igh t s  ea ch  us e r  ha s to  a  pa r t i cu l a r  

sys te m ob jec t ,  s uch  a s a  f i le  d i rec to ry  o r  i nd iv id ua l  f i le .   

Each  ob jec t  ha s a  secu r i ty  a t t r i b u te  tha t  iden t i f i es  i t s  ac ces s co n t r o l  l i s t .  T he  l i s t  h as  an  en t ry  

f o r  eac h  sy stem use r  w i th  a cce ss p r iv i lege s.  T he  mo st  co mm on p r iv i leges inc lude  t he  ab i l i t y  
to :  

-  Read  a  f i le  ( o r  a l l  the  f i le s  in  a  d i re c to ry )  

-  W ri te  t o  the  f i le  o r  f i les  

-  Execu te  t he  f i le  ( i f  i t  i s  an  exec u tab le  f i le ,  o r  p r og ram ) .  

 

In  W indo ws ,  an  a cce ss con t ro l  l i s t  i s  as so c ia t ed  w i th  ea ch  syste m ob jec t :  

-  Each A C L ha s o ne  o r  more  ac ces s con t r o l  en t r ie s  (AC Es )  c on s is t ing  o f  t he  na me o f  a  u se r  
o r  g ro up  o f  use rs .   

-  The  u se r  c an  a l so  be  a  r o le  na m e,  su ch  as "p rog ram mer , "  o r  " te s te r . "   

-  For  ea ch  o f  t hese  u se r s ,  g r oups ,  o r  ro l es ,  the  acce ss p r iv i lege s a re  s ta ted  in  a  s t r ing  o f  

b i ts  c a l led  a n  ac ces s ma s k .   

-  Genera l ly ,  the  sys tem ad min is t ra t o r  o r  t he  ob je c t  ow ner  c rea te s the  ac ces s co n t r o l  l i s t  f o r  

an  ob je c t .  
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7  In  th is  p ane l ,  you  ca n  en te r  up  to  8  use r s  or  g roups  and  se le c t  whe t he r  they  can  read ,  

wr i te  o r  exec u te  the  f i le  by  che ck ing  t he  boxes a t  the  le f t  o f  t he  use r  na me.  

7  You a re  a lso  a sked  to  p rov ide  the  type  o f  a le r t  to  t r igge r  (A la r m,  War n ing  or  In f o r ma t i on )  

if the fileôs access rights differ from the ones entered.  

7  It is also possible to set an alert when the fileôs access rights are not exactly as defined 
(exact ly  as  be low )  o r  i f  o the r  use rs  in  add i t io n  to  th ose  in  t he  pane l  (a t  lea st  a s  be lo w)  
have  ac ce s s to  t he  f i le  a s  we l l .  

Step 3: Fileôs owner 

Monitoring Studio can check if the fileôs owner is a certain approved user, or differs from the 

one or  two u se r s  en te red  and  t r igge r  a n  a le r t  ac cord ing ly .  

 

7  Se lect  t he  type  o f  a le r t  and  whe t he r  o r  no t  t he  f i le ôs owner should match the owners 

ente red  in  the  tex t  boxe s.  

Step 4: Fileôs group 

Monitoring Studio can check if the fileôs group differs from that or those entered and trigger 
an a le r t  ac cord ing ly .  

 

7  Select the type of alert to be triggered when fileôs owne r g r oup  mat che s or  d i f f e rs  f ro m the  

owner s  en te red  in  the  tex t  boxes :  Do no th i n g ;  Tr igge r  and  a la r m;  Tr igge r  a  w arn ing ;  
Tr igge r  an  in f o r mat i on  


